SB 53 - Demand Draft

Background:

e This is a reintroduction of 2001 companion bills authored by Rep. Jeskewitz and Sen. Erpenbach which passed
unanimously in Assembly Committees on Financial Institutions and the Senate Committee on Privacy, Electronic
Commerce and Financial Institutions - Time ran out in session before it was scheduled for Senate floor.

e Today an increasing number of consumers purchase goods and services over the telephone and by computer.
Payment for these transactions is completed in several ways (Credit Card, Automated Clearing House system)

¢ Another method of payment for such transactions is the demand draft, which is an unsigned paper check created,
with authorization of the consumer, by a merchant to debit the consumer’s account.

o There has been an increase in the number of fraudulent demand draft transactions.

Examples:

e According to a recent survey (Community Bankers of WI), approximately $7.5 million was lost to W1 consumers and
WI financial institutions last year due to this type of fraud.

e Two Letters

e More consumer protections are needed for the use of Demand Drafts

Protection provided by this bill:

o This bill makes the consumer protections compatible with that of the national electronic funds transfer laws. Under
those regulations, the initial risk of loss is placed on the merchant’s bank.

e The bill places the loss for unauthorized transactions on the merchant, or the originating/depositary bank they opened
their business account with, rather than on the consumer’s bank by creating a transfer warranty that states that the
creation of the paper demand draft was authorized by the person identified as the “drawer”.

e The bill merely shifts the initial risk of loss from one bank to another, and does not impair or affect and maintains
the consumer’s right and ability to question the payment of unauthorized items from the consumer’s account.

e Because the merchant’s bank would warrant that the consumer authorized the paper demand draft, the depositary
bank would be forced to investigate the merchant carefully before opening the account thereby protecting itself and
the consumer.

Nationally:
e Light states have passes virtually identical legislation — California, Hawaii, N. Dakota, Oregon, Texas, Utah,
Colorado, and W. Virginia.

State Capitol, P.O. Box 7882, Madison, WI 53707-7882
OFFICE: 608-266-0703 « HOME: 608-647-4614
E-MAIL: Sen.Schultz@legis.state.wi.us « CALL TOLL-FREE: 1-800-978-8008



Hypothetical:

Merchant bent on committing fraud.

Gets consumer bank account number by calling consumer, telling them they have won a prize but in order to claim
it they must give their bank routing and account number.

Merchant creates paper demand draft and prints “payment authorized” in place of consumer signature.

Merchant Deposits the demand draft in his bank.

Merchant’s Bank forwards the demand draft to the consumer’s bank to collect payment.

Consumer’s account is debited.

At the end of the month, the consumer receives account statement and notices the unauthorized debit. Account
holder calls bank to report.

Consumer’s bank sees that the transaction was a demand draft. At this point, the consumer’s bank may credit the
consumer’s account and write off the loss, as it is very costly to pursue. However, if the account holder does not
notice the unauthorized transaction on his/her statement they may take the loss without ever realizing it.

This bill provides protection for both the bank and for the consumer. (See page one under Protection provided by
this bill for details.)
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SB 53 - Demand Draft

Background: ‘

e This is a reintroduction of 2001 companion bills authored by Rep. Jeskewitz and Sen. Erpenbach which passed
unanimously in Assembly Committees on Financial Institutions and the Senate Committee on Privacy, Electronic
Commerce and Financial Institutions - Time ran out in session before it was scheduled for Senate floor.

e Today an increasing number of consumers purchase goods and services over the telephone and by computer.
Payment for these transactions is completed in several ways (Credit Card, Automated Clearing House system)

¢ Another method of payment for such transactions is the demand draft, which is an unsigned paper check created,
with authorization of the consumer, by a merchant to debit the consumer’s account.

e There has been an increase in the number of fraudulent demand draft transactions.

Examples:
e According to a recent survey (Community Bankers of WI), approximately $7.5 million was lost to WI consumers and
WI financial institutions last year due to this type of fraud.
%/ o Two |etters
e More consumer protections are needed for the use of Demand Drafts
Protection provided by this bill:

o This bill makes the consumer protections compatible with that of the national electronic funds transfer laws. Under
those regulations, the initial risk of loss is placed on the merchant’s bank.

e The bill places the loss for unauthorized transactions on the merchant, or the originating/depositary bank they opened
their business account with, rather than on the consumer’s bank by creating a transfer warranty that states that the
creation of the paper demand draft was authorized by the person identified as the “drawer”.

e The bill merely shifts the initial risk of loss from one bank to another, and does not impair or affect and maintains
the consumer’s right and ability to question the payment of unauthorized items from the consumer’s account.

¢ Because the merchant’s bank would warrant that the consumer authorized the paper demand draft, the depositary
bank would be forced to investigate the merchant carefully before opening the account thereby protecting itself and
the consumer.

Nationally:
e Eight states have passes virtually identical legislation — California, Hawaii, N. Dakota, Oregon, Texas, Utah,

Colorado, and W. Virginia.
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Community Bankers
of Wisconsin

Representing Wisconsin's
Genuing Community Banks

Public Hearing of the
Senate Committee on Agriculture, Financial Institutions and Insurance
SB - 53 Demand Drafts

Testimony of Daryll Lund, President & CEO
Community Bankers of Wisconsin
Chairperson Schultz and members of the committees, my name is Daryll Lund, President & CEO of the
Community Bankers of Wisconsin (CBW). CBW is a statewide trade association representing the

interests of approximately 220 community based financial institutions.

I appear before you today to testify in support of SB-53. The CBW strongly supports passage of this bill
that will regulate the negotiation and collection of demand drafts. SB-53 is a reintroduction of a bill (SB-
417) from the 2001 Regular Session that received unanimous approval in the Senate committee. In

addition a companion bill (AB-784) passed unanimously in the Assembly.

Third party drafts, sometimes called demand drafts, telechecks, preauthorized drafts or unsigned MICR
(Magnetic Ink Character Recognition) drafts, are drafts which have been initiated by a person other than
an owner of the account on which the draft is drawn (the “account owner”), and which does not contain
the actual signature of the account owner. The person initiating the draft claims to be acting pursuant to

the authorization of the account owner.

Based on the Uniform Commercial Code when the account owner has authorized its initiation, a third
party draft is a legitimate payment instrument and its payment presents no special problems for financial
institutions. However, when a third party draft is initiated without such authorization, the potential for
consumer and bank liability arises. This problem has become more serious in recent years with the
increased fraudulent issuance of third party drafts, particularly in connection with telemarketing

programs and Internet purchases.

To determine the extent of the problem and losses caused by unauthorized third party drafis a survey was
conducted by the Community Bankers of Wisconsin (CBW), Wisconsin Automated Clearing House
Association (WACHA) and the Upper Midwest Automated Clearing House Association (UMACHA).
The survey involved Wisconsin financial institutions (commercial banks, savings banks, savings and

loans and credit unions).

455 County Road M, Suite 101 e Madison, W1 53719 « (608) 833-4229  Fax (608) 833-8114 e www.communitybankers.org
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Financial Insfifutions Survey Resul

Survey results are based upon the experience of Wisconsin financial institutions over the past year.

| Direct Costs

e Losses to Wisconsin consumers and Wisconsin financial institutions were estimated at over

$7,500,000.

Indirect Costs
o It is the practice of a majority of the financial institutions to close out an account once a
fraudulent or unauthorized transaction has taken place. This results in additional costs and
inconveniences to the consumer because new checks and debit cards must be ordered as well as

any changes to direct deposits or automated clearing house (ACH) must be made.

Identity Theft
e The natural progression in these types of transactions is identity theft. Once an unscrupulous

individual or business has an individual’s account information it is likely that additional
unauthorized transactions will occur until the problem is identified. Reviewing monthly bank
statements can identify unauthorized transactions. However, an estimated 85% of consumers do
not review their bank statements. Generally, if a consumer is the victim of a fraudulent or
unauthorized transaction, they have 14-30 days after they receive their statement to notify their
financial institution of the problem. If they don’t notify the financial institution in that short time

frame the consumer is usually responsible for the loss.

To date, virtually identical legislation has been passed in eight states - California, Hawaii, North Dakota,
Oregon, Texas, Utah, Colorado, and West Virginia. Uniform legislation for all states is currently under

consideration.

The Community Bankers of Wisconsin respectfully requests your support of SB-53. Thank you for

your consideration.
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February 3, 2003

Ms. Mary Schnell, President
Wisconsin Automated Clearing House Association

16655 West Bluemound Road

Suite 370
Brookfield, WI 53005

Dear Ms. Schnell,

I would like to express my support for the ongoing efforts to eliminate the
origination of paper drafts in the State of Wisconsin. The State is experiencing an
increase in the fraudulent transactions against our bank accounts. These
fraudulent transactions include paper drafts that are initiated through the Internet
and telephone. In one recent attempt, fraudulent ACH transactions were rejected
by our bank, returned to the company that originated them, converted into paper
drafts, and re-presented to our bank for payment.

Paper drafts complicate our fraud prevention efforts and expose our bank accounts
to additional risk of loss. Therefore, I support any effort to eliminate their use in
the State of Wisconsin.

Sincerely,

N &

William J. Raftery,
State Controller
Wisconsin Department of Administration




Cross Plains, Wisconsin 53528
3 (608) 798-3961
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November 29, 2001

Daryll Lund

Community Bankers of Wisconsin
455 County Rd M Suite 101
Madison WI 53719

Dear Daryll,

Lee Swanson asked me to contact you in regards to a conference call he had with you on
November 28" 2001. This was in regards to paper drafts that are posting to customers accounts
with no signature from the customer.

Frankly, these type of items scare me due to the greater chance of fraud occurring on our
customers accounts. By someone just having access to a customers account number, they could
have drafts created on that account without the customers knowledge or consent. Since we as a
financial institution have only the 48 hour time frame within which to return these items, the
potential for our loss is great.

Our bank, in fact, has had such a situation occur in which we lost $2,000.00 this year. A
customers account had both ACH and paper drafts post against it that were not legitimate
transactions. We had 3 drafts presented against this account: for $2,000.00, $1525.88 and
$3,130.00 for a total of $6,655.88. We had ACH transactions post that were of a much greater
amount.

We were not able to return the $2,000.00 draft timely. We attempted to work directly with the
bank of first deposit to try to recover our funds. This bank just happened to be the bank that
“created” the fraudulent draft. It apparently was used to make a payment on a Credit Card at
their institution and they have a call in system that will automatically debit a customers account
for the payment. They would not help us regain our loss even though they created the draft.

Luckily we caught this early so we were able to return the drafts for $1,525.88 and $3,130 within
the 48 hour time frame to avoid a loss on these items. The ACH items we have a 60 day time
frame in which to return these so there was no loss on them. I have enclosed copies of the items
that were fraudulently presented on our customers account.

I feel we need more responsibility placed on the depositing bank for these items. Also, I think
time frames within which to return these items as fraudulent need to be expanded, similar to ACH
time frames.



I believe companies are moving towards using these “drafts” versus ACH due to the fact there is
less chance of these being returned for fraud. We all know physical documents cost more to
process than ACH transactions, but companies are beginning to feel that they will reduce fraud
losses by utilizing drafts and are willing to pay a little more for processing costs if they can avoid
the loss potential.

Thank you for addressing this issue. Please call me at 798-5280 with any questions.

Sincerely,

State Bank of Cross Plains

Vice President Operations

enc
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Thank you Chairman Schultz and members of the Senate Agriculture, Financial
Institutions and Insurance Committee for hearing Senate Bill 53. Since many of the
members of the committee are cosponsors of the legislation, I know that you understand
the importance of this legislation and how its enactment will benefit the citizens of
Wisconsin.

Senate Bill 53 is a reintroduction of 2001 companion bills Assembly Bill 784 and Senate
Bill 417. These bills both unanimously passed out of their respective committees and
Assembly Bill 784 also passed unanimously on the Assembly floor, but session ran out
before the bill could be scheduled on the Senate floor.

Modern technology is constantly changing the way that business transactions are
conducted. We must continue to update our state statutes in response to these changes to
ensure that these new technologies are not being used to manipulate or circumvent the
laws that are currently in place. Senate Bill 53 is a bill to do exactly that. This bill will
modernize our statutes to accommodate a new way that purchases are paid for; through
demand draft checks (also called telechecks).

I’m sure that many of us have given our routing and checking account numbers over the
phone to pay for services. Anyone in Madison looking to pay their Charter Cable bill
over the phone uses this method — they don’t accept credit cards. Those paying for bills
this way assume that it is secure, but that is not always the case. These demand draft
checks do not have the same protections as other payment methods and it is difficult for a
consumer to prove lack of authorization. It is also extremely difficult for the consumer’s
bank to return the “preauthorized” checks to the merchant/telemarketer’s financial
institution. Through the creation of unauthorized debit checks, the merchant/telemarketer
is able to circumvent many consumer protection regulations. Senate Bill 53 will provide
protection to those consumers and their financial institutions.

Bills similar to Senate Bill 53 have been passed in other states and uniform laws are
being advocated nationwide. This legislation is supported by the Community Bankers of
Wisconsin, the Wisconsin Bankers Association and the Wisconsin Credit Union League..

Thank you again for hearing this bill and I encourage your support for Senate Bill 53 as it
makes its way through this committee and again when it comes for a vote before the full
Senate.

Capitol Office: Post Office Box 8952 « Madison, Wisconsin 53708-8952
(608) 266-3796  Toll-Free: (888) 529-0024 « Fax: (608) 282-3624 « Rep.Jeskewitz@legis.state.wi.us
24th Assembly District: N80 W15239 Hilltop Drive » Menomonee Falls, Wisconsin 53051
(262) 251-9595 » Fax: (262) 251-9594
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May Happen If
QA ‘Bounces’?

Now there's a simple, lower cost way for merchants, billing companies and financial
institutions to process Insufficient Funds (NSF) checks. The company can now collect an NSF
check using the same system that is used for Direct Deposit. This means that the paper check
will not be presented to your account again, but instead the amount will be deducted electronically. This
method is as safe, reliable and secure as Direct Deposit.

Following is a summary of the rules companies using the re-presented check method of collection must
follow and what you can do if they don't follow the rules.

v’ According to regulations, merchant's using electronic check collection are required to provide notice to
you before you write your check. Notice can be provided a variety of ways, a sign on the cash register
or a sign on the door when you enter the establishment. As long as this notice is provided, an NSF
check can be processed electronically.

v The electronic re-presented item may only be for the amount of the check.
Continued on reverse
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e Rooa the 839@&85 or mﬁa u\cs éﬁ os ocdmgmﬁos of the mc%onmm:os %ﬁ%xcmn %%Q:wm:o: is
for a one-time only debit to a oosmzﬁaa m c&woﬁmm account.

There are restrictions as to 9&:& ooHEumEmm may debit your account using a telephone authorization. You
may call any company and authorize them to debit u\oE. account. OonmEmm may only initiate calls if you have purchased
goods or services from them within the past two u\om:.m or rmé a Sﬁn@b agreement.

You may place stop payments on these items. But act @EoE%_ mSom sz entry could reach your financial institution by the
next day, it is important to not wait. Explain to &QB Emﬁ %og E,o 588,@8& in placing a stop payment on a “telephone-initiated.
entry".

As always, contact your financial institution HEB&SS? m:o&a %Oc ever discover an error on your statement. If an electronic
transaction was debited from your account without your m&reﬁmmﬁos your financial institution may adjust your account if
notified within a proper timeframe. ‘
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iving your

he Internet

The Internet is a great way to find information and make purchases. Recently, companies have started
allowing consumers to pay for Internet purchases simply by providing their checking account
information and having the purchase amount debited.

As a consumer, you need to identify whether you believe providing account information over the
Internet is something you feel comfortable and safe doing. In order to use this application however,
companies are required to follow certain security requirements, such as passwords or PINs to identify you before
allowing purchase. They must retain history of your purchases and act on inconsistencies, etc. They are also required to
only permit purchases within secure sessions (minimum 128 bit encryption) and to ensure that their databases and
physical site are secure.

Every aspect of the transaction must take place on-line and it is required that you authorize the transaction by entering a
password, digital signature or PIN or otherwise agreeing to the transaction and proving your identity. You should be
asked to print and retain a copy of the authorization, Do It!

It is important to note that you are ultimately responsible for any activity on your checking account. Check your account
statement everv month and notifv vour financial institution IMMEDIATELY if vou do not recognize anv activity.

i L



What may happen to your check at your favorite store.

A point-of-purchase entry is a form of electronic payment using the ACH network. A
check is presented to a merchant, who electronically obtains your banking information
from it. The merchant must void your check and return it to you. You may not reuse this check in the
future.

A merchant is required to obtain a consumer's signature on a written authorization prior to transmitting a
point-of-purchase entry to the consumer's account. The authorization permits them to initiate a one-time
debit to your checking account for the amount of goods or services purchased. The merchant may re-
initiate this debit if the original debit is returned to them for insufficient funds in your account. Also, a
merchant may include in the authorization language the ability to initiate a debit for collection fees if
your debit is returned for insufficient funds. The merchant is required to provide you with a copy of the

authorization.
Continued on reverse
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SB 53 - Demand Draft

Background:

e This is a reintroduction of 2001 companion bills authored by Rep. Jeskewitz and Sen. Erpenbach which passed
unanimously in Assembly Committees on Financial Institutions and the Senate Committee on Privacy, Electronic
Commerce and Financial Institutions - Time ran out in session before it was scheduled for Senate floor.

¢ Today an increasing number of consumers purchase goods and services over the telephone and by computer.
‘Payment for these transactions is completed in several ways (Credit Card, Automated Clearing House system)

e  Another method of payment for such transactions is the demand draft, which is an unsigned paper check created,
with authorization of the consumer, by a merchant to debit the consumer’s account.

e There has been an increase in the number of fraudulent demand draft transactions.

Examples:
e According to a recent survey (Community Bankers of WI), approximately $7.5 million was lost to WI consumers and
WI financial institutions last year due to this type of fraud.
<,/- e Twoletters
e More consumer protections are needed for the use of Demand Drafts
Protection provided by this bill:

o This bill makes the consumer protections compatible with that of the national electronic funds transfer laws. Under
those regulations, the initial risk of loss is placed on the merchant’s bank.

e The bill places the loss for unauthorized transactions on the merchant, or the originating/depositary bank they opened
their business account with, rather than on the consumer’s bank by creating a transfer warranty that states that the
creation of the paper demand draft was authorized by the person identified as the “drawer”.

o The bill merely shifts the initial risk of loss from one bank to another, and does not impair or affect and maintains
the consumer’s right and ability to question the payment of unauthorized items from the consumer’s account.

o Because the merchant’s bank would warrant that the consumer authorized the paper demand draft, the depositary
bank would be forced to investigate the merchant carefully before opening the account thereby protecting itself and
the consumer. |

Nationally:
e Eight states have passes virtually identical legislation — California, Hawaii, N. Dakota, Oregon, Texas, Utah,

Colorado, and W. Virginia.

State Capitol, P.O. Box 7882, Madison, Wi 53707-7882
OFFICE: 608-266-0703 » HOME: 608-647-4614
E-MAIL: Sen.Schultz@legis.state.wi.us « CALL TOLL-FREE: 1-800-978-8008
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February 3, 2003

Ms. Mary Schnell, President
Wisconsin Automated Clearing House Association

16655 West Bluemound Road

Suite 370
Brookfield, WI 53005

Dear Ms. Schnell,

I would like to express my support for the ongoing efforts to eliminate the
origination of paper drafts in the State of Wisconsin. The State-is experiencing an
increase in the fraudulent transactions against our bank accounts. These
fraudulent transactions include paper drafts that are initiated through the Internet
and telephone. In one recent attempt, fraudulent ACH transactions were rejected
by our bank, returned to the company that originated them, converted into paper
drafts, and re-presented to our bank for payment.

Paper drafts complicate our fraud prevention efforts and expose our bank accounts
to additional risk of loss. Therefore, I support any effort to eliminate their use in
the State of Wisconsin.

Sincerely,

IINENY

William J. Raftery,
State Controller
Wisconsin Department of Administration
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1205 Main Street
Cross Plains, Wisconsin 53528
s (608) 798-3961

November 29, 2001

Daryll Lund

Community Bankers of Wisconsin
455 County Rd M Suite 101
Madison WI 53719

Dear Daryll,

Lee Swanson asked me to contact you in regards to a conference call he had with you on
November 28™ 2001. This was in regards to paper drafts that are posting to customers accounts
with no signature from the customer.

Frankly, these type of items scare me due to the greater chance of fraud occurring on our
customers accounts. By someone just having access to a customers account number, they could
have drafts created on that account without the customers knowledge or consent. Since we as a
financial institution have only the 48 hour time frame within which to return these items, the
potential for our loss is great.

Our bank, in fact, has had such a situation occur in which we lost $2,000.00 this year. A
customers account had both ACH and paper drafts post against it that were not legitimate
transactions. We had 3 drafts presented against this account: for $2,000.00, $1525.88 and
$3,130.00 for a total of $6,655.88. We had ACH transactions post that were of a much greater

amount.

We were not able to return the $2,000.00 draft timely. We attempted to work directly with the
bank of first deposit to try to recover our funds. This bank just happened to be the bank that
“created” the fraudulent draft. It apparently was used to make a payment on a Credit Card at
their institution and they have a call in system that will automatically debit a customers account
for the payment. They would not help us regain our loss even though they created the draft.

Luckily we caught this early so we were able to return the drafts for $1,525.88 and $3,130 within
the 48 hour time frame to avoid a loss on these items. The ACH items we have a 60 day time
frame in which to return these so there was no loss on them. I have enclosed copies of the items
that were fraudulently presented on our customers account.

I feel we need more responsibility placed on the depositing bank for these items. Also, I think
time frames within which to return these items as fraudulent need to be expanded, similar to ACH
time frames.



I believe companies are moving towards using these “drafts” versus ACH due to the fact there is
less chance of these being returned for fraud. We all know physical documents cost more to
process than ACH transactions, but companies are beginning to feel that they will reduce fraud
losses by utilizing drafts and are willing to pay a little more for processing costs if they can avoid
the loss potential.

Thank you for addressing this issue. Please call me at 798-5280 with any questions.
Sincerely,

State Bank of Cross Plains

Vice President Operations

enc
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