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" Kuesel, Jeffery

" To: Wavrunek, Glenn
Subject: RE: Pocan Bill Request

Glenn,
I will enter these requests for you.
Jeff Kuesel

From: Wavrunek, Glenn

Sent: Tuesday, February 08, 2005 4:17 PM
To: Kuesel, Jeffery

Subject: Pocan Bill Request

Jeffery -
Mark would like two re-drafts from last session:

1.) Use of preferential voting to determine the results of elections for local offices - we would
like an exact redraft of 2003 LRB-2564/1.

2.) Discontinuance of the use of electronic voting machines - we would like a exact redraft of
2003 LRB-3522/1 (AB680) with one change ... an additional part where members of the public are
allowed to view the source code of the electronic machines. Basically, in order to have full faith
that the machines are counting the votes correctly, Mark would like the bill to allow outside
computer experts to examine the software codes in order to ensure that the machines work
accurately.

R S B e

: Any questions, please feel free to call me at 266-8570. Thanks,

Glenn Wavrunek
Office of Rep. Mark Pocan
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AN ACT . . . [generate catalog] to repeal . . . ; to renumber . . . ; to consolidate and

renumber . . . ; to renumber and amend . . . ; to consolidate, renumber and
amend . .. toamend . .. ;to repeal and recreate . . . ;and to create . . . of the
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statutes; relating to: "ég L
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[NOTE: See section 4.02 (2) (br), Drafting Manual, for specific order of
standard phrases.]

Analysis by the Legislative Reference Bureau

D =G
If titles are needed in the analysis, in the component bar:
For the main heading, execute: .............. create — anal: — title: — head
For the subheading, execute: ................ create — anal: — title: — sub
For the sub-subheading, execute: ............ create — anal: — title: — sub-sub
For the analysis text, in the component bar:
For the text paragraph, execute: ............. create — anal: — text
L o

The people of the state of Wisconsin, represented in senate and assem-
bly, do enact as follows:

SECTION #.

[rev: 8/31/04 2005DF02(fm)]
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vaember 20 2003 — Introduced by Representatives.POCAN ALBERS BLACK
‘ GRONEMUS J. LEHMAN-MUSSER,.PI mmg and.TAYLOR, cosponsored |

relatmg to: discontinuance of th@me of ¢ electromé“vatmg machines at electlgns

e
s S,

in this state. o T %
;

A nalysis by the Legislative Reference Bureau

Currently with limited exceptions, every municipality with a population of
7,500 or more must use voting machines or an electronic voting system at all
primaries and other elections held in the municipality. Either mechanical or
electronic voting machines may be used. No electronic voting system, including an
electronic voting machine, may be used unless the system meets statutory standards

-and is approved by the State Elections Board for use at elections held in this state. f

EAH?otmg‘émaehmes must be testZ?@efore each election to determine if thg}g,af”e
funetioning properly. If voting machines are used, ballots need not be printed and
ﬁd«tﬁ?nbute \to electors, but if electronic voting machmes are used;-the machmes must

[ ;

H
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ASSEMBLY BILL 680

maintain a cumulative tally of votes cast that is retrievable in the event of a power
outage, evacuatioryor malfunction so that tglge record of the votes cast prior to the timg »
that the problem occurs is preserved AV R T A )
.ffww “Fhis-bill"discontinues-the auulUI ization for municipalities-to-use-electronie 5/ ¢
/voting machines at elections held in this.state:~Under the bill, if an electronic voting

systEm is used, the system (st be of a type in which printed ballots are dlstnbuted

4

an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do 'f‘i’ 14
enact as follows: W

“SECTION1.75.02 (Ie) of the statutes is amended to.read: §

5.02 (1e) “Ballot” means a ballot label, sheet of paper or envelope on Wthh

v&t@s are recorded. The term also includes a sheet or card, filmstrip‘or other device

4 listing“‘\er containing information relative to offices, candidates and referenda which

is placed—pﬁejeeteéer—eempeseé on the board ersereen'inside a voting machine.

SECTION 2 502 (4m) of the statutes is amended to read:

5

6

7 5.02 (4m) Electmmc voting system ?means a system in which votes are
8

recorded on ballots, and thé Votes e subsequently counted and tabulated by

12 5.02 (24r) “Votmg machine” means a machmé\x&\uch serves in lieu of a votmg

13 booth and Wthh mechanically er-electrenically records t“he% votes cast by elect@rs

14 who depress levers o¢-buttens located next to the choices listed on “’akballot to cast thelr

S

™ 5

",

15 , votes.

SECTION 4. 5.40 (5) of the statutes is amended to read:

", —
S S
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v
SECTION 1. 5.84 (title) of the statutes is amended to read:

}é\ 5.84 ég,tle) Testing of equipment; custody of requirements for programs
and ballots.

History: 1979 c. 311; 2001 a. 16. v

SECTION 2. 5.84 (3) of the statutes is created to read:

5.84 (3) If a municipality uses an electronic voting system for voting at any
election, the municipal clerk shall provide to any person, upon request, at the
expense of the municipality, the coding for the software that the municipality uses
to operate the system and to tally the votes cast.

[

SECTI(}{I 3. 5.91 (19) of the statutes is created to read:

5.91 (19) The coding for the software that is used to operate the system on

election day and to tally the votes cast is publicly accessible and may be used to
independently verify the accuracy and reliability of the operating and tallying
procedures to be employed at any election.

SECTION 4. Initial applicability.

e

>\ (1) This act first applies{@}with respect to elections held on the effective date

-
of this subsection.

e éﬁg@g’%‘f :;ﬁ/ K/ /gﬁ,«; \



2005 - 2006 LEGISLATURE o LRBab214/1 ™~
- TO 2005 ASSEMBLY BILL 63
1 o “
2 . 1 Pagel line.10:-after “elgzgrs insert “electron voting system standards .

L by 2@@3 @w iy

- ” > as gl P,
. 5.91 (18) of the statutesgls/amended to read

5 5.91 (18) If the device consists
6 of an electronic voting machine,. it generates a complete paper ballot showing all

7 ff1ces and guestlons and all votes cast by each elector at-the-time-thatitis-east that

e ;{ ¢ s
5 wij 1s/iver1f1ab1e ‘by the elector before the elector leaves the machine and that enables a
9 manual count or recount of the-eleetor’s each vote cast by the elector%’%f /\
M‘f:“w

10 /END)}—__
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There is no requirement pertaining to accessibility or independent verification
of software that is used to operate a system or to tally the votes cast.

"% This bill provides that if a municipality uses an electronic voting system that
cons1sts of a voting machine, the machine must generate a complete paper ballot
showing all offices and questions and all votes cast by each elector that is visually
verifiable by the elector before the elector leaves the machine and that enables a
manual count or recount of each vote cast by the elector.

ﬁ? The bill also provides that the coding for the software that is used to operate the
system on election day and to tally the votes cast must be publicly accessible and
must be able to be used to independently verify the accuracy and reliability of the
operating and tallying procedures to be employed at an election. In addition, the bill
provides that each municipal clerk or board of election commissioners of a
municipality that uses an electronic voting system for voting at an election shall
provide to any person, upon request, at municipal expense, the coding for the
software that the municipality uses to operate the system and to tally the votes cast.
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Nonstat File Sequence: F F F

EFFECTIVE DATE
—
1. In the component bar: For the action phrase, execute: ... create — action: — *NS: — effdate
For the text, execute: ............ create — text: —» *NS: — effdateA

2. Nonstatutory subunits are numbered automatically. Fill in the SECTION # or subsection # only if a
“frozen” number is needed.

DG

SECTION # « Effective date.

1. In the component bar: For the action phrase, execute: ..create — action: — *NS: - effdateE
g For the text, execute: ........... create — text: - *NS: — effdate

2. Ng/ statutory -subunits are numbered automatically. Fill in the SECTION # or subsection # only if a
“.. “frozen” number is needed.

s
——

?
|

U TN TTiLs act takes effect on the day after publication, exc?;),t:/ as follows:
: The treatment of

¢ 0 e

......................

............................

1. In the component bar: For the budgei?“agtmn phraseyexecute .create — action: —» *NS: — 94XX
For the text, execute: A create — text: — *NS: — effdate

.....

2. Nonstatut ry subumts are numbered autoni@? Hy Fill in the SECTION # or subsection # only if a
“frozen” number is needed. Below, for thek dget fill in the 9400 department code.
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SECTIOIg 94 }f‘ﬁffective dé{gs,
(#1) () jf \ . The treatment of

SECTION # . Effectivedates; .f’

[rev: 9/8/04 2005effdate(fm)]




’ Kuesel, Jeffery

From: Wavrunek, Glenn

Sent: Thursday, July 07, 2005 2:40 PM

To: Kuesel, Jeffery

Subject: Change to LRB-2044/1 (relating to: electronic voting system standards)
Jeff -

We were wondering if you could alter LRB-2044/1 for us:

1 - Delete all references to the public having full access to source codes for the software that the
machine uses.

2 - Follow IL's lead on the issue and insert language on how they handle the source code concern
(Public Act 093-0574):

Sec. 23-15.1. Production of ballot counting code and attendance of witnesses. All voting-system vendors
shall, within 90 days after the adoption of rules or upon application for voting-system approval, place in
escrow all computer code for its voting system with the State Board of Elections. The State Board of
Elections shall promulgate rules to implement this Section. For purposes of this Section, the term
"computer code" includes, but is not limited to, ballot counting source code, table structures, modules,
program narratives, and other human readable computer instructions used to count ballots. Any
computer code submitted by vendors to the State Board of Elections shall be considered strictly
confidential and the intellectual property of the vendors and shall not be subject to public disclosure
under the Freedom of Information Act.

The State Board of Elections shall determine which software components of a voting system it deems
necessary to enable the review and verification of the computer. The State Board of Elections shall
secure and maintain all proprietary computer codes in strict confidence and shall make a computer code
available to authorized persons in connection with an election contest or pursuant to any State or federal
court order. In an election contest, each party to the contest may designate one or more persons who are
authorized to receive the computer code of the relevant voting systems. The person or persons authorized
to receive the relevant computer code shall enter into a confidentiality agreement with the State Board of
Elections and must exercise the highest degree of reasonable care to maintain the confidentiality of all
proprietary information. The State Board of Elections shall promulgate rules to provide for the security,
review, and verification of computer codes. Verification includes, but is not limited to, determining that
the computer code corresponds to computer instructions actually in use to count ballots. Nothing in this
Section shall impair the obligation of any contract between a voting-systems vendor and an election
authority that provides access to computer code that is equal to or greater than that provided by this
Section. :

et

Please feel free to call me at 266-8570 if you have any questions. Thanks,

Glenn Wavrunek
Office of Rep. Mark Pocan
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Analysis by the Legislative Reference Bureau

Currently, with limited exceptions, every municipality with a population of
7,500 or more must use voting machines or an electronic voting system at all
primaries and other elections held in the municipality. Either mechanical or
electronic voting machines may be used. No electronic voting system, including an
electronic voting machine, may be used unless the system meets statutory standards
and is approved by the State Elections Board for use at elections held in this state.
The system must enable an elector to privately verify the votes selected by the elector
before casting his or her ballot. All electronic voting systems must be tested publicly
before each election to determine if they are functioning properly. If voting machines
are used, ballots need not be printed and distributed to electors, but if electronic
voting machines are used, the machines must maintain a cumulative tally of votes
cast that is retrievable in the event of a power outage, evacuation, or malfunction so
that the record of the votes cast prior to the time that the problem occurs is preserved,
and the machines must produce a permanent paper of record of the vote cast by each
elector at the time that it is cast that enables a manual count or recount of the
_elector’s vote. sl
Phere is no requirement pertaining to acceséﬁ;lhty or mdependent verification
of software that is used to operate a system or tojtally the votes cast.

This bill provides that if a municipality uses an electronic voting system that
consists of a voting machine, the machine must generate a complete paper ballot

g
2
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coding for the software that is used to operate the ™ \
y tally the votes cast must be publicly access1ble and !

[ tallymg procedures to be employed at an election. In addition, W
~ that each mummpaL elerk or board of electlon commgg@smﬁers of a

e
u\

{ pr0v1de to any. pe'rscn upon request, at mummpal expe,nse “the codmg for thg
“software that the-municipality uses tg operate the system and to tally the votes-east.
For further information see th% local fiscal estlmate which will be printed as

an appendix to this bill. 5;«»%% e

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

% 4 SECTION 2 L. 84 (3) of the statutes is created to read
“ 5 5.84 (3) If a municipality uses an electrogw Vot1ng system for voting at my

:f/

/
e

8 __to operate the system-and-to bauy the votes ¢ast: T

9 SECTION 3. 5.91 (18) of the statutes, as created by 2003 Wisconsin Act 265, is
10 amended to read:
11 5.91 (18) It-produces-a permanent-paperrecord-ofthevete If the device consists

12 of an electronic voting machine, it generates a complete paper ballot showing all
13 offices and questions and all votes cast by each elector at-the time-thatitis-east that

14 is visually verifiable by the elector before the elector leaves the machine and that

15 enables a manual count or recount of the-eleetor’s each vote cast by the elector.
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1nd¢39§£1dently verify the accuracy-and iability of the operating and tallymg

procedures-to-be-employed-at-any election.
SECTION 5. Initial applicability.
(1) This act first applies with respect to elections held on the effective date of
this subsection.

SECTION 6. Effective date.

(1) This act takes effect on January 1, 200652 7"

(END)

e
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The bill also directs the Elections Board to promulgate rules to ensure the
security, reviewyand verification of software components used with each electronic
voting system approved by the board for use at elections in this state. Under the bill,
the board must require each vendor of an electronic voting system to place its
software components in escrow with the board. The bill prohibits the board from
providing access to the components to any person except in a recount of an election.
If a valid petition for a recount is filed in an election in which an electronic voting
system is used to record and tally the votes cast, the board must provide access to
the software components used to record and tally the votes to one or more persons
designated by each party to the recount if each designee first enters into an
agreement with the board under which the designee agrees to maintain the
confidentiality of all proprietary information provided to the designee. The bill
permits a county or municipality to contract with the vendor of an electronic voting
system to permit a greater degree of access to software components used with the
system than is otherwise authorized under the bill.
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SECTION 1. 5.905 of the s“{gtutes is created to read:

5.905 Software components. (1) In this section, “software component”
includes Vote—couhting source code, table structures, modules, program narratives
and other human-readable computer instructions used to count votes with an
electronic voting system.

(2) The board shall determine which software components of an electronic
voting system it considers to be necessary to enable review and verification of the
accuracy of the automatic tabulating equipment used to record and tally the votes
cast with the system. The board shall require each vendor of an electronic voting
system that is approved under s. 5.53/.‘1 to place those software components in escrow
with the board within 90 days of the date of approval of the system and within 10 days
of the date of any subsequent change in the components. The board shall secure and
maintain those software components in strict confidence except as authorized in this
sectioi. Unless authorized under this sectigzl, the board shall withhold access to
those software components from any person who requests access under s. 19.35 ?1).

(3) The board shall promulgate rules to ensure the security, reviev;; and
verification of software components used with each electronic voting system
approved by the board. The verification procedure shall include determination that
the software components correspond to the instructions actually used by the system
to count votes. o

(4) If a valid petition for a recount is filed under s. 9.01 in an election at which

an electronic voting system was used to record and tally the votes cast, each party
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to the recount may designate one or more persons who are authorized to receive
access to the software components that were used to record and tally the votes in the
election. The board shall grant access to the software components to each designated
person if, before receiving access, the person enters into a written agreement with
the board that obligates the person to exercise the highest degree of reasonable care
to maintain the confidentially of all proprietary information to which the person is
provided access, unless otherwise permitted in a contract entered into under sub. (g;.

(5) A county or municipality may contract with the vendor of an electronic
voting system to permit a greater degree of access to software components used with

v
the system than is required under sub. (4).

~ SEcTION 2. Nonstatutory provisions.

(1) Each vendor of an electronic voting system that is approved for use in this
s v’
state under section 5.91 of the statutes on the effective date of this subsection or that

obtains such approval for its syztem before the effective date of rules promulgated
¢ L
by the board under section 5 (3) of the statutes, as created by this act, shall

P

s ;
provide to the/Electiong}%{ard the software components required under section 5.905
(2) of the statutes, as created by this act, no later than 90 days after the effective date

of those rules.
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Representative Pocan:

1. Do you want to authorize emergency rules to be promulgated under this draft
without the necessity of a finding of emergency and if so, do you want to allow the
emergency rules to remain in effect until permanent rules are promulgated?

2. It occurs to me that if a confidentiality agreement under this draft is breached, the
Elections Board may decide not to seek redress, and even if it does, it may not suffer
/| significant monetary damages. [The vendor, however, may be damaged significantly. Do
" you want to allow an electronic voting system vendor to file suit against and collect
damages from a person who breaches a confidentiality agreement with the Elections
Board?

Jeffery T. Kuesel
Managing Attorney
Phone: (608) 266-6778
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July 11, 2005

Representative Pocan:

1. Do you want to authorize emergency rules to be promulgated under this draft
without the necessity of a finding of emergency and if so, do you want to allow the
emergency rules to remain in effect until permanent rules are promulgated?

2. It occurs to me that if a confidentiality agreement under this draft is breached, the
Elections Board may decide not to seek redress, and even if it does, it may not suffer
significant monetary damages. The vendor, however, may be damaged significantly.
Do you want to allow an electronic voting system vendor to file suit against and collect
damages from a person who breaches a confidentiality agreement with the Elections
Board?

Jeffery T. Kuesel
Managing Attorney
Phone: (608) 266-6778



Kuesel, Jeffery

PRI

From: Wavrunek, Glenn

Sent: Monday, July 18, 2005 10:15 AM

To: Kuesel, Jeffery

Subject: RE: Change to LRB-2044/1 (relating to: electronic voting system standards)
Jeff -

Upon further review, Mark wants to go back to the /1 version of the bill, but with two minor changes
(attached -- delete the words "all offices and questions and" that appear twice on page 2). Any
questions, please feel free to call me at 266-8570. Thanks!

-glenn

05-20441 with

changes.pdf
From: Kuesel, Jeffery
Sent: Friday, July 08, 2005 11:32 AM
To: Wavrunek, Glenn
Subject: RE: Change to LRB-2044/1 (relating to: electronic voting system standards)
Glenn,

| incorporated the changes you asked for. | had to reorder and clarify some of the language, but | think the

substance is maintained, | also attached a drafter's note with a couple of questions for you to think about when you review
the draft.

Jeff Kuesel
----- Original Message-----
From: Wavrunek, Glenn
Sent: Thursday, July 07, 2005 2:40 PM
To: Kuesel, Jeffery
Subject: Change to LRB-2044/1 (relating to: electronic voting system standards)
Jeff -

We were wondering if you could alter LRB-2044/1 for us:

1 - Delete all references to the public having full access to source codes for the software that the
machine uses.

2 - Follow IL's lead on the issue and insert language on how they handle the source code concern
(Public Act 093-0574):

Sec. 23-15.1. Production of ballot counting code and attendance of witnesses. All voting-system
vendors shall, within 90 days after the adoption of rules or upon application for voting-system
approval, place in escrow all computer code for its voting system with the State Board of Elections.

1
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The State Board of Elections shall promulgate rules to implement this Section. For purposes of this
Section, the term "computer code" includes, but is not limited to, ballot counting source code, table
structures, modules, program narratives, and other human readable computer instructions used to
count ballots. Any computer code submitted by vendors to the State Board of Elections shall be
considered strictly confidential and the intellectual property of the vendors and shall not be subject to
public disclosure under the Freedom of Information Act.

The State Board of Elections shall determine which software components of a voting system it
deems necessary to enable the review and verification of the computer. The State Board of Elections
shall secure and maintain all proprietary computer codes in strict confidence and shall make a
computer code available to authorized persons in connection with an election contest or pursuant to
any State or federal court order. In an election contest, each party to the contest may designate one or
more persons who are authorized to receive the computer code of the relevant voting systems. The
person or persons authorized to receive the relevant computer code shall enter into a confidentiality
agreement with the State Board of Elections and must exercise the highest degree of reasonable care
to maintain the confidentiality of all proprietary information. The State Board of Elections shall
promulgate rules to provide for the security, review, and verification of computer codes. Verification
includes, but is not limited to, determining that the computer code corresponds to computer
instructions actually in use to count ballots. Nothing in this Section shall impair the obligation of any
contract between a voting-systems vendor and an election authority that provides access to computer
code that is equal to or greater than that provided by this Section.

Please feel free to call me at 266-8570 if you have any questions. Thanks,

Glenn Wavrunek
Office of Rep. Mark Pocan
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1 AN ACT to amend 5.84 (title) and 5.91 (18); and to create 5.84 (3) and 5.91 (19)

2 of the statutes; relating to: electronic voting system standards.

Analysis by the Legislative Reference Bureau

Currently, with limited exceptions, every municipality with a population of
7,500 or more must use voting machines or an electronic voting system at all
primaries and other elections held in the municipality. Either mechanical or
electronic voting machines may be used. No electronic voting system, including an
electronic voting machine, may be used unless the system meets statutory standards
- and is approved by the State Elections Board for use at elections held in this state.
The system must enable an elector to privately verify the votes selected by the elector
before casting his or her ballot. All electronic voting systems must be tested publicly
before each election to determine if they are functioning properly. If voting machines
are used, ballots need not be printed and distributed to electors, but if electronic
voting machines are used, the machines must maintain a cumulative tally of votes
cast that is retrievable in the event of a power outage, evacuation, or malfunction so
that the record of the votes cast prior to the time that the problem occurs is preserved,
and the machines must produce a permanent paper of record of the vote cast by each
elector at the time that it is cast that enables a manual count or recount of the
elector’s yote. > LV oVl png
,;F'l(e're is no requirement pertaining to accessibility or independent verification
of software that is used to operate a system or to tally the votes cast.
This bill provides that if a municipality usés an electronic voting system that
consists of a voting machine, the machine must generate a complete paper ballot
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A
ces’and question sf’w all votes cast by each elector that is visually

verifiable by the elector before the elector leaves the machine and that enables a P
manual count or recount of each vote cast by the elector. re cot

The bill also provides that the coding for the software that is used t6 operate the
system on election day and to tally the votes cast must be publicly, /ccessible and
must be able to be used to independently verify the accuracy and reliability of the
operating and tallying procedures to be employed at an election. Iy ‘addition, the bill
provides that each municipal clerk or board of election commissioners of a
municipality that uses an electronic voting system for voting a% an election shall
provide to any person, upon request, at municipal expense, the coding for the
software that the municipality uses to operate the system and toa 0 tally the votes cast.

For further information see the Iocal fiscal estimate, which will be printed as
an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 5.84 (title) of the statutes is amended to read:

5.84 (title) Testing of equipment;-custody-of requirements for programs
and ballots.

SECTION 2. 5.84 (3) of the statutes is created to read:

5.84 (3) If a municipality uses an electronic voting system for voting at any
election, the municipal clerk shall provide to any person, upon request, at the
expense of the municipality, the coding for the software that the municipality uses
to operate the system and to tally the votes cast.

SECTION 3. 5.91 (18) of the statutes, as created by 2003 Wisconsin Act 265, is

amended to read:

5.91 (18) It-produces-a-permanent-paperrecord-of the vote If the device consists

is visually verifiable by the elector before the elector leaves the machine and that
enables a manual count or recount of the-elector’s each vote cast by the elector.
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SECTION 4. 5.91 (19) of the statutes is created to read:

5.91 (19) The coding for the software that is used to operate the system on
election day and to tally the votes cast is publicly accessible and may be used to
independently verify the accuracy and reliability of the operating and tallying
procedures to be employed at any election.

SECTION 5. Initial applicability.

(1) This act first applies with respect to elections held on the effective date of
this subsection.

SECTION 6. Effective date.

(1) This act takes effect on January 1, 2006 )g‘

)
A

(END)



Northrop, Lori

From: Wavrunek, Glenn

Sent: Monday, August 01, 2005 11:27 AM

To: LRB.Legal

Subject: Draft review: LRB 05-2044/3 Topic: Use of electronic voting machines; open source coding

It has been requested by <Wavrunek, Glenn> that the following draft be jacketed for the ASSEMBLY:

Draft review: LRB 05-2044/3 Topic: Use of electronic voting machines; open source coding
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