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To: Christopher Sundberg, Legislative Reference Bureau
From: Michael Richards, Aide to Senator Ted Kanavas
Date: September 22, 2005
Re: Changes to Senate Substitute I to Senate Bill 164 (LRBs0206/1)

I want to thank you for your work on this bill. Over the course of this drafting
experience, we have asked a lot of you and we thank you for all the work that you have
done on this bill.

This memo is to provide some notes for you to work off of in drafting changes to Senate
Substitute 1 to Senate Bill 164 (LRBs0206/ 1). If you have any questions regarding the
proposed drafting changes, please do not hesitate to contact me.

Proposed Drafting Changes

Pg. 2, lines 8-11. Please change to read something to the effect of: ‘
(am) “Name” means an individual’s first name or first initial combined with the
individual’s last name.

-Pg. 2, lines 12-14. Please change to read something to the effect of:

(b) “Personal information” means any of the information specified in s. 943.201
(1) (b) 4., 5,9, 11, 12. a. and c., and 13., which is not encrypted, and is accompanied
by the name of the individual to whom the information pertainis and is not publicly
available.

Pg 13, line 24. Please change to read something to the effect of:

; .Shall provide notice by a* “method reasonably calculated which could include
the uvage of Statewide media outlets, to provide actual notice to the subject of the
pervonal mjafmgt iom.

Pg. 3, add () in section (3) Timing and manner of notice, to read something to the effect
of:

(c¢) Notification under this section is not required if after reasonable investigation j
the entily or law enforcement determines that there is no reasonable likelihood of harm 10 |
the customer ‘

1. If the entity determines that the acquisition of personal information is
not reasonably likely to cause harm to the consumer, the entity must maintain
documentation regarding their findings.

e

Pg. 4, line 7—Strike the date m i . g,%,ﬁ cidatione Fo other FR

{,@j}is ﬁ)%g"“%;

v~ Pg. 4, line 11-13, rewrite the lf/ ne to read somethmg to the effect of:

Complzance with this section in itself does not give rise to a civil proceeding.




WAIS Document Retrieval

agency can otherwise comply with the requirements of this section.

1798.28. Each agency, after July 1, 1978, shall inform any person

or agency to whom a record containing personal information has been
disclosed during the preceding three years of any correction of an
error or notation of dispute made pursuant to Sections 1798.35 and
1798.36 if (1) an accounting of the disclosure is required by Section
1798.25 or 1798.26, and the accounting has not been destroyed
pursuant to Section 1788.27, or (2) the information provides the name
of the person or agency to whom the disclosure was made, or (3) the
person who is the subject of the disclosed record provides the name
of the person or agency to whom the information was disclosed.
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security of the system foll iscovery or notification of the
breach in the security of the data to any resident of Californi

whose unencrypted personal information was, or is reasonably believed
to have been, acquired by an unauthorized person. The disclosure
shall be made in the most expedient time possible and without
unreasonable delay, consistent with the legitimate needs of law
enforcement, as provided in subdivision (c¢), or any measures
necessary to determine the scope of the breach and restore the
reasonable integrity of the data system.

(b} Any agency that maintains computerized data that includes
personal information that the agency does not own shall notify the
owner or licensee of the information of any breach of the security of
the data immediately following discovery, if the personal
information was, or 1s reasonably believed to have been, acguired by
an unauthorized person.

(¢) The notification required by this section may be delayed if a
law enforcement agency determines that the notification will impede a
criminal investigation. The notification required by this section
shall be made after the law enforcement agency determines that it
will not compromise the investigation.

(d) For purposes of this section, "breach of the security of the
system” means unauthcorized aguisition of computerized data that
compromises the security, confidentiality, or integrity of personal
information maintained by the agency. Good faith acquisition of
personal information by an employee or agent of the agency for the
purposes of the agency is not a breach of the security of the system,
provided that the personal information is not used or subject to
further unauthorized disclosure.

(e} For purposes of this section, "personal information” means an
individual's first name or first initial and last name in combination
with any one or more of the following data elements, when either the
name or the data elements are not encrypted:

(1) Social security number.

(2) Driver's license number or California Identification Card
number.

(3} Account number, credit or debit card number, in combination
with any required security code, access code, or password that would
permit access to an individual's financial account.

{(f) For purposes of this section, "personal information" does not
include publicly available information that is lawfully made
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Sundberg, Christopher

From: Richards, Mike

Sent: Monday, September 26, 2005 9:55 AM
To: Sundberg, Christopher

Subject: RE: Credit union exemption

End of the month if at all possible. Thanks

From: Sundberg, Christopher

Sent: Monday, September 26, 2005 9:55 AM
To: Richards, Mike

Subject: RE: Credit union exemption

Got it. Do you have a deadline for this draft?

From: Richards, Mike

Sent: Monday, September 26, 2005 9:36 AM
To: Sundberg, Christopher

Subject: Credit union exemption

Chris,

The Credit Union exemption is:

Guidance on Response Programs for
Unauthorized Access to Member Information and Member Notice ---May 2, 2005

Pschoned D Richoeds

Michael D. Richards

Office of State Senator Ted Kanavas
State Capitol, Room 10 South
Madison, WI 53707-7882
608-266-9174
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2005 — 2006 LEGISLATURE LRBs0206/t

SENATE SUBSTITUTE AMENDMENT 4,
TO 2005 SENATE BILL 164

AN ACT to credte 895.507 of the statutes; relating to: notice regarding

£

unauthorized acquisition of personal information.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SecTION 1. 895.507 of the statutes is created to read:

895.507 Notice of unauthorized acquisition of personal information.
(1) DerFmviTioNs. In this section:

(a) 1. “Entity” means a person, other than an individual, that does any of the
following:

a. Conducts business in this state and maintains personal information in the
ordinary course of business.

b. Stores personal information in this state.

c. Maintains for a resident of this state a depository account as defined in s.

815.18 (2) (e).
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SecTION 1
1 d. Lends money to a resident of this state.
2 2. “Entity” includes all of the following:
3 a. The state and any office, department, independent agency, authority,
4 institution, association, society, or other body in state government created or
5 authorized to be created by the constitution or any law, including the legislature and
6 the courts.
7 b. A city, village. town, or county.
/: . (am) “Name’ gmf the foll
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15 ﬁ@ “Publicly available information” means any mformatlon that an
16 reason;fbly believes is one of the following:
17 V. Information that is lawfully made widely available through any media.
V== ——_ %
18 Informatlon that is lawfully made available to the general public from
19 fgéderal state, or local government records or disclosures to the general public that
20 ;are required to be made by federal, state, or local law.
21 (2) NoriCE REQUIRED. (a) If an entity whose principal place of business is
22 located in this state or an entity that stores personal information in this state knows
23 z"{bat personal information in the entity’s possession has been acquired by a person
24 w}fi'ivm the entity has not authorized to acquire the personal information, the entity
25 shall é@’nake reasonable efforts to notify each subject of the personal information. The
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SecTIiON 1

notice shall indicate that the entity knows of the unauthorized acquisition of
personal information pertaining to the subject of the personal information.

(b) If an entity whose principal place of business is not located in this state
knows that personal information pertaining to a resident of this state has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity shall make reasonable efforts to notify each resident of this
state who is the subject of the personal information. The notice shall indicate that
the entity knows of the unauthorized acquisition of personal information pertaining
to the resident of this state who is the subject of the personal information.

(cm) Notwithstanding pars. (a) and (b), an entity is not required to provide
notice of the acquisition of persari’éﬂ”iﬁ”fgm in good faith by an employee or agent
of the enti/t,y,_;,if the pcrsondl information is uséd for a lawful purpose of the entity.

«(g)f',TIMING AND MANNER OF NOTICE. (a) Subject to sub. (5), an entity shall provide

the notice required under sub. (2) within a reasonable time, not to exceed 30 business

days after the entity learns of the acquisition of personal information. A

| determination as to reasonableness under this paragraph shall include

consideration of the number of notices that an entity must provide and the methods
of communication available to the entity.

(b) An entity shall provide the notice required under sub. (2) by mail or by a
method the entity has previously employed to communicate with the subject of the
personal information. If an entity cannot with reasonable diligence determine the
mailing address of the subject of the personal information, and if the entity has not
previously communicated with the subject of the personal information, the entity
shall provide notice by a method reasonably calculated to provide actual notice to the

subject of the personal information,
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b SECTION 1
1 (3m) ReGULATED ENTITIES EXEMPT. This section does not apply to any of the
2 following:
3 (a) An entity that is a financial institution, or any person under contract with

74 suchan entity, fhat s altof the following:

o N e the r oF Fhe 4 j
) 1. Subjec the mteragency gu1dance on response programs lor unauthor 1zed
~ ffém The M«””fwf 15 ,Mm;ivg et o, fﬁf’%éfi”gfvfwhwffy W

6

access to customer mformaUmW/_Wme as published in the federal
A NS -2

]

iﬂww/w/&j 5;1/‘/

7 z‘eg;steg' on Mareh 29, 21

/?fg ) 2. g In con J)hcm(:éW1th thgmierdgencv guidance specified in subd. L%
9 (b) An entity that is described in 45 CFR 164.104 (a), if the entity Complles with

the requirements of 45 CFR part 164.

s
£

(4) EFFECT ON CIVIL CLAIMS. An entity that complies with this section is not
' liable for damages catised by the acquisition of personal information by a person’

whom the entlty hds not authorued to dcqmre the personal mfermamon ' Failure to

e

14 comply with this section is not negligence or a breach of any dutv but may be evidence
15 of negligence or a breach of a legal duty.

16 (5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
17 may, in order to protect an investigation or homeland security, ask an entity not to
18 provide a notice that is otherwise required under sub. (2) for any period of time and
19 the notification process required under sub. (2) shall begin at the end of that time
20 period. Notwithstanding subs. (2) and (3), if an entity receives such a request, the
21 entity may not provide notice of or publicize an unauthorized acquisition of personal
22 information, except as authorized by the law enforcement agency that made the

23 request.
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SECTION 1

(6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or
county may enact or enforce an ordinance or regulation that relates to notice or
disclosure of the unauthorized acquisition of personal information.

(7m) EFFECT OF FEDERAL LEGISLATION. If the joint committee on administrative
rules determines that the federal government has enacted legislation that imposes

identical

notice requirements substantiall%i

to the requirements of this section and
determines that the legislation does%mt preempt this section, the joint committee on
administrative rules shall submit tfo the revisor of statutes for publication in the
Wisconsin administrative registerfg notice of its determination. This section does not

apply after publication of a nog«fée under this subsection.

(END)
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Insert 3-11:
if any of the following apply:

1. The acquisition of personal information does not compromise the security,
confidentiality, or integrity of personal information in the entity’s possession.

2. The personal information was acquired

Insert 4-8:

for unauthorized access to member information and member notice as published in

the federal register on May 2, 200553}
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SENATE SUBSTITUTE AMENDMENT ,
TO 2005 SENATE BILL 164

AN ACT to create 895.507 of the statutes; relating to: notice regarding

unauthorized acquisition of personal information.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 895.507 of the statutes is created to read:

895.507 Notice of unauthorized acquisition of personal information.
(1) DEFINITIONS. In this section:

(a) 1. “Entity” means a person, other than an individual, that does any of the
following:

a. Conducts business in this state and maintains personal information in the
ordinary course of business.

b. Stores personal information in this state.
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SECTION 1

c. Maintains for a resident of this state a depository account as defined in s.
815.18 (2) (e).

d. Lends money to a resident of this state.

2. “Entity” includes all of the following:

a. The state and any office, department, independent agency, authority,
institution, association, society, or other body in state government created or
authorized to be created by the constitution or any law, including the legislature and
the courts.

b. A city, village, town, or county.

(am) “Name” means an individual’s last name combined with the individual’s
first name or first initial.

(b) “Personal information” means any of the information specified in s. 943.201
(1) (b)4.,5.,9,11,, 12. a. and c., and 13. if all of the following apply:

1. The information is accompanied by the name of the individual to whom the
information pertains.

2. The information is not publicly available.

3. The information is not encrypted.

(c) “Publicly available information” means any information that an entity
reasonably believes is one of the following:

1. Lawfully made widely available through any media.

2. Lawfully made available to the general public from federal, state, or local
government records or disclosures to the general public that are required to be made
by federal, state, or local law.

(2) NOTICE REQUIRED. (a) If an entity whose principal place of business is

located in this state or an entity that stores personal information in this state knows
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SECTION 1

that personal information in the entity’s possession has been acquired by a person
whom the entity has not authorized to acquire the personal information, the entity
shall make reasonable efforts to notify each subject of the personal information. The
notice shall indicate that the entity knows of the unauthorized acquisition of
personal information pertaining to the subject of the personal information.

(b) If an entity whose principal place of business is not located in this state
knows that personal information pertaining to a resident of this state has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity shall make reasonable efforts to notify each resident of this
state who is the subject of the personal information. The notice shall indicate that
the entity knows of the unauthorized acquisition of personal information pertaining
to the resident of this state who is the subject of the personal information.

(em) Notwithstanding pars. (a) and (b), an entity is not required to provide
notice of the acquisition of personal information if any of the following apply:

1. The acquisition of personal information does not compromise the security,
confidentiality, or integrity of personal information in the entity’s possession.

2. The personal information was acquired in good faith by an employee or agent
of the entity, if the personal information is used for a lawful purpose of the entity.

(3) TIMING AND MANNER OF NOTICE. (a) Subject to sub. (5), an entity shall provide
the notice required under sub. (2) within a reasonable time, not to exceed 30 business
days after the entity learns of the acquisition of personal information. A
determination as to reasonableness under this paragraph shall include
consideration of the number of notices that an entity must provide and the methods

of communication available to the entity.
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SECTION 1

(b) An entity shall provide the notice required under sub. (2) by mail or by a
method the entity has previously employed to communicate with the subject of the
personal information. If an entity cannot with reasonable diligence determine the
mailing address of the subject of the personal information, and if the entity has not
previously communicated with the subject of the personal information, the entity
shall provide notice by a method reasonably calculated to provide actual notice to the
subject of the personal information.

(3m) REGULATED ENTITIES EXEMPT. This section does not apply to any of the
following:

(a) An entity that is a financial institution, or any person under contract with
such an entity, if either of the following apply:

1. The entity is subject to, and in compliance with, the interagency guidance
on response programs for unauthorized access to customer information and
customer notice as published in the federal register on March 29, 2005.

2. The entity is subject to, and in compliance with, the guidance on response
programs for unauthorized access to member information and member notice as
published in the federal register on May 2, 2005.

(b) An entity that is described in 45 CFR 164.104 (a), if the entity complies with
the requirements of 45 CFR part 164.

(4) EFFECT ON CIVIL CLAIMS. Failure to comply with this section is not negligence
or a breach of any duty, but may be evidence of negligence or a breach of a legal duty.

(5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
may, in order to protect an investigation or homeland security, ask an entity not to
provide a notice that is otherwise required under sub. (2) for any period of time and

the notification process required under sub. (2) shall begin at the end of that time
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SECTION 1

period. Notwithstanding subs. (2) and (3), if an entity receives such a request, the
entity may not provide notice of or publicize an unauthorized acquisition of personal
information, except as authorized by the law enforcement agency that made the
request.

(6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or
county may enact or enforce an ordinance or regulation that relates to notice or
disclosure of the unauthorized acquisition of personal information.

(7m) EFFECT OF FEDERAL LEGISLATION. If the joint committee on administrative
rules determines that the federal government has enacted legislation that imposes
notice requirements substantially similar to the requirements of this section and
determines that the legislation does not preempt this section, the joint committee on
administrative rules shall submit to the revisor of statutes for publication in the
Wisconsin administrative register a notice of its determination. This section does not
apply after publication of a notice under this subsection.

(END)



