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Kuczenski, Tracy

From: Smith, Ryan

Sent:  Monday, October 08, 2007 2:00 PM
To: Kuczenski, Tracy

Subject: RE: Drafting Request

Tracy,
That would be great. Thanks much.

Ryan Smith
Office of Senator Robert Cowles
266-0484

From: Kuczenski, Tracy

Sent: Monday, October 08, 2007 1:40 PM
To: Smith, Ryan

Subject: FW: Drafting Request

Hi Ryan -

I will be the drafter on this request. | will do my best to get to it by the middle of the week. Would that be
sufficiently expedited?

Tracy K. Kuczenski

Legislative Attorney

Wisconsin Legislative Reference Bureau
(608) 266-9867

Tracy. Kuczenskit@legis.wisconsin.goy

From: Kuesel, Jeffery

Sent: Monday, October 08, 2007 1:18 PM
To: Kuczenski, Tracy

Subject: FW: Drafting Request

Tracy,
it sounds to me like this would be yours. if you determine otherwise, please et me know. If you take it, please
tell Ryan Smith that you will be handling it. Thanks.
Jeff

From: Smith, Ryan

Sent: Monday, October 08, 2007 12:18 PM
To: Kuesel, Jeffery

Subject: Drafting Request

Jeff,

| think this would be for you, but if it's not, hopefully you could pass it on to the right person.

10/11/2007
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Rob is looking to get a bill drafted to increase oversight of state IT projects. Specifically, he is looking at getting
Alternative 8 to Budget Paper 115 drafted as a bill. This alternative was not approved by JFC during budget
deliberations.

it sounds as if DOA is going to be releasing some more bad news on state IT projects soon, so any way you could
expedite the draft would be helpful. If you have any questions, feel free to call.

Thanks,

Ryan Smith
Office of Senator Robert Cowles
266-0484

10/11/2007



Legislative Fiscal Bureau
One East Main, Suite 301 « Madison, WI 53703 « (608) 266-3847 « Fax: (608) 267-6873

May 30, 2007 Joint Committee on Finance Paper #115

Information Technology Reporting (DOA -- Information Technology)

Base Section

OVERVIEW

In April, 2007, the Legislative Audit Bureau (LAB) completed an audit of information
technology (IT) projects [Report 07-5], which reviewed several state IT projects and made
recommendations for state agencies that undertake IT projects as well as groups that oversee the
programs. The Committee could consider whether some of these recommendations should be
included in state statutes and administrative rules as a means of formalizing some of these
recommendations. This paper will also discuss some additional alternatives that the Committee
could consider as a means of improving Department of Administration (DOA) and legislative
oversight for IT projects.

DISCUSSION POINTS
Current Oversight Requirements

1. Executive Branch Requirements. Under current law, DOA must ensure that an
adequate level of information technology services are made available to all agencies by providing
systems analysis and application programming services to augment agency resources, as requested.

2. The Department must also ensure that executive branch agencies, other than the
Board of Regents of the UW System, make effective and efficient use of the information technology
resources of the state. In cooperation with agencies, DOA must establish policies, procedures and
planning processes, for the administration of IT services, which executive branch agencies must
follow. The policies, procedures and processes must address the needs of agencies, other than the
Board of Regents of the UW System, to carry out their functions. The Department is required to
monitor adherence to these policies, procedures, and processes.
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3. Under current law, DOA has broad authority related to IT in executive branch
agencies. Specifically, DOA is required to:

. Ensure that an adequate level of IT services is made available to all agencies by
providing systems analysis and application programming services to augment agency resources, as
requested.

. Ensure that executive branch agencies, other than the Board of Regents of the
University of Wisconsin System, make effective and efficient use of the IT resources of the state.

. In cooperation with agencies, establish policies, procedures and planning processes,
for the administration of IT services, which executive branch agencies are required to follow.

. Monitor adherence to these policies, procedures and processes.

. Develop and maintain IT resource planning and budgeting techniques at all levels of
state government.

. Develop and maintain procedures to ensure IT resource planning and sharing
between executive branch agencies.

. Develop review and approval procedures which encourage timely and cost-effective
hardware, software, and professional services acquisitions, and review and approve the acquisition
of such items and services under those procedures.

. Collect, analyze and interpret, in cooperation with agencies, that data necessary to
assist the IT resource planning needs of the Governor and Legislature.

. Provide advice and assistance during budget preparation concerning IT resource
plans and capabilities.

. Ensure that management reviews of IT organizations are conducted.

. Gather, interpret and disseminate information on new technological developments,
management techniques and IT resource capabilities and their possible effect on current and future
management plans to all interested parties.

. Ensure that a level of IT services is provided to all agencies that are equitable in
regard to resource availability, cost and performance.

. Ensure that all executive branch agencies develop and operate with clear guidelines
and standards in the areas of IT systems development and that they employ good management
practices and cost-benefit justifications.

. Ensure that all state data processing facilities develop proper privacy and security
procedures and safeguards.
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. Require each executive branch agency, other than the Board of Regents of the
University of Wisconsin System, to adopt and submit to DOA, no later than March 1 of each year, a
strategic plan for the utilization of information technology to carry out the functions of the agency in
the succeeding fiscal year for review and approval.

. Maintain an IT resource center to provide appropriate technical assistance and
training to small agencies.

4. In addition, DOA is authorized to charge executive branch agencies for IT
development and management services provided by the Department.

5. The Department is also authorized to purchase all necessary materials, supplies,
equipment, all other permanent personal property and miscellaneous capital, contractual services,
and all other consumable products for most state agencies. The Department may delegate this
authority to other agencies, but that agency must adhere to all purchasing requirements that are
imposed upon DOA. Except for the UW System, DOA may not delegate purchasing authority for
IT or telecommunications purchases until DOA reviews and approves the contract.

6. As part of each executive branch agencies' strategic plan, agencies are required to
address the business needs of the agency and to identify all proposed IT development projects that
would aid in those business needs. Agencies are also required to justify and prioritize these IT
projects and identify any IT plans that will be included in an agencies' biennial budget request.
DOA is required to approve the plans. No agency may implement a new or revised project until the
plan is approved.

7. Legislative Branch Requirements. Under current law [s. 13.58 of the statutes], the
Legislature is authorized to form the Joint Committee on Information Policy and Technology
(JCIPT), which includes three majority and two minority members of the in each house. The
Committee was authorized under 1991 Wisconsin Act 317. The Co-Chairs of the Committee are
designated by each house. The powers and duties of the Committee include the following:

. Review information management and technology systems, plans, practices and
policies of state and local units of government, including their responsiveness to the needs of state
and local units of government for delivery of high-quality services on an efficient, effective and
economical basis, their data security and integrity, their protection of the personal privacy of
individuals and their provision of access to public records.

. Review the effects on the needs identified, after the review information management
and technology systems, plans, practices and policies of state and local units of government, of
proposals for the expansion of existing information technology and the implementation of new
information technology by the state.

. Review the impact of proposed legislation on existing technology utilization by state
and local units of government.
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. Upon receipt of strategic plans from DOA, the Joint Committee on Legislative
Organization and the Director of State Courts, review and transmit comments concerning the plans
to the entities submitting the plans.

. Direct DOA to conduct studies or prepare reports on items related to the committee's
duties.

. Make recommendations to the Governor, the Legislature, state agencies or local
units of government regarding the policies, practices, proposals, legislation and reports reviewed by
JCIPT.

. Direct the Board of Regents of the University of Wisconsin System to prepare and
submit to the committee such reports as JCIPT requests pursuant to JCIPT's responsibilities.

«  With the concurrence of the Joint Committee on Finance, JCIPT may direct DOA to
report semiannually concerning any specific information technology system project which is being
designed, developed, tested or implemented with an anticipated total cost exceeding $1,000,000 in
the current or any succeeding fiscal biennium. The report is required to include all of the following:
(a) the major stages and substages of the project, including an assessment of need, design,
implementation and testing stages and their major substages; (b) the scheduled, estimated and actual
completion dates for each major stage and substage of the project; (c) the budgeted amounts and
amounts actually expended on each major stage and substage of the project; and (d) an evaluation of
the project, including any problems encountered or risks associated with proceeding to the next
stage of the project, if any.

8. JCIPT has not been organized since the 2003-04 legislative session.

9. Shared Requirements. The IT Management Board was created under 2001
Wisconsin Act 16. The Board, attached to DOA, is authorized to advise DOA in the management of
the state's IT assets and monitor progress on IT activities undertaken by DOA or executive branch
agencies.

10.  The Board consists of the Governor or his designee, the Co-Chairs of JCIPT or their
designees, one member of the minority party from each house, the heads of two agencies that are
appointed by the Governor, two other members appointed to serve four-year terms, and the DOA
Secretary or his designee. Under current law, the Board is required to meet at least four times per
year and additionally as required by the chairperson.

11.  For any IT strategic plan referred to the IT Management Board by DOA, the Board
is required to provide DOA with recommendations on any element of how an agency plans to
utilize IT to carry out agency functions. Upon request of a state agency, the Board may review any
IT decision made by DOA. The Board may affirm, modify, or set aside the decision of DOA. The
Board may monitor progress in attaining goals for IT and telecommunications development set by
any executive branch agency, other than the UW System, and may make recommendations to these
agencies concerning the appropriate means of attaining those goals.
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12.  Finally, with the assistance of executive branch agencies and the advice of the IT
Management Board, DOA is required to manage the state's IT portfolio (IT systems, applications,
infrastructure, information resources and human resources devoted to developing and maintaining
IT systems) of the state government in accordance with a management structure that includes the
following: (a) criteria for selection of IT assets to be managed; (b) methods of monitoring and
controlling IT development and projects; and (c) methods to evaluate the progress of IT
development projects and the effectiveness of IT systems, including the performance measurements
for the IT portfolio.

13.  The IT Management Board has been not organized since 2004-05.
Recommendations of the Legislative Audit Bureau

14. In April, 2007, LAB released an audit of the Information Technology Projects,
which included recommendations on IT projects in general as well as specific recommendations for
several large projects. The audit notes that there were 184 IT projects that were either completed in
2004-05 or 2005-06, or continued into 2006-07, with expected costs totaling $291.7 million (all
funds). 1

15.  The audit generally states that DOA's oversight of IT projects has not been adequate.
The audit recommends ways to improve DOA's collaboration with other agencies in identifying
high-risk projects and establishing planning standards, including quantifiable performance
measures, as well as ways to improve legislative oversight.

16.  The Audit Bureau notes that state agencies have experienced a wide variety of
difficulties in completing complex and costly IT projects within budget and as scheduled. These
difficulties include: (a) inadequate planning, including underestimating a project's complexity and
failing to adequately define the final desired functions of the program; (b) unanticipated costs; and
(c) delays in implementation.

17.  The audit indicates that there are a number of unique problems that develop in IT
projects due to specific agency functions.

"However, a number of characteristics are common to agencies' difficulties in developing
large, high-risk projects. For example, state IT projects must incorporate the ability to
respond quickly and efficiently to changes in both law and policy, such as those governing
voter registration and applications for various licenses or identification cards. Agencies may
also receive and process data from many sources, including some whose supporting
technology differs from that of the project or is no longer familiar to programmers. In
addition, balancing ease of access with data security is a particular concern when projects
aim to automate government services to the public, such as certain benefit programs or
functions such as tax and fee collections, which require individuals to provide a social
security number or other personal information. Finally, advancements in available
technology supporting state agency systems may be made during the course of project
development, necessitating project budget and time line modifications."
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18.  The Audit Bureau made several recommendations that were specific to ongoing
high-risk projects. This paper focuses on the general oversight recommendations of the LAB,
including:

. DOA should select, in collaboration with executive branch agencies, a prescribed
format for annual strategic plans for IT and a methodology for identifying high-risk projects;

. DOA should, in collaboration with executive branch agencies and the IT Director's
Council, plan standards for large, high-risk projects;

. DOA should enhance project monitoring;

. DOA should establish policies for the use of and monitoring of the state's master
lease program for funding IT projects; and

. The Legislature and the Governor should consider reactivation JCIPT and the IT
Management Board.

For both the project specific recommendations and the oversight recommendations, the
LAB indicates that DOA should respond to the Joint Legislative Audit Committee by October 1,
2007.

19.  Planning for IT Projects in Strategic Plans. Based on the LAB audit, it appears that
a prominent feature in most of the cost over-runs and failed projects is an overestimation of savings
related to new technology and an underestimate of staff resources necessary to implement the new
program. It could be argued that the current state review process encourages short-term cost savings
estimates and disregards potential long-term costs.

20.  The Audit Bureau states "given the complexity of IT projects and rapidly changing
technology, state agencies will likely continue to experience difficulties completing large, high-risk
projects." These high-risk projects may include: (a) projects that would be undertaken by agencies
that have not demonstrated the ability to manage complex projects; (b) projects with high costs; (c)
projects that are related to essential functions of the agency; and (d) projects in which a significant
delay would negatively affect the central functions of an agency.

21.  The Audit Bureau states that project failures and cost overruns could be significantly
reduced if there was better DOA oversight. To that end, the Committee could require DOA, in
consultation with other executive branch agencies, to adopt specific, uniform written policies for IT
projects that are in excess of $1 million or that are vital to the functions of an agency. The
procedures could include: (a) prescribing a standardized format for IT projects that are included in
an agency's annual strategic plan; and (b) requiring all ongoing and planned IT projects be included
in the annual strategic plan. The Committee could specify that the initial report on these policies be
provided to executive branch agencies, the Joint Legislative Audit Committee (JLAC) and JCIPT (if
organized), by January 1, 2008, and any subsequent updates also be provided to these agencies and
Committees. If the Committee wishes to ensure the Legislature's role in determining how the IT
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project policies would be implemented, and ensure that adequate information would be submitted
regarding high-risk projects, it could also specify that JCIPT, if organized, or JLAC, if JCIPT is not
organized, have approval authority over the written policies.

22.  High-Risk Projects and Cost Projections. 1t could be argued that DOA should
establish rules for identifying large, high-risk IT projects. Once these projects have been identified,
performance measures could be formalized under administrative rule for executive branch agencies.
For example, the federal Office of Management and Budget has established project expectations and
accurate scheduling estimates, and specifies that projected costs and schedules must be within 110%
of those estimates. The Audit Bureau has recommended that DOA report to the Joint Legislative
Audit Committee by October 1, 2007, on its progress in developing a similar plan that would
include the following: (a) establishing standardized, quantifiable project performance measures for
large, high-risk projects; (b) implementing policies and procedures for routine monitoring of these
projects; (c) developing a formal process for modifying project specifications when doing so is
necessary because of changes in program requirements; and (d) developing methods for failing IT
projects that would allow an agency to either discontinue the project or make the necessary
corrections in the performance of the project. In addition, the rules related to high-risk projects
should require agencies to report to DOA and JCIPT, if JCIPT is organized, or the JLAC, if JCIPT
is not organized, whenever an IT project is modified, identifying in plain language the reason for the
change, and the estimated change in cost and timeline.

23. It was also noted that there are wide variances in the reporting of estimated costs.
Many cost estimates are reported early in the development process, before the scope of the project
and implementation problems are clearly identified. To address this, DOA could identify a standard
point in the development of IT projects at which to fully document the estimated project costs and
timelines so that realistic expectations of completion time and costs can be reported to DOA and the
Legislature. This would give DOA and the Legislature a means to judge whether projects are
meeting their deadlines within budget.

24.  After considering any recommendations of the Joint Legislative Audit Committee,
DOA could be required to promulgate administrative rules by June 30, 2008, that include these
LAB recommendations.

25. Use of Off-the-Shelf Systems. The LAB notes that DOA has had less time to
~ collaborate and oversee large IT projects in other agencies due to its focus on email and server
consolidation projects. Of particular concern to the LAB was agency development of their own,
uniquely developed computer systems.

26.  Off-the-shelf software is sold as a finished product that is commercially tested and
readily implemented. If it meets agency needs, it can be more easily maintained because the vendor
would provide staff to make upgrades, resolve problems, and address user questions.

27. While agency specific systems can be built or adjusted to meet an agency's needs,
the long-term and short-term costs are potentially much greater because construction and
maintenance costs are largely unknown. An agency may also face difficulty in maintaining and
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upgrading the system should the main developers of the program leave the agency.

28.  The IT audit notes that agencies often assume that there are no off-the-shelf systems
that will meet their needs. The LAB recommends that agencies should review their business plans to
ensure that only the software functions that are necessary to meet the essential program
requirements are part of the project. In addition, agencies should routinely determine whether off-
the-shelf software will meet agency needs. The Department could be required to establish
administrative rules that specify when agencies must use off-the-shelf systems, and ensure that
agencies have reviewed all commercially available IT products and justified to DOA that these off-
the-shelf systems would not meet the needs of the agency.

29. Use of Master Leases. According to the audit, master leases have been used on
several significant IT projects since 1992, with total financing costs of $294,540,300 through
September, 2006. Generally, a master lease is a method for agencies to finance certain projects over
a period of years. The Audit Bureau notes that DOA has not developed formal policies and
procedures for financing IT systems through master leases. The LAB states that the lack of
reporting requirements makes it difficult to determine which projects have been financed, the total
amounts approved for projects, and which vendors have received payments because this information
is maintained separately by DOA's Capital Finance Office, DOA's Division of Enterprise
Technology, and the agencies that are managing the projects.

30.  The federal government may prohibit the state from charging federal funds for IT
projects that are in their developmental stages. In most cases, these developmental costs on large
projects are funded through master lease, and the federal appropriations are assessed only when the
project has been completed, and the federal government is receiving a benefit from the program
operations. These requirements help ensure that federal funds are not used to support failed IT
programs. It could be argued that projects like server consolidation and integrated business
information system (IBIS), where all agencies and all fund sources are likely to be used are
potentially susceptible to even larger state funding loss. A project that has significant cost overruns
or is not completed will likely not recover any portion of the losses from federal sources, which
increases the potential losses in the GPR, PR, and SEG accounts.

31.  The Audit Bureau states that it is important for DOA to establish clear guidelines
governing use of master leases in order to improve monitoring and increase the likelihood that
financed projects will be successfully completed. The LAB has recommended that the Department
report to the Joint Legislative Audit Committee by October 1, 2007, on the progress in the
following: (a) establishing policies and procedures for the use of master leases to finance IT system
costs, as well as maintaining IT systems projects financed under the program; and (b) creating an
annual report on IT systems projects financed under program that include the amounts financed in
the previous year, the specific financing amounts that have been approved for future years, principal
and interest paid by agencies on projects funded from master leases compared to total financing
originally approved, and a summary of the repayments completed in the previous fiscal year.

32.  The Committee could specify that this report would be provided annually by
October 1, of each year for the previous fiscal year's IT activities. The report would be sent to the
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Governor, the Joint Legislative Audit Committee, and JCIPT, if organized. In addition, the policies
and procedures for the use of master leases for IT projects could be set in administrative rules.

33. Vendor Contracts. The Audit Bureau reviewed 19 IT vendor contracts to determine
the extent to which penalties or contract incentives were used to either discourage poor performance
or encourage vendors to meet certain benchmarks. Of the 19 cases reviewed, nine included penalties
for poor performance, but LAB notes that these penalties were seldomly invoked. Four of the 19
vendor contracts reviewed by LAB contained holdback requirements, which allow an agency to
withhold a portion of the payment until the contractor has met certain guidelines.

34.  State agencies may be responsible for many of the contract changes that occur
during an IT project. Some of the changes occur because of federal or state regulations that change
the needed elements within an IT project. In other instances, contracts must be modified because
agencies have not thoroughly reviewed all of the specifications that are included in the original bid
to ensure that agency IT needs would be accomplished. Better tracking of the development and
implementation of IT projects by DOA, would help correct some of these problems. However, it
could be argued that a third problem, vendor failure, also leads to incomplete projects or cost
overruns.

35.  Vendors who agree to provide a service should be held responsible for providing the
promised services. Given DOA's statutory duties, some would argue that the Department should
ensure that all IT vendor contracts that have potential costs of greater than $1 million or are
otherwise determined to be high-risk should include clauses that require vendors to complete
projects without additional recompense, once the state has paid the agreed cost.

36.  If an agency believes that such a stipulation would negatively impact IT contract
negotiations or limit the number of bidders on a specific contract, the agency could be allowed to
bypass these requirements. In such a situation an agency would be required to provide DOA with a
plain language explanation of the reason for excluding this clause, and the contract would be
submitted to JCIPT, or to JLAC, if JCIPT is not organized, for approval under 14-day passive
review. DOA and legislative review could ensure that there are sufficient safeguards in place to
allow for the contract to be completed on time and within budget.

37.  Alternatively, it could be argued that such stipulations would significantly hinder
agency negotiations. Vendors may demand higher rates of return under contracts that specify
penalties or non-payments for poor service. Additionally, it could be argued that agencies already
have an interest in retaining vendors that will complete IT projects on time and within budget.

38.  Further, some may argue that agencies should avoid open-ended contracts that
guarantee an ongoing hourly rate for services in favor of sum-certain project costs for high-risk
projects. Open-ended contracts are often used when the final scope of the project is not known. It
could be argued that agencies should more thoroughly develop their IT projects before requests for
proposals are even issued, so that needed services and cost expectations are known before the
project begins. Once the scope of the project is known, and those expectations are expressed in a
contract, then it should be the responsibility of the vendor to fulfill that agreement without seeking
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additional payments from the state.

39.  The Committee could require executive branch agencies that have IT contracts that
include open-ended clauses to make quarterly reports to DOA stating the amounts expended on the
IT project. An open-ended contract would be defined as stipulations in which a maximum payment
is not specified or a stipulation that pays an hourly wage to a vendor without specifying the number
of hours required for completing the project. The Committee could additionally require DOA to
annually compile these agency submissions for submission to JCIPT (if organized) and JLAC.

40.  Review by the Legislature. 1t is often difficult to determine the long-term benefits
and costs of information technology projects given the high level of technical expertise that is
needed to install and maintain these systems. In a budget review process, the Legislature may have
dozens of proposed IT projects, many of which are funded within agencies' existing budgets using
master leases for equipment purchases along with annual software licensing, maintenance, and
support staff costs. Because of these difficulties, it may be necessary to improve the way in which
information is presented to the Legislature, and to ensure that the Legislature is informed on an
ongoing basis regarding agency progress in implementing a program and the amounts of funding
that has been expended on a project.

41.  To this end, the Committee could grant additional oversight duties to JCIPT or
JLAC on all significant IT projects conducted by state agencies. The current statutes grant JCIPT
authority to require DOA to submit reports semiannually on projects over $1 million. The
Committee could, additionally, specify that JCIPT have review authority for all IT projects
conducted by the state in excess of $1 million or that are considered high-risk by DOA. If JCIPT is
not organized this authority could be provided to the Joint Legislative Audit Committee. Agencies
could be required to submit a plain language plan for completion of each IT project to DOA, which
in turn, could compile these records on a semiannual basis and provide this information to the
members of JCIPT or JLAC. The plans could include the tasks that would be performed, a projected
completion date, a total budget for the project, the reason why there was a change to previous cost
or timeline estimates, any penalties or incentives that are included in a contract with the vendor (if
applicable), the progress of any stage of the project, or any additional information needed by JCIPT
or JLAC to adequately evaluate an IT project. Further, JCIPT or JLAC could be allowed to make
recommendations to the Legislature and the Governor on whether to continue certain IT projects.

ALTERNATIVES TO BASE

1. Planning for IT Projects in Strategic Plans. Require DOA, in consultation with
other executive branch agencies, to adopt written policies for executive branch information
technology projects that are in excess of $1 million or are otherwise vital to the functions of an
agency. Specify that the policies must: (a) prescribe a standardized format for information
technology projects that are included in an agency's annual strategic plan; and (b) require all
ongoing and planned information technology projects be included in the annual strategic plan.
Specify that an initial copy of these adopted policies must be provided to the Joint Legislative Audit
Committee and the Joint Committee on Information Policy and Technology (JCIPT), if it is
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organized, by January 1, 2008, and specify that subsequent updates to these policies must be
provided to these Committees.

2. In addition to Alternative 1, specify that the Joint Committee on Information Policy
and Technology, if it is organized, or the Joint Legislative Audit Committee, if JCIPT is not
organized, must approve the written information technology policies established by the Department
of Administration.

3. High-Risk Projects and Cost Projections. Require the Department of Administration
to establish administrative rules by June 30, 2008, that would include the following: (a) a
methodology for identifying large, high-risk information technology projects; (b) standardized,
quantifiable project performance measures for monitoring large, high-risk projects; (c) policies and
procedures for routine monitoring of these projects; (d) a formal process for modifying project
specifications when doing so is necessary because of changes in program requirements; (e)
requirements for reporting cost or time-line changes to high-risk information technology projects to
the Department and the Joint Committee on Information Policy and Technology or the Joint
Legislative Audit Committee; (f) methods for discontinuing projects or modifying projects in such a
way to correct the performance problems of failing information technology projects; (g) policies and
procedures for the use of master leases to finance new information technology system costs, and to
maintain current information technology systems; and (h) establishment of a consistent reference
point in the development of all IT projects in which an accurate estimate of the costs and timeline
can be presented to the Department of Administration and the Joint Committee on Information
Policy and Technology, or the Joint Legislative Audit Committee, if JCIPT is not organized.
Require the Department to consider recommendations of the Joint Legislative Audit Committee and
the Legislative Audit Bureau in creating these rules.

4. Use of Off-the-Shelf Systems. Require the Department to establish administrative
rules that do the following: (a) specify when executive branch agencies must use off-the-shelf
systems; (b) ensure that agencies have reviewed commercially available information technology
products to determine whether an off-the-shelf system would meet agency information technology
needs; and (c) before the system is modified or built in-house, an executive branch agency must
provide information as to why an off-the-shelf system does not meet the agency's needs, to the
satisfaction of the Department of Administration.

5. Use of Master Leases. By October 1, of each year, require the Department of
Administration to provide to the Governor, the members of Joint Committee on Information Policy
and Technology, if it is organized, or the members of the Joint Legislative Audit Committee, if
JCIPT is not organized, a report on the previous fiscal year's information technology projects funded
through master lease. Specify that the report must include: (a) the amounts financed in the previous
year; (b) the specific financing amounts that have been approved for future years; (c) principal and
interest paid by agencies on projects funded from master leases compared to total financing
originally approved; and (d) a summary of the repayments completed in the previous fiscal year.

6. Vendor Contracts. Require the Department of Administration or any executive
branch agency that is given procurement authority by the Department to ensure that all IT vendor
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contracts, that have potential costs of greater than $1 million, or are otherwise determined to be
high-risk, include clauses that require vendors to complete projects without payments that are in
addition to the original agreed upon cost. Allow an executive branch agency to exclude these
clauses if such a stipulation would negatively impact the contract negotiations or limit the number
of bidders on a contract. Specify that if such a clause is excluded, the agency must submit a plain
language explanation to the Department of Administration which states the reason why such a
clause was not included and what other safeguards would be included under the contract to ensure
that the information technology project would be completed on time and within budget. Require the
Department to submit the requested exclusion to the Joint Committee on Information Policy and
Technology, if the Committee is organized, or to the Joint Legislative Audit Committee, if JCIPT is
not organized, for approval of the modified contract elements under 14-day passive review.

7. Require executive branch agencies that have information technology contracts that
include open-ended clauses to make quarterly reports to DOA stating the amounts expended on the
IT project. Define "open-ended contracts" as stipulations in which a maximum payment is not
specified or a stipulation that pays an hourly wage to a vendor without specifying the number of
hours required for completing the project. Require DOA to annually compile these agency
submissions for submission to the Joint Committee on Information Policy and Technology, if the
Committee is organized, or to the Joint Legislative Audit Committee, if JCIPT is not organized.

8. Joint Committee on Information Policy and Technology Review. Allow the Joint
Committee on Information Policy and Technology, if it is organized, or the Joint Legislative Audit
Committee, if JCIPT is not organized, to review all executive branch information technology
projects with an actual or projected cost of at least $1 million or considered high-risk by the
Department of Administration. Require semiannual reports from the Department of Administration
to the Joint Committee on Information Policy and Technology or the Joint Legislative Audit
Committee that document the following for each project: (a) original and updated projections for
project costs; (b) original and updated projections for the date of completion of any stage of the
project; (c) the reason for cost or timeline changes under points (a) and (b); (d) contractual
information related to an information technology project; (e) the funding sources for the project; (f)
the amount of funding provided under a master lease; (g) information on the expected and actual
completion of any stage of an information technology project; and (h) any additional information
considered important by the Committee related to information technology projects. Allow the Joint
Committee on Information Policy and Technology or the Joint Legislative Audit Committee to
make recommendations to the Legislature and the Governor related to whether an information
technology project should be implemented or continued.

Prepared by: Darin Renner
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1 AN Ac

...; relating to: requirements for executive branch information

2 technology development projects, including reporting to and oversight by the
Joint Committee on Information Policy and Technology/\and requiring the
3

exercise of rule-making authority@y

J Analysis by the Legislative Reference Bureau

G
X Wive Audit Bureau (LAB) completed A Review of
nfo i chhology Projects, Report 07-5 gﬁ . The}{éport provides a
detailed review of selected, high-risk informatie gyyprojects conducted by
the Board of Regents of the University of
The Report identifies the difficulties
e rGrindation teehaiglogy
( projects within budget and according to schedule. The ,R(eport made a number
of recommendations related to planning for and monitoring irfornration technology 11~
projects pursued by agencies. The Report recommended that the Joint Committee =
on Information Policy and Technology (JCIPT) be reactivated to exercise the
oversight responsibilities recommended in the Report.
This bill adopts, with modifications, many of the recommendations of the
eport. Specifically, the bill does all of the following:
1. Planning for IT projects in strategic plans. Under current law, each agency
must submit a strategic plan outlining the agency’s use of i i h to
the Department of Administration (DOA). The bill requires DOA to work with —
agencies to adopt written policies. The written policies must establish a

IT
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standardized reporting format for IT pro;e ts that are included in the agencies’
strategic plans and that either exceed ¥1 mil or are otherwise vital to the
functions of the agency. DOA must forward a copy of the proposed policies for review
by the Joint Legislative Audit Committee (JLAC) and for approval by JCIPT.

2. High-risk projects and cost projections. The bill requires DOA, in

\: 1 consultation with LAB and JLAC, to promulgate administrative rules applicable to ,i,.} ¢
</ i each agency that establish all of the following: (a) a definition of and methodology for f.: ‘% bo
identifying large, high-risk IT projects; (b) standardized, quantifiable project

. . . . . . w{afeffsgs 4
performance measures for monitoring large, high-risk IT projects; (c) policies and * %p&?w;@

procedures for routine monitoring of large, high-risk IT projects; (d) a formal process
for modifying project specifications when doing so is necessary because of changes ;
in program requlrements (e) requlrements for reportmg cost or tlme hne

projects in such a wayjto correct the performance problems dbfailing AP,
P i//ﬁéﬁﬁﬁ and procedures for the use of master leases to finance new IT system costs
Goitirn o and to maintain current IT systems; and (h) ) ac consistent referenceﬂpemt in-the
INRE o o development of all large, high-risk IT projects.i 1n;whlch an accurate estimate of the
heae Jets ‘costs and time line of the projects can be presented to DOA and JCIPT.

3. Use of commercially available IT products. The bill requires DOA to
promulgate administrative rules governing agency use of commercially available IT
products. The rules must include a requirement that, before an agency may initiate
work on a customized IT product, the agency must demonstrate to the satisfaction
of DOA why a commercially@available IT product does not meet the needs of the
agency.

4. Use of master leases. Current law defines a master lease as an agreement
entered into by DOA on behalf of one or more agencies to obtain property or services
under which DOA makes or agrees to make periodic payments. The bill requires
DOA to, no later than October 1, annually provide to the Governor and JCIPT a
report on IT projects funded in the previous fiscal year by master leases. The report

ust include (a) the total amount paid towards IT projects under master leases in

he previous year; (b) the amounts approved to be paid towards IT projects under

master leases in future years; (c) the total amount paid by each agency on each IT

4 project for which debt is outstandingtogether with a comparison of the total amount

originally approved for that IT project; and (d) a summary of repayments made
towards any master lease in the previous fiscal year.

5. Vendor contracts. The bill requires DOA and any agency that has been given
procurement authority by DOA to include a stipulation clause in any contract fora
high-risk IT project or an IT project with a potential cost of greater thanmﬁg
The clause would require vendors to submit to DOA’i"or approval by DOA any ord
or amendment that would change the scope of the contract and have the effect o
increasing the contract price. The stipulation clause must also authorize DOA to $§’§5§5 1000
review the original contract and the order or amendment to determine whether the
work proposed within the order or amendment is within the scope of the original
contract or is necessary. The bill authorizes DOA to negotiate with the vendor
regarding any change to the original contract.
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The bill also authorizes DOA or any agency that has been given procurement
authority to exclude the stipulation if all of the following conditions are satisfied: (a)
including the stipulation would negatively impact contract negotiations or
significantly reduce the number of bidders on the contract; (b) if the exclusion is
sought by an agency with procurement authority, the agency seeking the exclusion
submits to DOA a plain-language explanation of the reasons the stipulation is
excluded and the alternative provisions the agency will include to ensure that the
contract will be completed on time and within the contract budget; (c) if the exclusion
is sought by DOA, DOA prepares a plain-language explanation of the reasons for
excluding the stipulation and the alternative provisions DOA will include to ensure
that the contract will be completed on time and within the contract budget; and (d)
DOA or the agency seeking the exclusion obtains approval for the alternate
provisions from JCIPT.

6. Open-ended contracts. The bill requires each agency that has entered into
an open-ended contract for the development of IT to submit quarterly reports
documenting the amount expended on the IT project to DOA. The bill defines

“open-ended contract” as a contract for IT that includes one or both of the following:
(a) stipulations that prov1de that the contract vendor will deliver inférination—
/7\ d;égﬁuﬁk;gy products or servmes but that do not specify a maximum payment amount;

wage but that do not set a maximum limit® fthe number o }hours requlred to complete oV

the IT project. DOA ust compile and annually submit/all reports it receives from
agenmes &
6 1 ThRation olt wologs review. The bill

requc};es JCIPT to review all executwe branch IT projects identified by DOA as
+#higharisk or with an annual or projected cost of at least miltio
ether the project should be continued or implemented DOA must submit A
reports to JCIPT] £The o—
reports must contain the following information: (a) original and updated cost
projections; (b) original and updated completion dates for the project and any stage -
of the project; (¢) an explanation for any variation between the original and updated S
costs and completion dates; (d) a copy of any contract entered into by DOA or the
agency that has not already been provided to JCIPT; (e) all sources of funding for the
project; (f) the amount of any funding provided for the project through a master lease;
(g) information about the status of the project, including any portion of the project
that has been completed; and (h) any other information requested by JCIPT about
the project oxErelated IT projec

In the event JCIPT is not organized, the Joint Legislative Audit Committee is

required unc}lgér the bill to assume all of the responsibilities established/under the bill

Cenionavel
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For further information see the state and local fiscal estimate, which will be
printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

Mmmax)m»r«mgz:;}
f/M SecTION 1. Nonstatutory provisions.




2007 - 2008 LEGISLATURE

/ formatmn” tegbnology reportmg

LFB.Z/{&
OR ZOWDGET _/Nort READ} For IN ODUCTION

iiﬁ;@ ’ QQ‘SECTION’#%} 13.53 (2) (intro.) of the statutes is amended to read:

Q:E ﬁ‘%i 4 13.53 (2) RespoONSIBILITIES. (intro.) The joint legislative audit committee shall

b 5 have advisory responsibilities for the legislative audit bureau. The committee’s
6 responsibility is subject to general supervision of the joint committee on legislative
7 organization. If the joint committee on information policy and technology is not
8 organized, the joint legislative audit committee shall assume the responsibilities
9 assigned to the joint committee on information policy and technology under ss.

Masese |

(1A (

e : 15)
E E‘; ’ é’ 2 @ 16.971 (2) (Lg) and 16.973 (10) toA14). The joint legislative audit committee may:g’:}}!
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I | At the locat;?ms indicated, amend the substitute amendment as follows o
2 1.
3 /2/ Pagg? lme,&% “(Lg and ¢ ‘ding with

? 4 / _(M)_ and selbstl»tute “(Lg). an 116.9734

:
EWS f’y ; 3 Page 7, line 15: aftere{gylme insert:

| e
T ——

\SECTION é% 13.58 (5) (b) 5. of the statutes is created to read:

13.58 (5) (b) 5. Review any executive branch information technology project

identified in a report submitted to the committee by the department of

9 administration under s. 16.973 (15) to determine whether the project should be



4
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1 continued or implemented. The committee may forward any recommendations

% 2 . regarding the project to the governor and to the legislature under s. 13.172 (2)@’5}@

wgwmwwwéﬁ’g?%s”ﬁ%ZZagﬁ f thatTine-insert:

@
Gsecrion 1,%;. 16.973 (15) of the statutes is created to read:

% ot 16.973 (1‘5) No later than March 1 and September 1 of each year, submit to the
k12 6 joint committee on information policy and technology a report that documents for
7 each executive branch agency information technology project with an actual or
8 projected cost greater than $1,000,000 or that the department of administration has
9 identified as a large, high-risk information technology project under sub. (10) (a) all

10 of the following:

11 (a) Original and updated project cost projections.

12 (b) Original and updated completion dates for the project and any stage of the

13 project.

14 () An explanation for any variation between the original and updated costs and

15 completion dates under pars. (a) and (b). of i’?ﬁ%ﬁgﬁ;ﬁ;% 52%@%
TS W H (I ) e Eak e

16 (d) A copy of any contract entered into by the departmemifor the project and ”‘t;%?%

17 not provided in a previous report.

18 (e) All sources of funding for the project.

19 (f) The amount of any funding provided for the project through a master lease

20 under s. 16.76 (4).

21 (g) Information about the status of the project, including any portion of the

22 project that has been completed.
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1 (h) Any other information about the project, or related information technology
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\i@%ECTION lﬁiﬁ/ 16.71 (1m) of the statutes is amended to read:

16.71 (1m) The department shall not delegate to any executive branch agency,

3 other than the board of regents of the University of Wisconsin System, the authority
4 to enter into any contract for materials, supplies, equipment, or contractual services
5 relating to information technology or telecommunications prior to review and
6 approval of the contract by the department. No executive branch agency, other than
7 the board of regents of the University of Wisconsin System, may enter into any such
8 contract without review and approval of the contract by the department. Any
9 executive branch agency that enters into a contract relating to information
10 technology under this section shall comply with the requirements of s. 16.973 (13).
11 Any delegation to the board of regents of the University of Wisconsin System is
g Ti / subject to the limitations prescribed in s. 36.11 (49)@ﬁj

3. Page 102 1iné 14:after that lineinsert: )

@ 23S ECTION l%#i 16.971 (2) (Lg) of the statutes is created to read:

15 16.971 (2) (Lg) 1. Develop, in consultation with each executive branch agency,

16 other than the Board of Regents of the University of Wisconsin System, and adoptﬁ
LR SRING O Gander S 2CA (T ng Draiad

5177% \%{* the following ywritten policieﬁj forlmformatlon technolog§y development projects

A

18 included in the strategic plan required of each executive branch agency under par.

19 (L) and that either exceed $1 ,OOO,OOO\Qr that are vital to the functions of the executive
@ branch agencm ~ ?’*’%?@@5 ond {Déﬁf;‘%{ff?

21 ; a A standardlzed reporting format. o ‘

b A%%qmr@ffnent t;g%“ﬁotﬁ proposed and ¢ ongﬁmg mf@;&ﬁﬁ”ﬁﬁ? techm%ogy
S be mcludeW
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2. The department shall submit for review by the joint legislative audit
committee and for approval by the joint committee on information policy and

technology any proposed policies required under subd. 1. and any proposed revisions

to the policie%@&

" L7 LA Page 102:1ine 14-after.thatlineinsert:— ) .

SR,
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10
11
12
13
14
15
16
17
18
19
20
21
22
23

@(3SECTION k%%ﬂf 16.973 (10) to (1w ort é statutes are created to read:

16.973 (10) In consultation with the legislative audit bureau and the joint
legislative audit committee, promulgate administrative rules applicable to each
executive branch agency, other than the Board of Regents of the University of
Wisconsin System, pertaining to large, high-risk information technology projects
that shall include:

(a) A definition of and methodology for identifying large, high-risk information
technology projects.

(b) Standardized, quantifiable project performance measures for evaluating
large, high-risk information technology projects. '

(c) Policies and procedures for routine monitoring of large, high-risk
information technology projects.

(d) A formal process for modifying information technology project specifications
when necessary to address changes in program requirements.

(e) Requirements for reporting changes in estimates of cost or completion date
to the department and the joint committee on information policy and technology.

(f) Methods for discontinuing projects or modifying projects that are failing to

meet performance measures in such a way to correct the performance problems.
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1 (g) Policies and procedures for the use of master leases under s. 16.76 (4) to
2 finance new large, high-risk information technology system costs and maintain
3 current large, high-risk information technology systems.
4 (h) A standardized progress point in the execution of large, high-risk
5 information technology projects at which time the estimated costs and date of
6 completion of the project is reported to the department and the joint committee on
7 information policy and technology.
8 (11) Promulgate administrative rules applicable to each executive branch
9 agency, other than the Board of Regents of the University of Wisconsin System,
10 pertaining to the use of commercially available information technology products,
11 which shall include all of the following:
12 (@) A requirement that each executive branch agency review commercially
13 available information technology products prior to initiating work on a customized
14 information technology development project to determine whether any commercially
15 available product could meet the information technology needs of the agency.
16 (b) Procedures and criteria to determine when a commercially available
17 information technology product must Ee used and when an executive branch agency
’i:é/ may consider the modificatiorg;rg cr;afmn of a customized information technology

g creation by Friedes

5 ol 008 fizakiDa o F the prpavely togethes
with o vequest o appraval of Hhe wolke
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(12) (a) In this subsection, “master lease” has the meaning given under s. 16.76

Q gfa"{gf o im‘?ia-i%%ﬁ% éég (reekion of Prpdiicede
a feqiiceaert thet the evecvdive bpwveln




[a——y
[y

17
18
19
20
21
22
23
24
25

[y
%O

2007 — 2008 Legislature -5~ I}If(]%(ba,z;?gi

(b) Annually, no later than October 1, submit to the governor and the members
of the joint committee on information policy and technology a report documenting the
use by each executive branch agency, other than the Board of Regents of the
University of Wisconsin System, of master leases to fund information technology
projects in the previous fiscal year. The report shall contain all of the following
information:

1. The total amount paid under master leases towards information technology
projects in the previous fiscal year.

2. The master lease payment amounts approved to be applied to information

fiseal
technology projects in futuriéfears.

3. The total amount paid by each executive branch agency on each information
technology project for which debt is outstanding, as compared to the total financing
amount originally approved for that information technology project.

4. A summary of repayments made towards any master lease in the previous
fiscal year.

(13) (a) Except as provided in par. (b), include in each contract with a vendor
of information technology that involves a large, high—-risk information technology
project under sub. (10) or that has a projected cost greater than $1,000,000, and
require each executive branch agency authorized under s. 16.71 (1m) to enter into
a contract for materials, supplies, equipment, or contractual services relating to
information technology to include in each contract with a vendor of information
technology that involves a large, high-risk information technology project under
sub. (10) or that has a projected cost greater than $1,000,000 a stipulation requiring
the vendor to submit to the department for approval any order or amendment that

would change the scope of the contract and have the effect of increasing the contract
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price. The stipulation shall authorize the department to review the original contract
and the order or amendment to determine all of the following and, if necessary, to
negotiate with the vendor regarding any change to the original contract price:

1. Whether the work proposed in the order or amendment is within the scope
of the original contract.

2. Whether the work proposed in the order or amendment is necessary.

(b) The department or an executive branch agency may exclude from a contract
described in par. (a) the stipulation required under par. (a) if all of the following
conditions are satisfied:

1. Including such a stipulation would negatively impact contract negotiations
or significantly reduce the number of bidders on the contract.

2. If the exclusion is sought by an executive branch agency, that agency submits

for exeludin
to the department a plain-language explanation of the reasonsﬁ(he stipulation
and the alternative provisions the executive branch agency will include in
the contract to ensure that the contract will be completed on time and within the
contract budget.

3. If the exclusion is sought by the department, the department prepares a
plain—-language explanation of the reasons the stipulation was excluded and the
alternative provisions the department will include in the contract to ensure that the
contract will be completed on time and within the contract budget.

4. The department submits for approval by the joint committee on information
policy and technology any explanation and alternative contract provisions required
under subd. 2. or 3. If, within 14 working days after the date that the department
submits any explanation and alternative contract provisions required under this

H
subdivision, the/ joint committee on information policy and technology d not

chairpreoee of 4t
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@ gﬂgf&a&t}ghe departmené the explanatmn and alternative contract provisions shall be

2 deemed approved.

3 (14) (@) Require each executive branch agency, other than the Board of Regents

4 of the University of Wisconsin system, that has entered into an open—ended contract

5 for the development of information technology to submit to the department quarterly

6 reports documenting the amount expended on the information technology

7 development project. In this subsection, “open—ended contract” means a contract for

8 information technology that includes one or both of the following:

9 1. Stipulations that provide that the contract vendor will deliver information
10 technology products or services but that do not specify a maximum payment amount.
11 2. Stipulations that provide that the contract vendor shall be paid an hourly
12 wage but that do not set a maximum limit on the number of hours required to

complete the information technology project.

(b) Compile and annually submit to the joint committee on information

technology the reports required under par. (a)’%i”.g ﬁ .%}%; pu 0nd
d

H

1377, line.5; after that line insert:.
%. 227.01 (13) (km) of the statutes is created to read:

227.01 (13) (km) Establishes policies for information technology development

y the joint legislatix\e audit committee and for approval by the joint committee on
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1 information policy and technology a preliminary draft of the policies %quired under
%
2 section 16.971 (2) (Lg) 1. of the statutes, as created by this act. \
3 ‘é" RULES PERTAINING TO LARGE, HIGH-RISK INFORMATION TECHNOLOGY PROJECTS.
il & g %

&.‘ The department of administration shall submit in proper forin the rules required

5 under section 16.973 (10) of the statutes, as created by thisfact, tot legislative
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DRAFTER’S NOTE LRB-3294/1dn
FROM THE TKK/
LEGISLATIVE REFERENCE BUREAU W/}

Senator Cowles:

Alternative 8 to Budget Paper 115 does not explicitly authorize the Joint Committee
on Information Policy and Technology to be empowered to recommend that a large,
high-risk information technology project be modified or discontinued. Would you like
me to add language to proposed s. 13.58 (5) (b) 5. to that effect?

Tracy K. Kuczenski

Legislative Attorney

Phone: (608) 266-9867

E-mail: tracykuczenski@legis.wisconsin.gov



DRAFTER’S NOTE LRB-3294/1dn
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LEGISLATIVE REFERENCE BUREAU

October 17, 2007

Senator Cowles:

Alternative 8 to Budget Paper 115 does not explicitly authorize the Joint Committee
on Information Policy and Technology to be empowered to recommend that a large,
high-risk information technology project be modified or discontinued. Would you like
me to add language to proposed s. 13.58 (5) (b) 5. to that effect?

Tracy K. Kuczenski

Legislative Attorney

Phone: (608) 266-9867

E-mail: tracy.kuczenski@legis.wisconsin.gov



Duerst, Christina

From: Smith, Ryan

Sent: Monday, February 04, 2008 4:29 PM
To: LRB.Legal

Subject: LRB 07-3294/1

Please Jacket LRB 07- 3294 /1 for the SENATE.

2/4/2008



