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Student Data Accessibility, Transparency, and Accountability Act
Summary

The Student Data Accessibility, Transparency, and Accountability Act would require the [State Board of
Education/State Department of Education] to make publicly available an inventory and index of all data
elements with definitions of individual student data fields currently in the statewide longitudinal data
system. The [State Board of Education/State Department of Education] would be required to create a
data security plan, ensuring compliance with federal and state data privacy laws and policies. Certain
contracts would be required to include privacy and security provisions. A Chief Privacy Officer will be
created within the State Department of Education whose primary mission includes ensuring
department-wide compliance with all privacy laws and regulations. This bill adds new annual security
and privacy reporting requirements to the Governor and Legislature.

Model Legislation
Section 1. {Title}

(A) This section shall be known and may be cited as the “Student Data Accessibility, Transparency, and
Accountability Act.”

\".
Section 2. {Definitions}

Y
Y

(A) As used in thié\act:

\
(1) “Board” r%gans the State Board of Education;

N
(2) “Department™means the State Department of Education;

AN

(3) “Data system” me%‘axns the State Department of Education statewide longitudinal data system;

%,

A
(4) “Aggregate data” mea\hidata collected and/or reported at the group, cohort, or institutional

level; \

(5) “Redacted data” means a st%t dataset in which parent and student identifying
information has been removed; \\

(6) “State-assigned student identifier ” ;’V\e}ins the unique student identifier assigned by the
state to each student that shall not be or include the Social Security number of a student in
whole orin part; and N,

\
N,

(7) “Student data” means data collected and/or reported at the individual student level included

in a student’s educational record.

(8) “Provisional student data” means new student data proposed for inclusion in the state
student data system.



Section 3. {Data Inventory — Responsibilities}
(A} The [State Board of Education/State Department of Education] shall:

(1) Create, publish, and make publicly available a data inventory and dictionary or index of data
elements with definitions of individual student data fields in the student data system to include,
but not be limited to:

(a) any individual student data required to be reported by state and federal education
mandates;

(b) any individual student data which has been proposed for inclusion in the student
data system with a statement regarding the purpose or reason for the proposed
collection; and

(c) any individual student data that the State Department of Education collects or
maintains with no current identified purpose;

() Develop, publish, and make publicly available policies and procedures to com with all
relé\gnt state and federal privacy laws and policies, including but not limited #6 the Federal
Family'Educational Rights and Privacy Act (FERPA) and other relevant priya€y laws and policies,
including":"bul'%t not limited to: '

™,

™.
(a) accessto student and redacted data in the statewi

. * . /
be restrlctea\t% s

ongitudinal data system shall

Y

rized staff of the State pe/ggrtment of Education and the
contractors working on behalf of the Department who require such access to
perform their assigned dutiesds required by law and/or defined by interagency

data-sharing agreentepts;

(2) district adminiit;ra/t/ors,\te‘achers and school personnel who require such
access to perfggm‘ their assigl\ﬁ‘ed duties;

(3) studep#s and their parents; and ™

e (c) unless otherwise prohibited by law, the State Department of Edueation shall develop
yd criteria for the approval of research and data requests from state and lagal agencies, the

Unless otherwise approved by the [State Board of Education/State Departmeht of



T

-
Educatiot.student data maintained by the State Departmeﬁt of Education shall remain
redacted; and

(d) notification to students an egarding student privacy rights under federal
and state law; *

of-state trans

(b) a student leaves thé s{ate to attend an oui-6f-state institution of higher education or

training program,;
(c) a student registers for or takes tional or multistate assessment;

(d) a student voluntarily participates in a proggam for which such a data transferis a
condition/requirement pf'participation;

enters into a contract that governs databases, assessments, special
education or iistructional supports with an out-of-state comtractor for the purposes of
state levelfeporting;

student is classified as “migrant” for federal reporting purposes;

(g) a federal agency is performing a compliance review;

(4) Develop a detailed data security plan that includes:

(a) guidelines for authorizing access to the student data system and to individual
student data including guidelines for authentication of authorized access;

(b) privacy compliance standards;

(c) privacy and security audits;

(d) breach planning, notification and procedures;
(e) data retention and disposition policies; and

(f) data security policies including electronic, physical, and administrative safeguards,
such as data encryption and training of employees;



(6) Ensure that any contracts that govern databases, assessments or instructional supports that
include student or redacted data and are outsourced to private vendors include express
provisions that safeguard privacy and security and include penalties for noncompliance; and

(7) Notify the Governor and the Legislature annually of the following:
<
p b
(a) new student data proposed for inclusion in the state student data system:

( (}L (1) an student data collection proposed by the [State Board of

[ p U Education/Std artment of Education] becomes a provisional requirement
L b to allow districts and the | data system vendors the unity to meet
v {/} f\}"\ 4 the new requirement; and
A L ) .
i it (2) the [State Board of Ed n/Department of Educa must announce any
M? new provision ent data collection to the general public

comment period of at least 60 days;
) changes to existing data collections required for any reasoma;jacluding changes to
fe erajraporting WM&WM%
c) n explagra¥on of any exceptiqns granted by the [State Board of £ ucatson/State
p\ in'the past year regargding thé or out-Of;state transfer
of student or redacted datg; and o

Departmept of Kducation] i

(d)%the results of any and all privacy compliance and security audits completed inthe
past\year Notifi€a 'ons regarding prlv{::/ c\bmpllance and securlt udits shallnot\

(B) Districts shall not report to the state the following individual student data:
(1) juvenile delinquency records;
(2) criminal records;
(3) medical and health records; and
(4) student biometric information.
(C) Schools shall not collect the following individual student data:

(1) political affiliation; and



(2) religion.

Section 4. {Chief Privacy Officer}

(A) The Superintendent shall appoint a Chief Privacy Officer, who shall report directly to th
Superiy, {endent, to assume primary responsibility for privacy policy, including: /;'

/

/(12) Provides training, education and outreach to build a culture of priva

£

\ e
(1)assuring that the use of technologies sustain, and do not erode, pnvacy p{'otectlons relating

use, collection, and disclosure of student data;

(2) assuring that student data contained in the Department of Educ§£i'6n student data system is
handled in*full compliance with the Student Data Accessibility, Trz;nsparency, and Accountability

Act, FERPA, a d other state and federal privacy laws; /'”

£

N\
(3) evaluating Ieg\ilatlve and regulatory proposals mvolvmg’coﬂectlon use, and disclosure of
student data by the\Department of Education; /
\ 4‘
(4) conducting a prlvac\:\y\lmpact assessment on progésed rules of the Department in general and
proposed rules of the Deb\artment on the privacy, 6f student data, including the type of personal
information collected and ¥he number of studeﬁts affected;

(5) coordinating with the Offica of the Gen fal Counsel, other legal entities, and organization
officers to ensure that programspolicies; ‘and procedures involving civil rights, civil liberties, and
privacy considerations are addressed m/an integrated and comprehensive manner;

(6) preparing a report to the Leglsla%u on an annual basis on activities of the Department that
affect privacy, including compl:ilfn/fs of pxjvacy violations, internal controls, and other matters;
Vi
(7) establishing department; vide policies nécessary for implementing Fair Information Practice
Principles to enhance privacy protections;
/

(8) working with the Ghief Information Officer, Gexeral Counsel, and other officials in engaging
with stakeholders §Bout the quality, usefulness, opéaness, and privacy of data;
Incident Response Program to ensure

(9) establishin ,Mé'nd operating a Department-wide Priva
;Zre properly reported, investigated and mitigated, as appropriate;

that incident
a’}f

(10) establishing and operating a process for parents to file complaints of privacy violations;

(11l5§§tablishing and operating a process to collect and respond td\complaints of privacy

vigfations and provides redress, as appropriate; and

across the
Department and transparency to the public;

(B) The Chief Privacy Officer has the authority to investigate under certain conditions ang may:




y,

“ - (1) have access to all records, reports, audits, reviews, documents, papers, recomméndations,
and other materials available to the Department that relate to programs and operations with
respect to the responsibilities of the Chief Privacy Officer under this section; and

(2) rﬁake such investigations and reports relating to the administration of the programs and
operaﬁqns of the Department as are necessary or desirable;

(C) The Chief Priva\éy‘ Officer shall report to, and be under the general supervision of, the
Superintendent. ‘

Section 5. {Parental reqﬁgst for information}

(A) Parents have the right to mspect and review their child’s educatlonal record maintained by the
school.

(B) Parents have the right to reqd‘est student data specific to their child’s educational record.

(C) School districts must provide parents or guardlans W|th an electronic copy of their child’s educational
record upon request. »

N ,/
(D) The State Department of Education shall dev’élop policies for school districts that:

(1) annually notify parents of their_riéﬁtito request student information;
(2) ensure security when providing studeht\&data to parents;

(3) ensure student data is pfbvided only to th\‘éﬁauthorized individuals;

s

(4) detail the timefran}exwithin which record reqii}gsts must be provided; and

(5) ensure that scf}dbl districts have a plan to allow b‘a\rents to view online, download, and
transmit data specific to their child’s educational record.

Section 6. {Rules} ’ \

f’ «,\
(A) The [State Bo;S/rd of Education/State Department of Education] may adopt rules necessary to
implement the prowsmns of the Student Data Accessibility, Transparenéy, and Accountability Act.
(B) Upon thé effectlve date of this act, any existing collection of student dat\a by the State Department of
Educatiory shall not be considered a new student data collection in accordan&;e with subparagraph (a) of

Paragragh (7) of Subsection (A) of Section (2).

Sectlp'n 7. {Effective Date} This act shall become effective July 1, [20XX].
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Code of Federal Regulations

Title 34 - Education

Volume: 1

Date: 2011-07-01

Original Date: 2011-07-01

Title: Section 99.31 - Under what conditions is prior consent not required to disclose information?
Context: Title 34 - Education. Subtitle A - Office of the Secretary, Department of Education. - .
PART 99 - FAMILY EDUCATIONAL RIGHTS AND PRIVACY. Subpart D - May an Educational
Agency or Institution Disclose Personally Identifiable Information From Education Records?.

§ 99.31 Under what conditions is prior consent not required
to disclose information?

(a) An educational agency or institution may disclose personally identifiable information from an
education record of a student without the consent required by § 99.30 if the disclosure meets one
or more of the following conditions:

(1)(i)(A) The disclosure is to other school officials, including teachers, within the agency or
institution whom the agency or institution has determined to have legitimate educational
interests.
. sehd|
confractor, consultant, volunteer, or other party to whom an agency or institution has
outsourced institutional services or functions may be considered a school official under this
paragraph provided that the outside party—

/

(1) Performs an institutional service or function for which the agency or institution would
! otherwise use employees;

(2) Is under the direct control of the agency or institution with respect to the use and
maintenance of education records; and :
ﬂc:(Q law < fcg(%(ﬁ_ (L,_;J

\ (3) Is subject to the requirements of § 89,33(a) governing the use and redisclosure of personally
'~ identifiable information from education records.

(ii) An educational agency or institution must use reasonable methods to ensure that school
officials obtain access to only those education records in which they have legitimate educational
interests. An educational agency or institution that does not use physical or technological access
controls must ensure that its administrative policy for controlling access to education records is
effective and that it remains in compliance with the legitimate educational interest requirement in
paragraph (a)(1)(i)(A) of this section.

(2) The disclosure is, subject to the requirements of § 99.34, to officials of another school, school
system, or institution of postsecondary education where the student seeks or intends to enroll, or
where the student is already enroiled so long as the disclosure is for purposes reiated to the
student's enrollment or transfer.

Note:

Section 4155(b) of the No Child Left Behind Act of 2001, 20 U.S.C. 7165(b),
requires each State to assure the Secretary of Education that it has a
procedure in place to facilitate the transfer of disciplinary records with respect
to a suspension or expulsion of a student by a local educational agency to
any private or public elementary or secondary school in which the student is
subsequently enrolled or seeks, intends, or is instructed to enroll.

http://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/xml/CFR-2011-title34-vol1-sec99-3... 1/16/2014
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’i (3) The disclosure is; subject to the requirements of § 99.35, to authorized representatives of—
(i) The Comptroller General of the United States;

(i) The Attorney General of the United States;

(iii) The Secretary; or

(iv) State and local educational authorities.

(4)(i) The disclosure is in connection with financial aid for which the student has applied or which
the student has received, if the information is necessary for such purposes as to:

(A) Determine eligibility for the aid;

(B) Determine the amount of the aid;

(C) Determine the conditions for the aid; or

(D) Enforce the terms and conditions of the aid.

(i) As used in paragraph (a)(4)(i) of this section, financial aid means a payment of funds
provided to an individual (or a payment in kind of tangible or intangible property to the individual)
that is conditioned on the individual's attendance at an educational agency or institution.

(Authority: 20 U.S.C. 1232g(b)(1)(D))

(6)(i) The disclosure is to State and Iocal officials or authorities to whom this information is
specifically—

(A) Allowed to be reported or disclosed pursuant to State statute adopted before November 19,
1974, if the allowed reporting or disclosure concerns the juvenile justice system and the system's
ability to effectively serve the student whose records are released; or

(B) Allowed to be reported or disclosed pursuant to State statute adopted after November 19,
1974, subject to the requirements of § 99.38.

(if) Paragraph (a)(5)(i) of this section does not prevent a State from further limiting the number or
type of State or local officials to whom disclosures may be made under that paragraph.

(6)(i) The disclosure is to organizations conducting studies for. or on behalf of, educational
~ agencies or institutions to:

(A) Develop, validate, or administer predictive tests;
(B) Administer student aid programs; or

(C) Improve instruction.

(i) An educational agency or institution may disclose information under paragraph (a)(6)(i) of this
section only if—

(A) The study is conducted in a manner that does not permit personal identification of parents
and students by individuals other than representatives of the organization that have legitimate
interests in the information;

(B) The information is destroyed when no longer needed for the purposes for which the study
was conducted; and

(C) The educational agency or institution enters into a written agreement with the organization
that—

(1) Specifies the purpose, scope, and duration of the study or studies and the information to be
| disclosed;

http://www.gpo.gov/tdsys/pkg/CFR-2011-title34-vol1/xml/CFR-2011-title34-voll-sec99-3... 1/16/2014
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(2) Requires the organization to use personally identifiable information from education records
only to meet the purpose or purposes of the study as stated in the written agreement;

(3) Requires the organization to conduct the study in a manner that does not permit personal
identification of parents and students, as defined in this part, by anyone other than
representatives of the organization with legitimate interests;

and

(4) Requires the organization to destroy or return to the educational agency or institution all
| personally identifiable information when the information is no longer needed for the purposes for
‘s\ which the study was conducted and specifies the time period in which the information must be
\ returned or destroyed.

iii) An educational agency or institution is not required to initiate a study or agree with or endorse
the conclusions or results of the study.

(iv) If this Office determines that a third party outside the educational agency or institution to
whom information is disclosed under this paragraph (a)(6) violates paragraph (a)(6)(ii)(B) of this
section, the educational agency or institution may not allow that third party access to personally
identifiable information from education records for at least five years.

(v) For the purposes of paragraph (a)(6) of this section, the term organization includes, but is not
limited to, Federal, State, and local agencies, and independent organizations.

(7) The disclosure is to accrediting organizations to carry out their accrediting functions.

(8) The disclosure is to parents, as defined in § 99.3, of a dependent student, as defined in
section 152 of the Internal Revenue Code of 1986.

(9)(i) The disclosure is to comply with a judicial order or lawfully issued subpoena.

(ii) The educational agency or institution may disclose information under paragraph (a)(9)(i) of
this section only if the agency or institution makes a reasonable effort to notify the parent or
eligible student of the order or subpoena in advance of compliance, so that the parent or eligible
student may seek protective action, unless the disclosure is in compliance with—

(A) A Federal grand jury subpoena and the court has ordered that the existence or the contents
of the subpoena or the information furnished in response to the subpoena not be disclosed:

(B) Any other subpoéna issued for a law enforcement purpose and the court or other issuing
agency has ordered that the existence or the contents of the subpoena or the information
furnished in response to the subpoena not be disclosed; or

(C) An ex parte court order obtained by the United States Attorney General (or designee not
lower than an Assistant Attorney General) concerning investigations or prosecutions of an
offense listed in 18 U.S.C. 2332b(g)(5)(B) or an act of domestic or international terrorism as
defined in 18 U.S.C. 2331.

(iii)(A) If an educational agency or institution initiates legal action against a parent or student, the
educational agency or institution may disclose to the court, without a court order or subpoena,
the education records of the student that are relevant for the educational agency or institution to
proceed with the legal action as plaintiff.

(B) If a parent or eligible student initiates legal action against an educational agency or
institution, the educational agency or institution may disclose to the court, without a court order or
subpoena, the student's education records that are relevant for the educational agency or
institution to defend itself.

(10) The disclosure is in connection with a health or safety émergency, under the conditions

described in § 99.36. ’—’_)

http://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/xml/CFR-2011-title34-vol1-sec99-3... 1/16/2014
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(11) The disclosure is information the educational agency or institution has designated as
“directory information®, under the conditions described in § 99.37.

(12) The disclosure is to the parent of a student who is not an eligible student or to the student.

(13) The disclosure, subject to the requirements in § 99.39, is to a victim of an alleged
perpetrator of a crime of violence or a non-forcible sex offense. The disclosure may only include
the final results of the disciplinary proceeding conducted by the institution of postsecondary
education with respect to that alleged crime or offense. The institution may disclose the final
results of the disciplinary proceeding, regardless of whether the institution concluded a violation
was committed.

(14)(i) The disclosure, subject to the requirements in § 99.39, is in connection with a disciplinary
proceeding at an institution of postsecondary education. The institution must not disclose the
final results of the disciplinary proceeding unless it determines that—

(A) The student is an alleged perpetrator of a crime of violence or non-forcible sex offense; and

(B) With respect to the allegation made against him or her, the student has committed a violation
of the institution's rules or policies.

(i) The institution may not disclose the name of any other student, including a victim or witness,
without the prior written consent of the other student.

(iii) This section applies only to disciplinary proceedings in which the final resuits were reached
on or after October 7, 1998.

(15)(i) The disclosure is to a parent of a student at an institution of postsecondary education
regarding the student's violation of any Federal, State, or local law, or of any rule or policy of the
institution, governing the use or possession of alcohol or a controlled substance if—

(A) The institution determines that the student has committed a disciplinary violation with respect
to that use or possession; and

(B) The student is under the age of 21 at the time of the disclosure to the parent.

(if) Paragraph (a)(15) of this section does not supersede any provision of State law that prohibits
an institution of postsecondary education from disclosing information.

(16) The disclosure concerns sex offenders and other individuals required to register under
section 170101 of the Violent Crime Control and Law Enforcement Act of 1994, 42 U.S.C. 14071,
and the information was provided to the educational agency or institution under 42 U.S.C. 14071
and applicable Federal gurdelmes

/.or g art that has recaivad edum@ﬁfiﬁordsor
: A . UNC c t ' de-identified studen jeﬁﬁ%‘a
from educati yrds Fth§ urpose of eduoatlon research by attacﬁmg a code to each recorc

mat may ailow the recipient to match information received from the same source, provided 'f—f_.

(i)sAn educational agency or institution or other party that releases de-identified data under
paragraph (b)(2) of this section does not disclose any information about how it generatesand
assig wcnde or that would allow a recipient to identify a student based.on.a record i

http://www.gpo.gov/fdsys/pkg/CFR-2011-title34-voll/xml/CFR-2011-title34-voll-sec99-3... 1/16/2014
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(i) The record code is used for no purpose other than identifying a de-identified record for
purposes of education research and cannot be used to ascertain personally identifiable
information about a student; and

(iii) The record code is not based on a student's social security number or other personal
information.

(c) An educational agency or institution must use reasonable methods to identify and
authenticate the identity of parents, students, school officials, and any other parties to whom the
agency or institution discloses personally identifiable information from education records.

(d) Paragraphs (a) and (b) of this section do not require an educational agency or institution or
any other party to disclose education records or information from education records to any party
except for parties under paragraph (a)(12) of this section.

(Authority: 20 U.S.C. 1232g(a)(5)(A), (b), (h), (i}, and (j)).

[53 FR 11943, Apr. 11, 1988; 53 FR 19368, May 27, 1988, as amended at 58 FR 3189, Jan. 7,
1993; 61 FR 59296, Nov. 21, 1996; 65 FR 41853, July 6, 2000; 73 FR 74852, Dec, 9, 2008; 74
FR 401, Jan. 6, 2009]

http://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/xml/CFR-2011-title34-voll-sec99-3... 1/16/2014
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§ 99.30Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent
before an educational agency or institution discloses personally identifiable information
from the student's education records, except as provided in § 99.31.

(b) The written consent must: ®° ﬂHL{xE EKKY

(1) Specify the records that may be disclosed; ) “\!ﬁ
1

e eﬁ’f ANY PIZZA

(1) If a parent or eligible student so requests, the educational agency or institution P it ik zﬁm@%@i&
shall provide him or her with a copy of the records disclosed; and '

Donations cover only 20% of our costs

(2) State the purpose of the disclosure; and

(3) tdentify the party or class of parties to whom the disclosure may be made.

(c) When a disclosure is made under paragraph (a) of this section:

(2) If the parent of a student who is not an eligible student so requests, the agency or
institution shall provide the student with a copy of the records disclosed.

(d) “Signed and dated written consent” under this part may include a record and s :
signature in electronic form that— STAY INVOLVED

(1) Identifies and authenticates a particular person as the source of the electronic :
LIl Announce Blog
consent; and

LIl Supreme Court Bulletin

(2) Indicates such person's approval of the information contained in the electronic

consent. MAKE A DONATION
(Authority: 20 U.S.C. 12324 (b)X1) and (YDA) e CONTRIBUTE CONTENT
[53 FR 11943, Apr. 11, 1988, as amended at 58 FR 3189, Jan. 7, 1993; 69 FR 21671 , Apr. BECOME A SPONSOR

21, 2004} GIVE FEEDBACK

© | MICHAEL Michael
: KQl’i ﬁm% fgc \fnr

HIPPING

| FIND A LAWYER
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What in the World Is a FERPA? A Primer on the Family Educational Rights and Privacy Act
(Part IV)

[ 6/13

[ Part IV: How Do Third Parties Get Student Records?

Posted by Claire E. Parsons

FERPA does not outright prohibit educational agencies from disclosing student educational records
containing personally identifiable information to third parties, but it does significantly restrict its disclosure. If
the sought after educational records contain personally identifiable information, the records can only be
released with consent or if an exception applies. In such cases, parties seeking records have two options:
(1) obtain the written consent of the student or parent; or (2) fit within an applicable exception. Consent is
the most obvious means of obtaining student educational records and requires little explanation, but it is
often not a viable option. If consent cannot be obtained, FERPA allows schools to disclose student records
to third parties when certain exceptions apply. Though these exceptions are numerous, they are each quite
narrow. They fall into four broad categories: (1) educational and research exceptions; (2) law enforcement or
judicial exceptions; and (3) emergencies. See 34 CFR 99.31.

The educational exceptions allow schools to disclose student educational records to other supervising
agencies, such as the state Department of Education. 34 CFR 99.31(a)(3). It also allows school staff to
share student educational records with each other so long as there is a legitimate educational reason for
doing so. 34 CFR 99.31(a)(1). Generally, this means that school staff can share student information if they
need it to complete an administrative, supervisory, or instructional educational tasks or if they are attempting
to provide a service or benefit with respect to the student’'s education. Along the same lines, student
educational records can be released without consent to other schools where the student is seeking to enroll
or to agencies charged with administering financial aid applications. 34 CFR 99.31(a)(2) & (4). Similarly,

FERPA also allows schools to disclose student educational records without consent for accreditation
purposes or to organizations conducting official studies. 34 CFR 99.31(a)(6) & (7). In short, disclosure of
student records under FERPA is permitted to allow schools and educational agencies to educate students
and perform their day to day activities.

The other broad category of exceptions is that student records can be disclosed under FERPA without
parental consent if they are requested by a law enforcement agency or if they are released pursuant to a
judicial order or subpoena. FERPA regulations explicitly allow for the release of educational records to “state
and local juvenile justice systems or their officials[.]” 34 C.F.R. 99.31(a)(5); 34 CFR 99.38. There is little
regulatory guidance about the meaning of this term, and the only required conditions for the release of
records to juvenile justice officials is that they must certify in writing that they will not release the records to
any third parties. 34 CFR 99.38(b).

FERPA also permit educational records to be released in compliance with “a judicial order or fawfully issued
subpoena.” 34 CFR 99.31(a)(9). Usually, the subpoena or order will define the information and records that

http://www.aswdlaw.com/what-in-the-world-is-a-ferpa-a-primer-on-the-family-educational... 1/16/2014
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must be produced. However, unless the subpoena states otherwise, prior to the disclosure of the records,
schools are required under FERPA to make a reasonable attempt to notify the affected student or parents of
the subpoena or order to given them an opportunity to take protective action, such as objecting to the
request or moving to quash the subpoena. 34 CFR 99.31(a)(9). The FPCO has not given much guidance as
to what constitutes a reasonable attempt by schools to notify parents or students of the subpoena, see Letter
of Finding to Youngstown University, (FPCO 2/16/99): but has made it clear that the failure to make any
attempt at notification is a violation of FERPA. Letter to Lapeer Community Schools (FPCO 9/15/2000). For
this reason, third parties seeking educational records via a subpoena should factor in additional time for the
notification of the affected students and parents before they actually receive the requested records. If
parents or students object to the release of the records, it does not necessarily mean that the school must
refuse to produce them. In most jurisdictions, there is no recognized evidentiary privilege for educational
records, so the court or agency from which the subpoena or order emanated will have to decide if the
records must be released. See, e.g., Edmonds v. Detroit Pub. Sch. Sys., 2012 U.S. Dist. LEXIS 164503
(E.D. Mich. Nov. 19, 2012) (ordering release of educational records because they were relevant to claims

asserted in litigation).

Finally, FERPA allows schools to disclose student records to “appropriate persons” without parental consent
in the case of a health or safety emergency. 34 CFR 99.36. For obvious reasons, this exception is left
relatively undefined. It does not specify to whom educational records may be released and it does not
provide examples of the circumstances which constitute “emergencies.” The regulations do make clear,
however, that the release of student records without consent is permitted if it is necessary to protect the
safety of the student or other individuals which might be averted by the release of the records. /d. This does
not allow the release of records merely if there is a generalized concern for the “public health,” but only if
there is an “articulable and significant” threat, such as the threat of significant bodily harm, to the student or
to others. 34 CFR 99.36(c); see also 73 Fed. Reg. 74.838 (2008).

In sum, FERPA allows schools to release student educational records without consent, but only insofar as
the release is necessary to achieve specific purposes. All of the exceptions to the release of records are
narrowly drawn in order to ensure that the privacy of students is maintained.
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§ 99.33What limitations apply to the redisclosure of information?

(@)

Make it yours
Design
your own

(2) The officers, employees, and agents of a party that receives information under
paragraph (a)(1) of this section Wm’m information, but only for | th! purposes for’
which I:M dlbclosum was made.

(b

(1) Paragraph (a) of this section does not prevent an educational agency or institution
from disclosing personally identifiable information with the understanding that the

party receiving the information may make further disclosures of the information on CREATE YOUR OWN | >
behalf of the educational agency or institution if—

() The disclosures meet the requirements of § 99.31; and

(1) STAY INVOLVED
(A) The educational agency or institution has complied with the requirements of § Il Announce Blo
99.32(b); or
. . . . Lit reme Court Bulletin
(B) A State or local educational authority or Federal official or agency listed in §
99.31(a)(3) has complied with the requirements of § 99.32(b)(2). MAKE A DONATION
(2) A party that receives a court order or lawfully issued subpoena and rediscloses CONTRIBUTE CONTENT
. - . . . . BECOME A SPONSOR
personally identifiable information from education records on behalf of an educational GIVE FEEDBACK
agency or institution in response to that order or subpoena under § 99.31(a)(9) must
provide the notification required under § 99.31(a)(9)(ii).

(c) Paragraph (a) of this section does not apply to disclosures under §§ 99.31(aX8), (9),

15), and (16), and to information that postsecondary institutions are
required to disclose under the Jeanne Clery Disclosure of Campus Security Policy and
Campus Crime Statistics Act, 20 U.S.C. 1092(f) (Clery Act), to the accuser and accused
regarding the outcome of any campus disciplinary proceeding brought alleging a sexual
offense.

(d) An educational agency or institution must inform a party to whom disclosure is made
of the requirements of paragraph (a) of this section except for disclosures made under
§599.31(a)8), (9). (1), (12), (14), (I5). and (16), and to information that postsecondary
institutions are required to disclose under the Clery Act to the accuser and accused
regarding the outcome of any campus disciplinary proceeding brought alleging a sexual
offense.

(Authority: 20 U.S.C. 1232

[S3 FR 11943, Apr. 11, 1988, as amended at 61 FR 59297, Nov. 21, 1996: 65 FR 41853,
July 6, 2000; 73 FR 74853, Dec. 9, 2008; 76 FR 75642, Dec. 2, 2011] | FIND A LAWYER

http://www.law.corell.edu/cfr/text/34/99.33 1/22/2014
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2. Current state law requires a school board, upon request, to provide a copy
ofap p11’s progress records to an adult pupil or the parent or guardian of a nrinor
pupil. \Progress records are records that include the pupil’s grades, the coupées he
or she hgs taken, the pupil’s attendance record, the pupil’s immunization £nd lead
screening\records, and the pupil’s extracurricular activities.

This bill requires a school board, upon request, to provide a copy of gl of a pupil’s
records to am\adult pupil or the parent or guardian of a minor pupil

3. Currerx law directs DPI, the Board of Regents of the Univergity of Wisconsin
System, the Department of Children and Families, the Departgient of Workforce
Development, an¥ the Technical College System Board (#nd the Wisconsin
Association of Independent Colleges and Universities, if it wjéhes to participate) to
enter into a written agreement to establish and maintain a }Jéngitudinal data system
of student data. Any of the specified entities may supmit student data to the
longitudinal data system)to another of the specified entjfies or to a public or private
research organization to sypport an evaluation or gfudy of education programs
operated or supervised by ohe or more of the entitis in order to improve student
academic achievement. A specified entity may/disclose personally identifiable
student data, however, only if the disclosure isAn connection with a data—sharing
agreement that:

a. Specifies the purpose, scopy, and dyfation of the data—-sharing agreement;

b. Requires the recipient to use pe rsop ally identifiable student data only for the
purpose specified in item a.;

c. Describes the spemﬁc data accésh, use, and security restrictions with which
the recipient will comply;

d. Requires that the persqg ally 1den ifiable student data be destroyed or
returned when it is no longer ne€ded for the pb rpose specified or upon expiration of
the data-sharing agreement, ®hichever occurs fjrst; and

e. If the disclosure is tg’a public or private research organization, prohibits the
identification of any persoA by individuals other theh the authorized representatives
of the recipient who hay€ legitimate interests in the Iyformation.

These provisiong’mirror those found in the FERPA regulations. See 34 CFR
99.31 (a) (6).

This bill prg#ides that a specified entity may provid& personally identifiable
student data to”a public or private research organization Rnly if the conditions
described abgfe are met and the student, if an adult, or the\student’s parent or
guardian, iffhe student is a minor, consents in writing.

The Wl requires a specified entity to maintain a written record\of all disclosures
of personfally identifiable student data made to the longitudinal data system, to
anothey entity, or to a public or private research organization.

A'he bill also explicitly authorizes the attorney general or any distri¢ct attorney
to efiforce the provisions described above.

4. Current law directs DPI to develop a proposal for a multiple-vendorstudent
information system (SIS). DPI must submit the proposal to the Joint Committee on

/ Fmance (JCF) for its approval. If JCF approves the proposal, DPI must implem ent
"\ it and must ensure that information about pupils enrolled in charter schools and
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about pupils enrolled in private schools participating in a parental choice program
(PCP) is collected and maintained in the SIS. Current law also provides that if the
SIS is established, DPI must ensure that within five years, every seh6ol district and
every charter school is using the SIS, and that every private-séhool participating in
a PCP i3-either using the SIS or is using a system that.is‘interoperable with the SIS. /g/

This bill Prehjbits DPI from collecting for the'SIS, from public schools, charter
schools, or private stheals participating iwa PCP, any information that is nom
required to be submitted to DPqp theBill’s effective date.

5. The bill directs DPI to anndallyspgst on its Internet site a comprehensive list
of every distinct type of individual pupil d¥ta<that it collects and the reason for
collecting it.

6. The bill prehiibits DPI from providing individual piipildata to an agency of
the federal govérnment.

For fdarther information see the state and local fiscal estimate, which-will be
\ printed as an appendix to this bill.

= —_— -/

i é v f /__> The people of the state of Wisconsin, represented in senate and assembly, do
: enact as follows:

1 e SECTION 1. 115.28 (12) (a) 3. of the statutes, as affected by 2013 Wisconsii At

20, is amended to read:

supermtendent shall ensure that information about pup1 9 enrolled in charter

‘w

2 X
3 ﬂi 115 28\(12) (a) 3. If the proposal is approved under subd, state \
: |

]

schools and about pupﬂsxeg_lrolled in private schools par 1C1pat1ng ina parental choice
. prdd

program under s. 118.60 or HQ;23, inclu' g their academic performance and

demographic information, aggregat oF y school district, school, and teacher, is

collected and maintained jer the student\ _information system. The state

© oW 2 O

uperintendent mav nef ollect for the student infermation system, from public

schools, charter gehools, or private schools participating in aNparental choice program

under s. 1186 bmxtted o the
deparfment under chs. 115 to 121 on the effective date of this subdivision > [ LRB

inserts datel.

ECTION-Z. 11528 (61) of the statutes Iswgreated to read:

S
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0‘ ) /," ” ] /‘»

Al A ually,, post on the dee partme(nt Internet, site a

s

. | |
AN 115 297 (4)(a) Except as provided in pas: pars. (b) and (c), any op(e/agencies

may sup i 1t student or work force data to the longitudinal data §y’§1§em under sub.

.e"

{3) (a), to another agency, or to a public or private research OI;g’amzatlon, to support
/

»’f
&

%m evaluation or study under this section. p

/
/
SECTION 4. 115*297 (4) (b) (intro.) of the st;:l/tes' is amended to read:

115.297 (4) (b) (1ntro ) Any of the agencies disclose personally 1dent1ﬁable
s

gtudent data to the longltudmal data system yfider sub. (3) (a); or to another agency,

1; to support an evaluation or study |

under this section if the disclosure is j}i*lgonnection with a data-sharing agreement

7 i

that does all of the following: / :
SECTION 5. 115.297 (4) (b)"i-; of the statutes is repealed.
.
SECTION 6. 115.297 (4’) (c) of the statutes is created to read:

115.297 (4) (c) Any of the agencies may disclose persq\aally identifiable student

data to a public or pnvate research organization to support\m{ evaluation or study
under this sectlon if all of the following conditions are met: %\\

™,
1. The dlsclosure 1s In connection with a data—sharing agreeme

the copditions under par. (b).

“ o

i
i
i
i

that satisfies !

e
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.. 2. The data-sharing agreement under subd. 1. prohibits

.

personal

S

identiMm of any person by individuals other than auj,:poriigd representatives of
\ P %

the recipient whb\ﬁave\legltlmate 1nterests/ 3& the¢ information.

e
AT

3. The student, if an adulWﬁdent’s parent or guardian, if the student

. . T . :
1s a minor, consents to the-disclosure in x;rﬁﬁrg

SECTION 7 5.297 (4) (d) of the statutes is create read:

297 (4) (d) An agency shall maintain a written record of atkdisclosures of

_~“personally identiﬁable student data made under this section. . \m

SECTION 8. 115.297 (7) of the statutes is created to read:
115.297 (7) ENFORCEMENT. The attorney general or any district attorney may
bring an action in circuit court for the enforcement of this section, including an action

to restrain by temporary or permanent injunction any violation of this section.

< -
SECTION 9. 115.30 (1) of the statutes is amended to read: D

‘ 5.30 (1) The department shall prepare for the use of school officers suitable /

forms for Mking reports, and suitable outlines as aids in con ing schoo

\,3\

meetings. With the exception of changes due to stat or rule revision, th!
\‘\:‘,‘\ {

department shall give scWistricts a one-ye vance notice of any changes t$
be made to the forms and reports. xcept as provided in s. 115.28 (12) (a) 3.

school district officers and empldyees Il maintain a uniform recording o

accounting as prescribed Ay the department and make such reports to the
P

department as will %ﬁﬁle it to distribute state school funthappropriations and state

educational app’f'opriations to the schools and persons entitled thereto, and to

e

properlz/décharge the other duties of the department.

ECTION 10. 115.30 (2) of the statutes is amended to read:

M“’_ ~~~~~~~~~~ e )
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_Ormore of the following approaches might help to opz-i_o_n-‘:il_ ;éhtence at the end of example W(/S),(
a?tso\mplish the requester’s objective: Section 7. :

o

3. Provide a deadline by speciyjﬁ’g that the pro-
posed emergency rule is cofisidered approved |
under s. 227.24 (1) (e) 1g< stats., if the governor |
does not reject it withjnﬁ specified period. See the |
third optional senterice at the end of example 7.15 |
~ (5), Section 7.~

speci FyMthe scope d) If /ym‘i" j;)rovide an exemption from emergency |
sfatement is considered apigoved under $:.227.24 rule_pfocedures, add the appropriate phrase, as |
(1) (e) 1d., stats., if the govdor does n(ll‘-?ﬂ.‘ﬂQ— specified in sec. 4.02 (2) (be) 2., Drafting Manual, |

|

! b a2 ; / . {

ove it within a specified perio¥y See the second™._"to the relating clause. '|
."7- |

1. Exé?ngg the proposed rule from the statement
: ¢ and gubernatorial approval requirements
under SQ7.24 (N (e) 1d. and 1g., stats. See the
irst optionalgtence at.the end of example 7.15
5), Section 7. ™

Provide a deadline B

.

XAMPLE 7.15(5)

SECTION 6. Nonstatutory provisioMg Insurance. N

N; RULES. \

(a) The commissionerof insurance shall :
1 619.115 of the statutes{ as created by this act,
,:f of the statutes no later than the first day of the 6th
| | graph. i

.J (b) NotWilhstanding section 227.135 (2) of the sWgutes, the commissioner of insurd ;¢ 1s not I
j requiréd to present the statement of the scope of the rules Myguired under section 619.115 of the st ites, ||

ated by this for approval.

/,

(1) HEALTH INSURANCE RISK<SHARING P

\\\
mit in proposed form the rules required under section
he legislative council staff under section 227.15 (1)
onth beginning after the effective date of this para-

—————

? ' .'. _- ',_. hete

ooy > but not to exceed the perjod autho-
(1) (¢) efthecstatutes, subject to extension under@ b

eoaian) 227.24 (1) (a), (2) (b), and (3) cbteestaprrrem, th issioney/is|

that promulgating @frule s §an emergency rule
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ASSEMBLY BILL 618 SECTION 10
1 r 115.30 (2) The department may require all school boards to report to_i'%‘
2 forms provi the name of the school and its location, the name anﬂdwg.d&“’méég of the |
3 teachers, the number ofmonths of school maintained@yninf Ef;g;ear, the opening
4 and closing dates, the names and ages_of all pupi solled between the ages of 6 and
5 18, the names and post-office addresst ne esidence of the parents of such
6 pupils, the number of the-t 1 district and the distance suchps 1}5 reside from the
7 schoolhoue the ber of days each pupil was present during each ;;i‘onth4 and any
8 othef information requested by it, except as providedin s, 11528 (12)(a) 3 -
9 SECTION 11. 118.125 (2) (a) of the statutes is amended to read:
10 118.125 (2) (a) A pupil, or the parent or guardian of a minor pupil, shall, upon
11 request, be shown and pfovided with a copy of the pupil’s pregress pupil records other
12 than the pupil’s behavioral records.
13 SECTION 12. 118.125 (2) (d) of the statutes is renumbered 118.125 (2) (d) 2. and
14 amended to read:
15 118.125 (2) (d) 2. Pupil records shall be made available to persons employed by
16 - the school district which the pupil attends who are required by the department under
17 s. 115.28 (7) to hold a license, law enforcement officers who are individually
18 designated by the school board and assigned to the school district, and other school
19 district officials who have been determined by the school board to have legitimate
20 educational interests, including safety interests, in the pupil records. Law
21 enforcement officers’ records obtained under s. 938.396 (1) (c) 3. shall be made
22 available as provided in s. 118.127. A school board member or an employee of a school
23 district may not be held personally liable for any damages caused by the
24 nondisclosure of any information specified in this paragraph subdivision unless the
25 member or employee acted with actual malice in failing to disclose the information.



2013 - 2014 Legislature -7~ LRgéiigi/;l

ASSEMBLY BILL 618 SECTION 12

A school district may not be held liable for any damages caused by the nondisclosure
of any information specified in this paragraph subdivision unless the school district
or its agent acted with gross negligence or with reckless, wanton, or intentional
misconduct in failing to disclose the information.
SECTION 13. 118.125 (2) (d) 1. of the statutes is created to read:
5 oéh Ju

118.125 (2) (d) 1. In this paragraph, “school district official” exol-udas a

contractor consultant, volunteer, or any other person to whom the school board has

~outsourced school services or functions:?

-~ SECTION 14. 118.125 (2) (g) 2. of the statutes is amended to read

118 125 «2) ( (g) 2. Upoen Except as provided in s. 115.28 (12) {aL&, upon request

by the department t‘h“‘e\s\\o.ol board shall provide the/ﬂ@partment with an;%

/ \
information contained in a pupll reeqx;gl that relate/sto an audit or evaluation of a \
federal or state—supported program or that 1s rEQ mred to determine compliance w1th

requirements under chs. 115 to 121.

SECTION 15. 120.18 (1) (s)6f the statutes is amended t réad;

xcept as provided in s. 115.28 (12) (a) 3., such Sther facts |

ation to the public, private or tribal schools, in the school district

B

120.18 (1) (s)
and statistics in

rtment requires. /

END)

~
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Nonstat File Sequence: A A A

NONSTAT SESSLAW

e

1. In the component bar:

For the action phrase, execute: .............. create — action: —» *NS: — nonstat
For the budget action phrase, execute:........ create — action: — *NS: — 91XX
For a subsection, execute: ................. create — text: - *NS: — sub

For a paragraph, execute: ................. create — text: — *NS: — par

For a subdivision, execute: ................ create — text: — *NS: — subd

For a subdivision paragraph, execute: ...... create — text: — *NS: — subpar

2. Nonstatutory subunits are numbered automatically. Fill in the SECTION # or subsection # only if a
“frozen” number is needed. Below, for the budget, fill in the 9100 department code.

R —— -~ S ——

SECTION # mv/\]. Nonstatutory provisions; ...
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Knepp, Fern /— O‘Qm "

From: Ozalp, Jessica

Sent: Friday, January 31, 2014 3:.07 PM
To: Knepp, Fern

Subject:

ferpa language /45/6{ ﬁ/ %9 S //%/QS;-—

§99.33 What limitations apply to the redisclosure of information?

(a)(1) An educational agency or institution may disclose personally identifiable information from an education record
only on the condition that the party to whom the information is disclosed will not disclose the information to any other party
without the prior consent of the parent or eligible student.

(2) The officers, employees, and agents of a party that receives information under paragraph (a)(1) of this section
may use the information, but only for the purposes for which the disclosure was made.

Jessica E. Ozalp >
Staff Attorney {”?
Wisconsin Legislative Council
Jessica.Ozalp@legis.wisconsin.gov g [ Yz
2
/

(608) 266-2982
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_Igpepp, Fern

From: Ozalp, Jessica

Sent: Friday, January 31, 2014 3:49 PM
To: Knepp, Fern

Subject: suggested language

“Aggregate data” means data collected and/or reported at the group, cohort, or institutional level;

the following exceptions:
(c) a student registers for or takes a national or multistate assessment;

(d) a student voluntarily participates in a program for which such a data transfer is a condition/requirement of
participation;

(f) a student is classified as “migrant” for federal reporting purposes; or ‘tj

(g) a federal agency is performing a compliance review;

Py 1 ;(0
s Ty! can only preve
essica E. Ozalp : /A J[_(/\J
Staff Attorney ﬁ &}/E(l g 4:}‘{ AN L

Wisconsin Legislative Council

Jessica.Qzalp@legis. wisconsin.gov oA > 7 ok \
(608) 266-2982 7L0 cL “%%‘“’ J \
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Knepp, Fern

From: Ozalp, Jessica

Sent: Friday, January 31, 2014 4:20 PM

To: Knepp, Fern

Subject: RE: Need changes to AB618 amendment
Yes, thanks.

From: Knepp, Fern

Sent: Friday, January 31, 2014 4:17 PM

To: Ozalp, Jessica

Subject: RE: Need changes to AB618 amendment

I have a hopefully quick question about the change to s. 118.125 (8). When you said to include “a school” in the
prohibition did you want to include charter schools and/or private schools participating in a choice program?

Fern

From: Ozalp, Jessica

Sent: Friday, January 31, 2014 12:40 PM

To: Kuczenski, Tracy; Knepp, Fern

Subject: RE: Need changes to AB618 amendment

Fern and | talked already, but thanks very much!

From: Kuczenski, Tracy

Sent: Friday, January 31, 2014 12:40 PM

To: Ozalp, Jessica; Knepp, Fern

Subject: RE: Need changes to AB618 amendment

Hi Jessica:-
| can help you with this, but | am scheduled to attend a “webinar” in 20 minutes; can | give you a call when it is done?
Tracy

Tracy K. Kuczenski
Senior Legislative Attorney
Wisconsin Legislative Reference Bureau

tracy.kuczenski@legis.wisconsin.gov
(608) 266-9867

From: Ozalp, Jessica

Sent: Friday, January 31, 2014 12:13 PM

To: Kuczenski, Tracy; Knepp, Fern

Subject: Need changes to AB618 amendment

Hi Fern and Tracy,

I met with Liz in Pridemore’s office today about a PG draft we just received to amend AB 618. She has a couple very
small changes to request and says the committee wants to move quickly so her boss would like it Monday if at all
possible. Sorry for the tight timeframe; | did warn her that everyone’s a bit backed up with lots of rush requests right

1



now. 'm forwarding Peter’s instructions to contact you in his absence on this. Which of you do | get to visit? ©
Jessica

From: Grant, Peter

Sent: Thursday, January 30, 2014 3:37 PM
To: Ozalp, Jessica

Subject: RE: AB618 amendment

Oh...if you need to have changes made to it while I'm gone, or make it introducible, ask Tracy or Fern. And if Pridemore
wants it jacketed so he can introduce it, you'll need to tell Tracy, Fern, or ask our front office to jacket it for him. (They
won’t know who to jacket if for because the requester is LCS.)

From: Ozalp, Jessica

Sent: Thursday, January 30, 2014 3:25 PM
To: Grant, Peter

Subject: RE: AB618 amendment

Hi Peter, so Liz gets this via a separate delivery right? | am just checking if | need to take it to her. Thanks.

From: Grant, Peter

Sent: Wednesday, January 29, 2014 2:32 PM
To: Pusch, Liz; Ozalp, Jessica

Subject: RE: AB618 amendment

Liz, you should have a preliminary draft on Friday.

From: Pusch, Liz

Sent: Wednesday, January 29, 2014 12:36 PM
To: Ozalp, Jessica; Grant, Peter

Subject: AB618 amendment

Good Afternoon,
Thank you for all of the assistance you have provided in drafting this amendment. The Education Committee
was hoping to exec on this bill next week. Would it be possible to have the amendment ready by Friday or Monday?

Lig Pusch

Office of Rep. Don Pridemore
608-267-2367
Liz.Pusch@legis.wi.gov




