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2 cellular/phone by law enforcement without court authorization and providing

3 a penalty.

Analysis by the Legislative Reference Bureau

Current law limits certain interceptions of communications and the use of pen
register or trap and trace devices. This bill prohibits, with certain exceptions, la
enforcement officers from using the mobile tracking features of a cellular, hone or %
other wireless communications device to to identify or track the location of a person,
item, or vehicle without first obtaining a court order authorizing the action.

For further information see the state and local fiscal estimate, which will be
printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 133.(43 (3) of the statutes is amended to read:
134.43 (3) Any person who is the victim of an intrusion of privacy under this

section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible

SO S R

7
under ss. 968.27 to 968-37 968.373.

History: 1981 c.271; 1987 a.399; 1997 a. 191; 2005 a. 155; 2007 a. 20, 42.
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SECTION 2

1 SECTION 2. 968.27 (10) of the statutes is amended to read:

2 968.27 (10) “Investigative or law enforcement officer” means any officer of this
3 state or political subdivision thereof, who is empowered by the laws of this state to
4 conduct investigations of or to make arrests for offenses enumerated in ss. 968.28 to

v
5 968.37 968.373, and any attorney authorized by law to prosecute or participate in the

6 prosecution of those offenses.
7 o 1 cgl;ézrllg; gg l9 8392'3'179937 t)zf'xsz}zxogg;g:futes is cré,ated to read:
8 968.373 Warrant for location information from communications
9 device. (1) DEFINITIONS. In this sec{ion:
(a) “Cellular ﬁl;ne% f;lZludes other wireless communications devices.
11 (b) “Location information” means any information concerning the location of
12 a cellular telephone that is wholly or partly generated by or derived from the mobile
13 tracking features of the cellular telephone.
14 (2) ProHIBITION. Except as provided in sub.v (8), no investigative or law

@ enforcement officer may use location information to identify or track the locationg of

16 a person, vehicle, or item without first obtaining a court order under sut;{ (4).

17 (3) APPLICATION TO USE LOCATION INFORMATION. The attorney general or a district

18 attorney may apply for an order or for an extension of an order under sul;/. (4) that

19 authorizes, in writing, the use of location information to identify or track the location

20 of a person, vehicle, or item. The attorney general or district attorney shall include

21 in the application the identity of the applicant, the identity of the law enforcement ﬁ l ~
@ agency conducting the investigation, an identification of the cellularW €

23 monitored and its owner or possessor, and a certification by the applicant that the

24 information likely to be obtained from the use of the location information is relevant
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SECTION 3

to an ongoing criminal investigation that the law enforcement agency is conducting.
The attorney general or district attorney shall submit the application to the circuit
court of one of the following:

(a) The county in which the investigation is taking place.

(b) The county in which the person, vehicle, or item is located.

v
(4) AUTHORIZATION. (a) Upon receiving an application under sub. (3), the court

J

shall enter an ex parte Jorder authorizing the use of location information to identify
or track the location of a person, vehicle, or item if the court determines that the
applicant has demonstrated that the information likely to be obtained by the use of
the location information is relevant to an ongoing criminal investigation. An order
entered under this pffi'agraph may not authorize the use of location information to
track for more than 90 days.

(b) The court may extend an order under par./ (a) for a period of no more than
90 days upon an application for extension by the attorney general or a district
attorney, subject to the court determination under paf‘f (a).

(¢) An order authorizing the use of location information must direct the
following:

1. That the order be sealed until otherwise ordered by the court.

2. That any person who has been ordered by the court to provide assistance to
the applicant not disclose the existence of the order or of the investigation to any
other person unless ordered by a court.

(d) In addition to any other right to appeal, the state has the right to appeal
from an order denying an application for an order under par. (‘2/1) or (bv), and an appeal
under this par;graph shall be ex parte and in camera in preference to all other

pending appeals in accordance with rules promulgated by the supreme court.
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SECTION 3
(5) AssisTANCE. Upon the request of the attorney general, a district attorney,
or a law enforcement agency authorized under sub. (4) (\:1) or (l;/) to use location w en
information, the court shall order a provider of cellular{phone service or other person
to provide to an investigative or law enforcement officer information, facilities, and
technical assistance to identify or track the location of a person, vehicle, or it;em by
the use of location information. A person who is ordered under this sui;section shall
Dj (6) CONFIDENTIALITY OF INFORMATION. ﬂ‘? Mm/m

| officey who, by any means authorized under this sec‘{ion, obtains location

be compensated for the reasonable expenses incurre

coooqc:cnpéoyww

10 information, or evidence derived from the location mformatlon may not disclose or
prssdat QU{/U}M&
11 use the mformatlon or evidence ob ined except as- follows
(o) o @ on Lo L wné”r‘fa)fww"j
12 e T shé may’di“s‘clo‘S"é"tHé informa 10 n or evidence to another investigative
13 or law enforcement officer to the extent that the disclosure is appropriate to the
14 proper performance of the official duties of the officer making or receiving the

15 disgLos e.

16 -7 ?& ]71’9 or she may use the information or evidence to the extent that the use is

17 appropriate to the prop?r pf:rformance of his or her official duties.

18 /O_)(%A pers;(u;who by any means authorized under &;‘,;ectlon o;tmauu;s&l&:atlc)ﬁ ~ \
19 / information, or evidence derived from the location information, may not dlsclose or //
20 ;\ &he information or evldel}(ie obtamed except while F;;gjtestlmony under oa;h

21 or affirmation in a;y court proceeding or before any magistrate or grand jury.

22 (7) DEFENSE AND IMMUNITY. (a) Good faith reliance on a court order under this

23 secgion constitutes a complete defense to any action brought under this seétion.

24 (b) No cause of action may arise against any grovider of services related to

@ cellular phones, its officers, employees, or agents or ather persons specified in the
i He o4 she o dustlooi
e nfzféh ralien @ ppidine e
‘{,4‘/94!‘/41{

tele”
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SECTION 3

v
court order under sub. (5) for providing information, facilities, or assistance in

accordance with the terms of a court order under subt, (5).

(8) EXCEPTION. (a) The prohibition in su{). (2) does not apply if a law
enforcement officer uses location information to identify or track the location of a
person, vehicle, or item if any of the following applies:

1. The person is reported missing or the vehicle or item is reported stolen by
the owner.

2. An immediate, life~threatening emergency is occurring or imminent and the
use of the location information is relevant to preventing or minimizing the
emergency or its impact.

(b) If a law enforcement or investigative officer uses location information as
provided under par. (a‘)/ 2., the officer shall apply for a warrant under sugf (3) as soon
as practicable. If the judge finds that an immediate, life-threatening emergency did
not occur or was not imminent and declines to provide authorization under suB’. (4),
any evidence obtained is not admissible in a criminal action.

(9) PENALTY. (a) Whoever knowingly violates sub{(2) may be fined not more
than $10,000 or imprisoned for not more than 9 months or both.

(b) Any device used in violation of sub{ (2) may be seized as contraband by any
law enforcemenf:, officer and forfeited to this state in an action by the department of
justice under ch. 778.

SECTION 4. 99&’50 (7) of the statutes is amended to read:

995.50 (7) No action for invasion of privacy may be maintained under this

section if the claim is based on an act which is permissible under ss. 196.63 or 968.27

J
to 968.37 968.373.

History: 1977 c. 176; 1987 a. 399; 1991 a. 294; 2001 a. 33; 2005 a. 155 s. 51; Stats. 2005 s. 995.50.
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SECTION 5

1 SEcTION 5. Initial applicability.

2 (1) This act first applies to the use of location information on the effective date
3 of this subs\:ection.

4 (END)



Modifications to Cell Tracking Draft LRB-2077/p1

All changes from the original LRB draft are highlighted in yellow.

SECTION 1. 134.43 (3) of the statutes is amended to read:

134.43 (8) Any person who is the victim of an intrusion of privacy under this section is entitled
to relief under s. 995.50 (1) and (4) unless the act is permissible under ss. 968.27 to 96837
968.373.

SECTION 2. 968.27 (10) of the statutes is amended to read:

968.27 (10) "Investigative or law enforcement officer" means any officer of this state or
political subdivision thereof, who is empowered by the laws of this state to conduct
investigations of or to make arrests for offenses enumerated in ss. 968.28 to 96837 968.373, and
any attorney authorized by law to prosecute or participate in the prosecution of those offenses.

SECTION 3. 968.373 of the statutes is created to read:

968.373 Warrant for location information from communications device. (1) DEFINITIONS. In
this section:

Note: I changed this definition from (1)(a) The term “wireless communications” has no
meaning under state or federal electronic surveillance laws. In fact, the term cellular
telephone is not defined either. So I think the focus should be on what kinds of devices
we are talking about: devices that transmit wire and electronic communications s.
968.27. 1 believe that this definition would then get at technologies beyond cellular
technologies such as satellite phones. We don’t have the ability to track those now but it
provides guidance in the future.

(b) Location information" means any information concerning the location of a cellular telephone
that is wholly or partly generated by or derived from the mobile tracking features of the cellular
telephone.

(2) PROHIBITION. Except as provided in sub. (8), no investigative or law enforcement officer
may use location information to identify or track the location of a person, vehicle, or item
without first obtaining a court order under sub. (4).



(3) APPLICATION. Upon the request of th
enforcement officer may apply to a judge for
information to identify or track the location of a pers :
under oath or affirmation, may be in wmmg or orally, an
information and belief. The application shall:

Note: The drafter used the pen register/trap & trace statute as a model. However, |
believe that this should be treated as a warrant based on the higher probable cause
standard. By drafting (3) in this manner (see e.g. 5. 968.375), we eliminate the need for
much of the language in (4). Further, we need to call this a warrant for purposes of
obtaining compliance assistance from phone companies. National phone companies are
no longer providing locational data in response to a subpoena. They insist on a warrant
that complies with the ECPA (18 USC 2703). So far, the providers have been responding
to 5. 968.375 warrants for other types of provider records because they believe that
section complies with federal law. So it is best to track our current statute.

I have eliminated the geographical restrictions on the locations of the courts that can
issue these orders. As a practical matter, local agencies working on an investigation in
their county will go to local judges. Search warrants, which are far more intrusive, have
no such restrictions. A judge can issue a warrant for anywhere in the state.  In addition,
this helps our DCI agents who are not always conveniently located to the county of
investigation.

! Officers do not need a prosecutor’s approval to obtain a search warrant. And certainly installation of a tracking
device results in the seizure of information less personal than that than can be obtained through a search warrant at a
house. However, we have imposed requirements for prosecutorial oversight in a number of areas involving
intrusions less invasive than a search warrant including subpoenas for records under §968.135 & §968.375, and pen
register/trap & trace requests under §§968.35-.36.



identify or track the location of a pcrson
satisfies the requirements in sub. (2).

a period to exceed 60 days. The cour
upon the request of the at

3).

Note: The purpose of (4) is to specify the length of the order. The 60 days here would
dovetail our pen register and trap & trace statute. Why is this important? We often
utilize both cell tracking and pen register/trap & trace orders at the same time. So it
would make sense to have a common 60 day time limit for both. To renew the request,
the prosecutor would have to make a new probable cause showing.

the request, application, or other i |
clerk or made public until the wa
may issue an order sealing the orde;

Note: I adopted our secrecy language from s. 968.375.

(4)(d) In addition to any other right to appeal, the state has the right to appeal from an order
denying an application for a warrant under this section, and an appeal under this paragraph shall
be ex parte and in camera in preference to all other pending appeals in accordance with rules
promulgated by the Supreme Court.

Note: I have retained this language on the right to an appeal. However, I do not believe it
is necessary. I believe we would have the right to appeal a circuit court’s decision.

(5) ASSISTANCE. Upon the request of the attorney general, a district attorney, or a law
enforcement agency authorized under sub. (4) to use location information, shall order a provider
of eellular—telephone electronic communication service or other person to provide to an
investigative or law enforcement officer information, facilities, and technical assistance to
identify or track the location of a person, vehicle, or item by the use of location information. A
person who is ordered under this subsection shall be compensated for the reasonable expenses
incurred.

Note: Use the term electronic communication service. See s. 968.27(5). It captures not
Just cellular telephone providers but providers of any other kind of technology in which
communicalions are sent.

? We discussed whether we should have a provision requiring law enforcement to serve a copy of the order on the
suspect after its execution is completed. We do not in the pen register/trap & trace statute or in our s. 968.375
statute. But we do in the wiretap statute.



ion information is exempt from disclosure under s. 19.35(1).

Note: The language in (6) derives from our wiretap law in s. 968.29. That language is
intended to protect the dissemination of communications. This order does not involve the
interception of confidential communications. As such, it is not appropriate to impose a
requirement parallel to Wis. Stat. s. 968.29. Instead, I believe we can generally protect

these records from release by expressly exempting them from disclosure under
5.19.35/.36.

(7) DEFENSE AND IMMUNITY. (a) Geed-faith-reliance-on-a-court-order-underthis-seetion

Note: [ would rewrite (7)(a) on immunity and adopt the language we use in s.
968.375(13). I would retain (7)(b) on defense.

(b) No cause of action may arise against any provider of electroni

serviees-related-to-eellulartelephenes, its officers, employees, or agents or other persons

specified in the court order under sub. (5) for providing information, facilities, or assistance in
accordance with the terms of a court order under sub, (5).

Note: Use the term electronic communication service. See s. 968.27(3).
(8) EXCEPTION. (a) The prohibition in sub. (2) does not apply if a law enforcement officer

uses location information to identify or track the location of a person, vehicle, or item if any of
the following applies:



1. The person is reported missing

hysi

Note: I am adding a requirement that there be a reasonable concern for a person’s
physical or mental health or safety. Why? I am concerned that a “person is reported
missing” could swallow up the whole. Some people may deliberately choose to
disappear. We should only use this technology for purposes of locating persons when
there is a reasonable concerns for that person’s safety.

Note: Instead of using the drafted language, I used language from 18 USC 2702 that is
also incorporated in to s. 968.375(15). I think it is important to tie in to federal language
governing these issues so that we have a body of case law to help guide courts and law

enforcement in the future.

tem is reported stolen by the owner.

Note: I took the last clause in (a)l and inserted it in (a)3. because that section deals with
property as opposed to people. I do have one concern for this section. Under the law, if
a person takes a stolen item in to a place where he or she has an expectation of privacy,
law enforcement would require a warrant to locate it. Why? The location of that device
(e.g an I-Pad) in a specific location is really disclosing something about a place where a
person has a reasonable expectation of privacy. Thus, while the thief may not have an
expectation of privacy with respect to the device that he stole, he may have an
expectation of privacy where it is located. I just don't know where our court is going to
come down on that. In the case of stolen vehicles, I am less concerned because chances
are it won't be pul in (o a place where it could be hidden from public view (except for a
garage).

Note: Iwould eliminate the afier the fact warrant requirement under (8)(b) for any
(8)(a)2. situation. Under exigent circumstances law, we do not need a warrant.
However, in order to use the evidence in court, we would have to demonstrate that the
circumstances were exigent. If the state could not demonstrate the exigency in court,
then the court would be obligated under 4th amendment to suppress the evidence. Under
these circumstances, both sentences in (b) are unnecessary. Further, in many emergency
situations in which we are trying to locate a person, we may not be able to articulate that



a crime is occurring. The law does not require PC when law enforcement is looking for a
person whose health/life is threatened and it is not the result of a crime. If the legislator
wants lo retain the first sentence of (8)(b), then we would have to draft an even broader
definition of PC to include noncrime situations in which life/death are imminent.

(9) PENALTY. (a) Whoever knowingly violates sub. (2) may be fined not more than $10,000 or
imprisoned for not more than 9 months or both.

(b) Any device used in violation of sub. (2) may be seized as contraband by any law nforcement
ofﬁcer,and forfeited to this state in an action by the department of justice under ek—778 Wis.

SECTION 4. 995.50 (7) of the statutes is amended to read:
995.50 (7) No action for invasion of privacy may be maintained under this section if the claim is
based on an act which is permissible under ss. 196.63 or 968.27 3 to 968.37 968.373.

Because this is a warrant, we should also add some provisions present in our s. 968.375
warrant process as well as our standard warrant process:

Note: By requiring law enforcement to return these to the circuit court, it allows the
courts and the public to track law enforcement use of this technology. This tracks
§968.375.

INICA RREGULARITIES Evidence disclosed under a warrant xssned under
’ \essed becanse of technical irre gulantxes or errors not
cting the suhstantxal rights of the defendant.

Note: This tracks §968.375. Alternatively, we could use the following language “( )4
court. shall not exclude evidence obtained in violation of this section unless its exclusion
is required by the United States Constitution or the Wisconsin Constitution. *

Finally, this bill is primarily concerned with using tracking technology to proactively
locate a telephone. It does not provide any guidance with respect to historic cell site
location data. We believe that Wis. Stat. s. 968.375 already authorizes obtaining use of
this data through the subpoena/warrant process. However, some legislative proposals
have been floated at the federal level that would amend federal law and incorporate a



warrant requirement. To avoid any issues under state law, the Legislature should amend
Wis. Stat. 5. 968.375 to require a warrant (rather than a subpoena) to obtain
locational/cell-site data.

created as follows:

that identifies the location of a device used to transmit
Imunications.



State of Wisconsin
2013 - 2014 LEGISLATURE
LRB-2077/P1

' CMH:eev:ph
_~—

A
]

1 AN ACT to amend 134.43 (3), 968.27 (10) and 995.50 (7); and to create 968.373

2 of the statutes; relating to: prohibition on the use of location information from
3 a cellular telephone by law enforcement without court authorizatiqﬁ “and
4 providing a penalty. a ol (et

Analysis by the Legislative Reference Bureau

Current law limits certain interceptions of communications and the use of pen
register or trap and trace devices. This bill prohibits, with certain exceptions, law
enforcement officers from using the mobile tracking features of a cellular telephone
or other wireless communications device to to identify or track the location of a
person, item, or vehicle without first obtaining( court ordenj#fithorizing the action.

For further information see the state and local fiscal(estimate, which will be

printed as an appendix to this bill.
i

sen(c}zte and assembly, do

enact as follows: @ma Cooct G wwﬂawi/ o

¥
5 SECTION 1. 134.43 (3) of the statutes is amended to read:

The people of the state of Wisconsin, represe
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SECTION 1

134.43 (3) Any person who is the victim of an intrusion of privacy under this
section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible
under ss. 968.27 to 968.37 965\/.373.

SECTION 2. 96&27 (10) of the statutes is amended to read:

968.27 (10) “Investigative or law enforcement officer” means any officer of this
state or political subdivision thereof, who is empowered by the laws of this state to
conduct investigations of or to make arrests for offenses enumerated in ss. 968.28 to
968.37 968\./37 3, and any attorney authorized by law to prosecute or participate in the
prosecution of those offenses.

v
SECTION 3. 968.373 of the statutes is crez‘:{ted to read:

968.373 Warrant for location information from commumcatlons

naf

O ”{/(p"

device. (1) DEFINITIONS. In this section: ka(} 2! M }; Mw* W 7o %}g}f" /

ok
(a) “Cellular telephone” includes 6'tieifwlrelessiéommumcat1ons @@w o,
(b) “Location information” means any information concerning the location of
a cellular telephone that is wholly or partly generated by or derived from the mobile
tracking features of the cellular telephone.

14
(2) PrOHIBITION. Except as provided in sub. (8), no investigative or law

enforcement officer may use location information to identify or track the location of

wartinty
a person, vehicle, or item without first obtaining a €ourt ordenfunder sub. (4).

20
21
22
23
24
25

(3) APPLICATION TO USE LOCATION INFORMATION The attorney general or a district

6,{ [ Iy S v " {/{ WM (G N
attorney may»wapply for an oﬁ%r for an extensmn L of dn g:orgebéxnder sub. (4) that

of a person, vehicle, or 1te9/The attorney genera“I wdlstrlct attorney shall include
in the application the identity of the applicant, the identity of the law enforcement

agency conducting the investigation, an identification of the cellular telephone to be



The attorney general or distri
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monitored and its owner or possessor, and a certification by the applicant that the
information likely to be obtained from the use of the loeation information is relevant
to an ongoing criminal investigation that aw enforcement agency is conducting.

torney shall submit the application to the circuit

< ZBJ The county in which the person, vehicle, or item is located.

(4) AUTHORIZATION (a) Upon receiving an application under sub. (3), the court
shall enter af} ex parte order authorizing the use of location information to identify
or track the locz\{m\)n of a person, vehicle, or item if the court determines that the

applicant has demopstrated that the information likely to be obtained by the use of
:“h‘s\ B
the location informatidﬁ is relevant to an ongoing criminal investigation. An order
R >
RN -
entered under this paragraﬁh‘%may not authgrize the use of location information to
-

=,
%,

track for more than 90 days. \

(b) The court may extend a 5 der under par. (a) for a period of no more than
90 days upon an application” for exteﬁelon by the attorney general or a district
attorney, subject to the /zﬁurt determmatlon under par (a)

(¢) An ordex/lthonzmg the use of locatlon 1nformat10n must direct the

\Vx
\

following: S/

1. That the order be sealed until otherwise orde;éd by the coﬁf‘t
. That any person who has been ordered by the court to prov1de aSSIStance to
e applicant not disclose the existence of the order or of the mvestlgatlon to any

other person unless ordered by a court.

s A

(ﬁ) In addltlon to any other ngh:tfto appeal, the state has the nght to appeal

/ [




2013 - 2014 Legislature -4 - LRB-2077/P1

CMH:eev:ph
SECTION 3
1 under this paragra and in camera in preference to all other
2 pending appeals in accordance with rules promulgated by the supreme court. .
3 (6) AsSISTANCE. Upon the request of the attorney general, a district attorney,
e whehrt 1554 vd
4

or a law enforcement agency authorizedl{ under sub. (4) (@) or (b) to use location
ele ctiont (&mfruml(mf!g-r'x

5 information, the court shall order a provider of ¢éllular telephony/service or other
>

\/\’7 6 person to provide to an investigative or law enforcement officer information,
7 facilities, and technical assistance to identify or track the location of a person,
8 vehicle, or item by the use of location information. A person who is ordered under
9 this subs;ction shall be compensated for the reasonable expenses incurred. ﬁ
0 /(;;; CONFIDENTIALITYVCV)IVZ‘ IQEORQTIGN. AperS(;nwho,by any ﬁi;aans authorizeciiw :

11 / under this section, obtains location information, or evidence derived from the

12 / location information, may not disclose or use the information or evidence obtained

13 except as follows: ;

14 f’ (a) If the person is an investigative or law enforcement officer, he or she may i
15 ; disclose the information or evidence to another investigative or law enforcement §
16 ' officer to the extent that the disclosure is appropriate to the proper performance of ’
17 i the official duties of the officer making or receiving the disclosure. t
18 ‘ (b) If the person is an investigative or law enforcement officer, he or she may z
19 use the information or evidence to the extent that the use is appropriate to the proper E
20 ‘ performance of his or her official duties. E
21 | (c) He or she may disclose the information or evidence while giving testimony ;
2 under oath or affirmation in any court proceeding or before any magistrate or grand //Q B

23 jury

(7) DEFENSE AND IMMUNITY. (a)

RRSUVUIURUP—— T
A—\\/
S

ood faith reliance on a court order under this
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1 (b) No cause of actlonknay arise against any provider of /semce&élh‘éed\jo
@ c r/tel its officers \‘e\mployees or agents or other persons specified in the

@ court order under sub. (5), for providing information, facilities, or assistance in
)

v /

4 accordance with the terms of a court\order under sub. (5). /
M S sy e . v T W.V
' 5 (8) EXCEPTION.((a)) The prohibition in sub. (2) does not apply if a law
(e n}
_ >/ 6 enforcement officer uses location information to identify or track the location of a
~) - t ., .
7 person vehicle, or item if any of the following applies: N
8 ( @ The person is reported mlss%ehlcle or item is reported stoi;l\b\y\‘ R
LA ¢
9 “the owner. S
\\Mﬂ/ 1WND vm%o\&rﬁer O@df&ﬂﬂ O SErdvS T\
10 J An @edlate life—threatenin mergenc;ﬂwocemmg»or imminent-and-the
M‘ A o any  prawon Lpds ond thees he dewtdn ol in o p

11 ,Z»/\use of the location information is relevant to preventing/or gangmizmgf the

,,,,,,,, P
Gt ot éﬁﬁ)

12

(. S
13 ~(b) If a law’enforcement or investigative ‘officer uses location 1nformat10n as

14 provided under par. (a) 2., the officer shall apply for a warrant under sub. (3) as soon
15 as practicable. If the judge finds that an immediate, life-threatening emergency did ,f/
16 not occur or was not imminent and declines to provide authorization under sub. (4),
17 any e eV1dence obtamed is not admissible in a criminal action.
__________________________________________ B
18 (9) PeENALTY. (a) Whoever knowingly violates sub. (2) may be fined not more
19 than $10,000 or imprisoned for not more than 9 months or both.
v
20 (b) Any device used in violation of sub. (2) may be seized as contraband by any
21 law enforcement officer and forfeited to this state in an action by the department of
J —_
. 5,473,015
22 justice under 4 2
E M,
23 SECTION 4. 995.50 (7) of the statutes is amended to read:
{
U
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SECTION 4
995.50 (7) No action for invasion of privacy may be maintained under this
section if the claim is based on an act which is permissible under ss. 196.63 or 968.27
to 968.37 Q_@é_ﬁ’]_ﬁ
SECTION 5. Initial applicability.
(1) This act first applies to the use of location information on the effective date
of this subséction.

(END)
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Insert A '*Fjl“

An officer who vioéﬁéé;he prohibition is subject to a fine of not more than
$10,000, imprisonment 6fnot more than nine months, or both. This bill also creates
a process by which a law enforcement officer may apply to a court for such a warrant.

Insert 4-3

(8) APPLICATION FOR WARRANT. Upon the request of a district attorney or the
attorney general, a law enforcement officer may apply to a judge for a warrant
authorizing the use of location information to identify or track the location of a
person, vehicle, or item. The application shall be under oath or affirmation, may be
in writing or oral@;{l may be based upon personal knowledge or information and
belief. In the application, the law enforcement officer shall do all of the following:

(a) Identify the person, vehicle, or item to be located.

(b) If the application is to track a vehicle or item, identify, if known, the owners
or possessors of the vehicle or item to be located.

(c) Identify, if known, the person who is the subject of the investigation.

(d) Provide a statement of the criminal offense to which the information likely
to be obtained relates. fo belheve

(e) Provide a statement thiat sets forth facts and circumstances that provide the
applicant with probable cause|the @g'i?ninal activity has been, is, or will be in
progress and that the use of the location information will yield information relevant
to an ongoing criminal investigation.

(4) WARRANT. A judge shall issue a warrant authorizing the use of location
information to identify or track the location of a person, vehicle, or item if the judge

v
finds that the application satisfies the requirements under sub. (3). A warrant
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issued under this subsgc’cion may not authorize the use of location information for
a period that exceeds 60 days. A judge may extend the authorized period by up to
60 days upon the request of the attorney general or a district attorney if the request
satisfies the requirements under sub.‘, (3).

(4m) SECRECY. A warrant under sub.v(4) shall be issued with all practicable
secrecy and the request, application, or other information upon which the warrant
is based may not be filed with the clerk or made public until the warrant has been
executed and returned to the court. The judge may issue an order sealing the
application, request, or other information upon which the warrant is based. The
judge may issue an order prohibiting any person who has been ordered by the judge

to provide assistance to the applicant not to disclose the existence of the warrant or

of the investigation to any other person unless ordered by a judge.

Insert 4-23

(6) EXEMPT FROM DISCLOSURE. Location information is not subject to the right
of inspection and copying under s. 19.35 (D).

(6m) RETURN. A warrant issued under sub‘./(él) shall be returned to the court
not later than 5 days after the records or information described in the warrant are
received by the attorney general, district attorney, or law enforcement agency,

whichever is designated in the warrant.

Insert 4-24
. v, .
A person on whom a warrant issued under sub. (4) is served is immune from
civil liability for acts or omissions in providing records or information, facilities, or

assistance in accordance with the terms of the warrant.
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Insert 5-5
(7m) TECHNICAL IRREGULARITIES. Evidence disclosed under a warrant issued

under sub. (4) may not be suppressed because of technical irregularities or errors not

affecting the substantial rights of the defendant.

Insert 5-8
and there are reasonable concerns for the person’s physical or mental health

and safety

Insert 5-23
SEcCTION 1. 968.375 (4) (¢) of the statutes is créated to read:
968.375 (4) (¢) A record or information that identifies the location of a device

used to transmit electronic or wire communications.




Comments to consider:

e 968.27(10) limits the officers and prosecutors who can seek this warrant to those who can
arrest or prosecute for “offenses enumerated in ss. 968.28 to 968.373.” 968.28 may be
the only one of those statutes that contain any specific “enumeration” of the offenses for
which the process (wiretap) can be used — and that is because the use of that technique is
supposed to be limited to only certain categories of offenses. Pen registers/Traps, the Y
proposed warrant under 968.373, and subpoenas/warrants in 968.135, 968.375, and ‘ /
068.12 are not limited at all — they can be used in all criminal investigations regardless of"
the offense being investigated. The draft could just read *.. .who is empowered by the
laws of this state to conduct investigations of or make arrests for any crime ...”.

e Throughout 968.373, the phrase “... authorizing the use of location informationto
identify or track ...” is used. No other warrant or subpoena provision uses that
language. The draft could read “... authorizing the receipt of...” at each point.

e In 968.373(4), there is language about the 60 day limit on the length of the initial warrant
and the extension of it. It may suggest that only one 60 day extension can be
had. Language similar to existing 968.28(5) and 968.36(3) and (4) may be more clear,
like:

e

“The warrant shall authorize the receipt of the location information /
for a period not to exceed 60 days from the earlier of the date on

which the investigative or law enforcement officer or attorney first

begins to receive the location information under this warrant or ten

(10) days after the warrant is issued. Extensions of the period

within which the location information is authorized to be received

may be granted but only upon the request of the attorney general or

a district attorney and only if the request satisfies the requirements

set forth in sub. (3). Any extension may be for a period not to

exceed 60 days.”

e 968.373(5) provides that “A person who is ordered under this subsectiop»éhall be
compensated ...”. Consider inserting the phrase “to assist” so it rea‘c}s/’“A person who is
ordered to assist under this subsection ...”.

e 968.373(8) set out the “emergency” exception. The exception may be interpreted only to
provide sanctuary for an officer who “uses” (or receives) location information in
violation of the general prohibition against doing so without a warrant. That’s fine. But
language may also be needed to specifically permit the provider to disclose the location
information in an emergency. The officer can’t receive/use it until the provider agrees to
give it to them without a warrant. The language in 968.375(15)(b) can be used for that
purpose. The “consent” exception in 968.375(15)(a) may also be authorized here.




e Since many of these providers will be out of the state, you may want to consider a “long-
arm” jurisdictional provision like in 968.375(2).

Add in a deletion of evidence provision

(b) The attorney general, a law enforcement agency, or a district attorney that
obtains under this section location information, or evidence derived from the location
information, shall destroy any location information or evidence derived from it if the
trial court reaches final disposition for all charges in connection with the
investigation that was the subject of the order under sub. (4) and no person was
adjudged guilty of a crime in connection with the investigation.
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1 AN ACT to amend 134.43 (3), 968.27 (10) and 995.50 (7); and #o creat¢ 968.373

2 and 968.375 (4) (¢) of the statutes; relating to: prohibition on the@ of location
3 information from a cellular telephone by law enforcement without a warrant
4 and providing a penalty.

Analysis by the Legislative Reference Bureau

Current law limits certain interceptions of commu#rications and the use of pen
register or trap and trace devices. This bill prohibijts, with certain exceptions, law
enforcement officers from using the mobile trackifig features of a cellular telephone
or other wireless communications device to/tg identify or track the location of a*
person, item, or vehicle without first obtaining from a court a warrant authorizing
the action. An officer who violates the prohibition is subject to a fine of not more than
$10,000, imprisonment for not more than nine months, or both. This bill also creates
a process by which a law enforcement officer may apply to a court for such a warrant.

For further information see the state and local fiscal estimate, which will be
printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

5 SECTION 1. 134.43 (8) of the statutes is amended to read:
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SECTION 1
1 134.43 (3) Any person who is the victim of an intrusion of privacy under this
2 section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible
3 under ss. 968.27 to 968.37 968.373.
4 SECTION 2. 968.27 (10) of the statutes is amended to read:
5 968.27 (10) “Investigative or law enforcement officer” means any officer of this
6 state or political subdivision thereof, who is empowered by the laws of this state to

2 | &
LT conduct investigations of or to make arrests for eftfease&efmra\t(ed-ms—gég—%ﬁﬁ—“

/ yolahora o Aw Jaws ot w0 0 ¢ alihed o O L

x\ 8 968731((88.37 Land any attorney authorized by law to prosecute or participate in the
\9 prosecution of those offenses.
10 SECTION 3. 968.373 of the statutes is created to read:
11 968.373 Warrant for location information from communications
12 device. (1) DEFINITIONS. In this section:
13 (a) “Cellular telephone” includes any wireless or mobile device that transmits
14 wire or electronic communications.
15 (b) “Location information” means any information concerning the location of
16 a cellular telephone that is wholly or partly generated by or derived from the mobile
17 tracking features of the cellular telephone.
18 (2) PROHIBITION. Except as provided in sub. (8), no investigative or law

fecelve
19 enforcement officer may@sﬁ@)cation information to identify or track the location of

G

20 a person, vehicle, or item without first obtaining a warrant under sub. (4).

(3) APPLICATION FOR WARRANT. Upon the request of a district attorney or the
G aves tganv e of

22 attorney general, 4 law enforcement officer may apply to a judge for a warrant
i recespt

authorizing the Q@ééf location information to identify or track the location of a

03

24 person, vehicle, or item. The application shall be under oath or affirmation, may be
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SECTION 3

in writing or oral, and may be based upon personal knowledge or information and
&‘ﬂv{/agbéaﬁ ye O
belief. In the application, the[law enforcement officer shall do all of the following:

(a) Identify the person, vehicle, or item to be located.

(b) If the application is to track a vehicle or item, identify, if known, the owners
or possessors of the vehicle or item to be located.

(¢) Identify, if known, the person who is the subject of the investigation.

(d) Provide a statement of the criminal offense to which the information likely

to be obtained relates.

(e) Provide a statement that sets forth facts and circumstances that provide the

applicant with probable cause to believ% ?he criminal activity has been, is, or will be
feceiy
in progress and that the @sééf the location information will yield information

of

relevant to an ongoing criminal investigation. écf,“

¢

(4) WARRANT. A judge shall issue a warrant authorizing the(ﬁ\séf)f location
information to identify or track the location of a person, vehicle, or item if the judge
finds that the application satisfies the requirements under su?p. (3). A warrant

(ccdé@
issued under this subsection may not authorize the @ fof location information for

a period that exceeds 60 days. A judge may extend the authorized peﬁod@

@(\)‘ days upon the request of the attorney general or a district attorney if the request

[g_,oa« Sry emocorr masy Nt &;;JU .
(oD dayn bt v

(4m) SECRECY. A warrant under sub. (4) shall be issued with all practicable nw’f/‘

it |

secrecy and the request, application, or other information upon which the warrant "

satisfies the requirements under sub. (3).

is based may not be filed with the clerk or made public until the warrant has been
executed and returned to the court. The judge may issue an order sealing the y i
application, request, or other information upon which the warrant is based. The

judge may issue an order prohibiting any person who has been ordered by the judg

o) S
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1 to provide assistance to the applicant not to disclose the existence of the warrant or
2 of the investigation to any other person unless ordered by a judge.
3 (5) AssiSTANCE. Upon the request of the attorney general, a district attorney,
N
@ or a law enforcement agency authorized by a warrant issued under sub. (4) to @

location information, the court shall order a provider of electronic communication

service or other person to provide to an investigative or law enforcement officer
information, facilities, and technical assistance to identify or track the location of a

N L
person, vehicle, or item by the u?é of location information. A person who is ordered

e

e e T T
under this subsection @ be compensated for the reasonable expenses jnc red.

)
@ 6) m@mmoﬁbzmsmgL

%N,pzl,g)@mﬂﬁ'ur\?‘ oF \W¥e Ry &= ?vwid(’; .
'oca)tion information is not subject to the right Gobsrs 107
(o
11 of inspection and copying under s. 19.35 (1). )

(6m) RETURN. A warrant issued under sub. (4) shall be returned to the court
not later than 5 days after the records or information described in the warrant are

received by the attorney general, district attorney, or law enforcement agency,

15 whichever is designated in the warrant.

16 (7) DEFENSE AND IMMUNITY. (a) A person on whom a warrant issued under sub.
17 (4) is served is immune from civil liability for acts or omissions in providing records
18 or information, facilities, or assistance in accordance with the terms of the warrant.
19 (b) No cause of action may arise against any provider of electronic
20 communication service, or its officers, employees, or agents or other persons specified
21 in the court order under sub. (5), for providing information, facilities, or assistance
22 in accordance with the terms of a court order under sub. (5).

23 (7m) TECHNICAL IRREGULARITIES. Evidence disclosed under a warrant issued
24 under sub. (4) may not be suppressed because of technical irregularities or errors not

25 affecting the substantial rights of the defendant.
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(8) EXCEPTION. KI'he prohibition in sub. (2) does not apply ﬁa law enforcement
WM A LCLUUMA)
officer n%éiocation information to identify or track the location of a person, vehicle,

or item if any of the following applies:

D
@
3
@ é% Tile person is reported missing and there are reasonable concerns for the
5 person’s physical or mental health and safety.
@ ( An emergency involving danger of death or serious physical injury to any
@ person exists and the 1&#/3’? the location information is relevant to preventing the
8 death or injury or to mitigating the injury.
@e vehicle or item is reported stolen by the owner.

(9) PeNALTY. (a) Whoever knowingly violates sub. (2) may be fined not more

than $10,000 or imprisoned for not more than 9 months or both.

(b) Any device used in violation of sub. (2) may be seized as contraband by any

13 law enforcement officer and forfeited to this state in an action by the department of

14 justice under s. 973.075.

15 SECTION 4. 968.375 (4) (c) of the statutes is created to read:

16 968.375 (4) (c) A record or information that identifies the location of a device
17 used to transmit electronic or wire communications.

18 SECTION 5. 995.50 (7) of the statutes is amended to read:

19 995.50 (7) No action for invasion of privacy may be maintained under this
20 section if the claim is based on an act which is permissible under ss. 196.63 or 968.27

21 to 96837 968.373.

22 SECTION 6. Initial applicability. NWAP(
23 (1) This act first applies to the of location information on the effective date
24 of this subsection.

25 (END)
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Insert 4-12

(i)) The attorney general, a law enforcement agency, or a district attorney that
obtains under this segtion location information, or evidence derived from the location
information, shall destroy any location information or evidence derived from it if the
trial court reaches final disposition for all charges in connection with the
investigation that was the subject of the under sub.v (4) and no person was

warrant
adjudged guilty of a crime in connection with the investigation.

Insert 5-10

(b) A provider of electronic communication service may disclose the location
information of a customer or subscriber without a warrant if any of the following
applies:

1. The customer or subscriber provides consent for the particular disclosure.

2. A law enforcement agency has informed the provider of the electronic
communication service that a person is reported missing, that there are reasonable
concerns for the person’s physical or mental health and safety, and that the
disclosure of the location information will aid the law enforcement agency in finding
the person.

3. The provider of electronic communication service believes in good faith that
an emergency involving the danger of death or serious physical injury to any person
exists and that disclosure of the location information is relevant to preventing the

death or injury or to mitigating the injury.
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(8m) JurispIicTION. For purposes of this segtion, a person is considered to be
doing business in this state and is subject to service and execution of process from
this state, if the person makes a contract with or engages in a terms of service
agreement with any other person, whether or not the other person is a resident of this
state, and any part of the performance of the contract or provision of service takes

place within this state on any occasion.




Hanaman, Cathlene

From: Pratt, Phillip

Sent: Tuesday, October 29, 2013 2:48 PM

To: Hanaman, Cathlene

Subject: FW: tracking

Attachments: 13-2077_P3_dvi_edits_10-10-13 MGS edits.docx
Cathlene,

Attached is a document containing revisions to LRB 2077. Could you apply these revisions that are highlighted in yellow,
green and red text? The text in purple/pink should be deleted as we would no longer like to include those provisions.
Finally, we would like to remove criminal penalty, 9(a), from the bill.

Would you be able to provide us with a new copy by the end of the day today/early tomorrow?

Thanks for all of your help with this.

Best Regards,

Phillip Pratt

Legislative Assistant

Office of State Representative Rob Hutton
13™ Assembly District

State Capitol, Room 3 North

(608) 267-9837
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AN ACT to amend 134.43 (3), 968.27 (10) and 995.50 (7); and to create 968.373
and 968.375 (4) (c) of the statutes; relating to: prohibition on the receipt of
location information from a cellular telephone by law enforcement without a

warrant and providing a penalty.

Analysis by the Legislative Reference Bureau

Current law limits certain interceptions of communications and the use of pen
register or trap and trace devices. This bill prohibits, with certain exceptions, law
enforcement officers from using-the-meobile tracking 'eatures—of a cellular telephone
or other wireless communications device to identify or track the location of a person,
item, or vehicle without first obtaining from a court a warrant authorizing the action.
An officer who violates the prohibition is subject to a fine of not more than $10,000,
imprisonment for not more than nine months, or both. This bill also creates a process
by which a law enforcement officer may apply to a court for such a warrant.

For further information see the state and local fiscal estimate, which will be
printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SectioN 1. 134.43 (3) of the statutes is amended to read:
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SECTION 1
1 134.43 (3) Any person who is the victim of an intrusion of privacy under this
2 section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible
3 under ss. 968.27 to 968-37 968.373.
4 SECTION 2. 968.27 (10) of the statutes is amended to read:
5 968.27 (10) “Investigative or law enforcement officer” means any officer of this
6 state or political subdivision thereof, who is empowered by the laws of this state to
7 conduct investigations of or to make arrests for offenses-enumerated-in-s5-968-28-to
8 968.37 violations of the laws that he or she is employed to enforce, and any attorney
9 authorized by law to prosecute or participate in the prosecution of those offenses.
10 SecTION 3. 968.373 of the statutes is created to read:
1 968.373 Warrant for location information from communications
12 device. (1) DeriniTiONs. In this section:
13 (a) “Cellulartelephone-Communications device” includes any wireless or
mobile
14 device that transmits wire or electronic communications.
15 (b) “Location information”™ means any information concerning the location of

16 sre-communications device that-is-wholly—or partly-generate

18 (2) ProniBITION. Except as provided in sub. (8), no investigative or law
19 enforcement officer may receive location information to identify or track the location
20 of a pers communications device without first obtaining a warrant

under sub. (4) Loéé‘\t\ibﬁﬂihfd;rﬁahtibh received pursuant to a warrant under sub. (4) may be
disclosed to other investigative or law enforcement officers.

21 (3) APPLICATION FOR WARRANT. Upon the request of a district attorney or the
22 attorney general, an investigative or law enforcement officer may apply to a judge
23 for a warrant authorizing the receipt of location information to identify or track the
24 location of a perse sm-communications device. The application

shall be under oath or

25 affirmation, may be in writing or oral, and may be based upon personal knowledge
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1 or information and belief. In the application, the investigative or law enforcement

2
3
4
5
6
7
8
9

officer shall doall of the following:

+ communications device to be located.

identify, if known, the owners

or possessors of persen; v shicle,or-iter-the communications device to be located.
(c) Identify, if known, the person who is the subject of the investigation.
(d) Provide a statement of the criminal offense to which the information likely

to be obtained relates.

(e) Provide a statement that sets forth facts and circumstances that provide the

EWith-probable cause to believe the criminal activity has been, is, or will be

11 in progress and that the receipt of the location information will yield information
12 relevant to an ongoing criminal investigation.

13 (4) WARRANT. A judge shall issue a warrant authorizing the receipt of location
14 information to identify or track the location of persor

communications device if the judge

15 finds that the application satisfies the requirements under sub. (3). A warrant
16 issued under this subsection may not authorize the receipt of location information
17 for a period that exceeds 60 days. A judge may extend the authorized period upon
18 the request of the attorney general or a district attorney if the request satisfies the
19 requirements under sub. (3). Each extension may not exceed 60 days but there is no
20 limit on the number of extensions a judge may grant.

21 '(4m) SECRECY. A warrant under sub. (4) shall be issued with all practicable
22 secrecy and the request, application, or other information upon which the warrant
23 is based may not be filed with the clerk or made public until the warrant has been
24 executed and returned to the court. The judge may issue an order sealing the

25 application, request, or other information upon which the warrant is based. The
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1 judge may issue an order prohibiting any person who has been ordered by the judge
2 to provide assistance to the applicant pette from disclosging the existence of the
warrant or
3 of the investigation to any other person unless ordered by a judge.
4 (5) AssisTANCE. Upon the request of the attorney general, a district attorney,
5 or a law enforcement agency authorized by a warrant issued under sub. (4) to receive
6 location information, the court shall order a provider of electronic communication
7 service or other person to provide to an investigative or law enforcement officer
8 information, facilities, and technical assistance to identify or track the location of a
9 yerson;-vehicle,—or-iter communications device by the receipt of location
information. A person who is
10 ordered under this subsection to provide assistance shall be compensated for the
11 reasonable expenses incurred.
12 (6) CONFIDENTIALITY OF INFORMATION. (a) Location information is not subject

13 to the right of inspection and copying under s. 19.35 (1).

14 (b) The attorney general, a law enforcement agency, or a district attorney that
15 obtains under this section location information, or evidence derived from the location
16 information, shall destroy any location information or evidence derived from it if the
17 trial court reaches final disposition fora I chargesin connection with the
18 investigation that was the subject of the warrant under sub. (4) and no person was
19 adjudged guilty of a crime in connection with the investigation.

20 (6m) RETURN. A warrant issued under sub. (4) shall be returned to the court
21 not later than 5 days after the records or information described in the warrant are
22 received by the attorney general, district attorney, or law enforcement agency,
23 whichever is designated in the warrant. The “return” to the court may be in the

form of a summary description of the information received.
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1 (7) DEFENSE AND IMMUNITY. (a) A person on whom a warrant issued under sub.
2 (4) is served or who complies with a request as provided in (8)(b), is immune from civil
liability for acts or omissions in providing records
3 or information, facilities, or assistance in accordance with the terms of the warrant
or the request.
4 (b) No cause of action may arise against any provider of electronic
5 communication service, or its officers, employees, or agents or other persons specified
6 in the court order under sub. (5), for providing information, facilities, or assistance
7 in accordance with the terms of a court order under sub. (5).
8 (7m) TECHNICAL IRREGULARITIES. Evidence disclosed under a warrant issued
9 under sub. (4) may not be suppressed because of technical irregularities or errors not

10 affecting the substantial rights of the defendant.

11 (8) ExceprTiON. (a) The prohibition in sub. (2) does not apply to an investigative
12 or law enforcement officer who receives location information to identify or track the
13 location of a persen-vehicle +communications device if any of the following

applies:

16 2. An emergency involving danger of death or serious physical injury to any

17 person exists and the receipt of the location information is relevant to preventing the

18 death or injury or to mitigating the injury.

\er customer or subscriber
20 (b) A provider of electronic communication service may disclose the location
21 information of a customer or subscriber without a warrantif any of the following
22 applies:

23 1. The customer or subscriber provides consent for the particular disclosure.
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—
—
@iEThe person.

4 3. The provider of electronic communication service believes in good faith that
5 an emergency involving the danger of death or serious physical injury to any person
6 exists and that disclosure of the location information is relevant to preventing the
7 death or injury or to mitigating the injury.

8 (8m) JURISDICTION. For purposes of this section, a person is considered to be
9 doing business in this state and is subject to service and execution of process from
10 this state, if the person makes a contract with or engages in a terms of service
11 agreement with any other person, whether or not the other person is a resident of this
12 state, and any part of the performance of the contract or provision of service takes
13 place within this state on any occasion.
14 (9) PenaLTY. (a) Whoever knowingly violates sub. (2) may be fined not more
15 than $10,000 or imprisoned for not more than 9 months or both.
16 (b) Any device used in violation of sub. (2) may be seized as contraband by any
17 law enforcement officer and forfeited to this state in an action :

iustice under s. 973.075.

19 SECTION 4. 968.375 (4) (c) of the statutes is created to read:

20 968.375 (4) (c) A record or information that identifies the location of a device
21 used to transmit electronic or wire communications.

22 SECTION 5. 995.50 (7) of the statutes is amended to read:

23 995.50 (7) No action for invasion of privacy may be maintained under this
24 section if the claim is based on an act which is permissible under ss. 196.63 or 968.27

25 to 968-37 968.373.
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1 SecTioN 6. Initial applicability.
2 (1) This act first applies to the receipt of location information on the effective
3 date of this subsection.
4

(END)
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@Eétion nformation fromya cellular telephone by law enforcement without a
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warrant @nd providing a penalty. ,‘w%o“ oA
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Analysis by the Legislativgf"ﬁeference Bureau /’/ /

Current law limits certain interception$ of communications/apd the use of pen
register or trap and trace devices. This bill prohibits, with certain exceptions, law

enforcement officers from (ising the mobiletracking features of)a cellular telephone )7
or other wi municati ce to-dentifyor track-the loeation-of-a-persor,

itensmrVBhicle without first obtaining from a court a warrant authorizing the action.

An officerwho violates the prohibition is subject to a fine of W

___imprisonment for not more than nine months, or both.| This bill also creates a process
by which a law enforcement officer may apply to a court for such a warrant.

For further information see the state and local fiscal estimate, which will be

printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 134.43 (3) of the statutes is amended to read:
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134.43 (3) Any person who is the victim of an intrusion of privacy under this

section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible

under ss. 968.27 to 968.37 968.373.

SECTION 2. 968.27 (10) of the statutes is amended to read:

968.27 (10) “Investigative or law enforcement officer” means any officer of this

state or political subdivision thereof, who is empowered by the laws of this state to

conduct investigations of or to make arrests for offenses-enpumerated-in-ss-968:28-to

968.37 violations of the laws that he or she 1s emploved to enforce, and any attorney

authorized by law to prosecute or participate in the prosecution of those offenses.

SECTION 3. 968.373 of the statutes is created to read:

968.373 Warrant { fgﬂocation informaﬁon fro _@/ commumcatlons

‘(
dev1ce. (1) DEFINITIONg. In this sectlonj1 Al /égmnvmeab s device

N A ”
7w /i,/ QQ\ { ) r #includes any wireless or mobile device that transmits

wire or electromc commumcatlons

e e

(b) “Locatlon 1nformat10n means any information concerning the location of

2) PROHIBITION Except as pr0V1ded in sub (8), no investigative or law

enforcement officer may feceive location mformmﬁentlfy or track the location

;Mﬂ‘ENMsz;’:tﬁéf‘zyp‘ g:{?‘é&

of a2person vehicle, or item)fvithout first obtaining a warrant under sub. (4).

(3) APPLICATION FOR WARRANT. Upon the request of a district attorney or the

attorney general, an inyestigat
% ‘o BY

for a warrant authonz eceipt of location informatio

location of a erson, vehicle, or ite

aw enforcement officer may apply to a judge

|to identify or track the

The application shall be under oath or

affirmation, may be in writing or orgl, and may be based upon personal knowledge

( ornnrur aA10N =

dey.c?

i
§
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or information and belief. In the application, the investigative or law enforcement

officer shall do all of the following: Lo oun Lo ;m s devic€

(a) Identify the @on, vehicle, or ite W
- A

(b) df the application is to track a vehicle E@denﬁfy, if known, the owners
. <

or possessors of the(vehicle or ite /b tobated. ‘ .
Cammur\tm*-‘m)r\ v odeyicC

(c) Identify, if known, the person who is the subject of the investigation.
(d) Provide a statement of the criminal offense to which the information likely
to be obtained relates. ’H\L

(e) Provide a statement that sets forth factls and circumstances that provide@/(

T

applicant witH probable cause to believe the ¢ Iminal activity has been, is, or will be

; éﬁia\g!ﬁ.{v’x,{é;@,é 5 Ade e 1(. covnrey s ol g d deyicf
in progress and that the _receiptrof-the location information will yield information
relevant to an ongoing criminal investigation. o re muncetiond devicC

- - - - . - "A
‘, (4) WARRANT. A judge shall issue a warrant uthorizing @elpt of location®
\“ . .
i’?nformatio@l to identify or track the location of ajgerson, vehicleﬁf the judge

¢ pefse o

finds that the application satisfies the requirements under sub. (3). A warrant
. A . . -~ . ""“.‘M . . f;,’iwi r«:}{“’
issued under this subsection may not authorize the @pt of location 1nformatlo§)(a

for a period that exceeds 60 days. A judge may extend the authorized period upon

the request of the attorney general or a district attorney if the request satisfies the
requirements under sub. (3). Each extension may not exceed 60 days but there is no
Jimit on the number of extensions a judge may grant.

(4m) SECRECY. A warrant under sub. (4) shall be issued with all practicable
secrecy and the request, application, or other information upon which the warrant
is based may not be filed with the clerk or made public until the warrant has been
executed and returned to the court. The judge may issue an order sealing the

application, request, or other information upon which the warrant is based. The
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Lo
1 judge may issue an order prohibiting any pergon who has been ordered by the judge
; oy
2 to provide assistance to the applicant fiot disclosf t{)e existence of the warrant or
3 of the investigation to any other person unless ordered by a judge.
4 (5) AssisTaNCE. Upon the request of the attorney general, a district attorney,
teo ke 0C
5 e ent agency authorized by a warrant issued under sub. (4) to recerve
il .H\,&a G'G & Qof"ﬁr‘”f»e,;q“x,‘rza;f‘i"\:;}f'“xS fey e
6 i Wmé\aef{ the court shall order a provider of electronic communication
7 service or other person to provide to an investigative or law enforcement officer -
8 information, facilities, and technical assistance to identify or track the location ofd—"""""
— B A ( ommat et ni g e
9 @on, vehicle, or item by the receipt of location informatio A person whois - /
10 ordered under this subsection to provide assistance shall be compensated for the
11 reasonable expenses incurred. ‘ VR ”'E:E:"/
12 (6) CONFIDENTIALITY OF INFORMATION. (a) @og jpformationﬁs not subject
13 to the right of inspection and copying under s. 19.35 (D).
14 (b) The attorney general, a law enforcement agency, or a district attorney that

yformation regwdmé Hthe
15 obtains under this section/location mfe;mat:m&o(g evidence derived from the W i

a Commoneafion) deri(l

16 information, shall destroy any([ocatioix information or evidence derived from it if the

17 trial court reaches final disposition for all charges in connection with the
‘I 18 investigation that was the subject of the warrant under sub. (4) and no person was
19 adjudged guilty of a crime in connection with the investigation.

(6m) RETURN. A warrant issued under sub. (4) shall be returned|to the court

not later than 5 days after the records or information described in thewarrant are

received by the attorney general, district attorney, or law enforcement agency,

whichever is designated in the warrant. P

T | ; s i Ahe form s F
i, S éiﬂw( )\(\L\\)A& AV

: otion 0T
g 4 Somimaly olesel Pt

Iy e aformanion feces )
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{ (7) DEFENSE AND IMMUNITY. (a) A person on whom a warrant issued under sub.

(4) is served is immune from civil liability for acts or omissions in providing records

-

or information, facilities, or assistance in accordance with the terms of the Warrant'.

R

<E‘) No cause of action may arise against any provider of electronic .-
comm

=< ' o

tion service, or its officers, employees, or agents or other persons specified
in the court order under sub. (5), for providing information, facilities, or assistance
in accordance with the terms of a court order under sub. (5).

(7m) TECHNICAL IRREGULARITIES. Evidence disclosed under a warrant issued

© 0 =1 U W

under sub. (4) may not be suppressed because of technical irregularities or errors not

[
o)

affecting the substantial rights of the defendant.

11 (8) ExcePTION. (a) The prohlbltlon in sub. (2) does not apply to an investigative
e ]
12 or law enforcement officer who recelves locatlon mformatlon t 1dent1fy;or tracs the

S

— ]
13 locatlon of a, person vehicle, or itemyif any of the followmg apphes v /9:/
o JoT e Ta SPCTTRE ,ié i ,,__.N‘]
14 /// 1 The person is reported missing and there are reasonable concerns for the

15 5\\ person’s phys1cal or mental health and safety T

e s it e S

™

R
e

16 2. An emergency involving danger of death or serious physical injury to any
iy R T

person exists and f he receipt o the locatlong infermation is relevant to preventing the
\

17

18 death or injury or to mitigating the injury. N b At Dereyy it bior
&L e Vil g
19 CX 'Ehe’@e or item is reported stolen by themo@
20 (b) A provider of electronic communication service may disclose the location

2 Cinform /@of a Qtomer or subscnbeivvlthout a warrant if any of the following

H

{ o (o mudn e
22g applies: device
2% 1. The customer or subscrlber prov1des consent for the particular disclosure.
T T - I \i\
24? / 2 A 1aw enforcement agency has informed the provider of the electromc\(w
25 commumcatlon service that a person is reported mlssmg, that there are reasonable , J
N — [ — i

~ it ng‘ ded (o s ?{“ *Af&f Eiﬁ{ 5"“9{"

The  Losmongd DY o WS 7

/
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7

<

disclosure of the location information will aid the law enforcement agency in finding

e et SR B T

‘\1

i
i
/

the person. B ——

' 8. The provider of electronic communication service believes in good faith that
=

an emergency involving the danger of death or serious physical injury to any person
A
exists and that disclosure of the IO(}?.tl

tios nfo atm? is relevant to preventmg the

death or injury or to mitigating the injury. 4,

(8m) JURISDICTION. For purposes of this section, a person is considered to be
doing business in this state and is subject to service and execution of process from
this state, if the person makes a contract with or engages in a terms of service
agreement with any other person, whether or not the other person is a resident of this

state, and any part of the performance of the contract or provision of service takes
C

place within this stﬁtagn any occasion.
gezl J—
(9) - /(a) Whoever knowingly violates sub (2) may be fined not more

an $10,000 or 1mpnsoned for not more than-9- -months-or-bethe ..

(b} Any device used in violation of sub. (2) may be seized as contraband by any
law enforcement officer and forfeited to this state in an action f)y the depart@

( Justlcé under s. 973.075.

-
SECTION 4. 968.375 (4) (c) of the statutes is created to read:

968.375 (4) (¢) A record or information that identifies the location of a device
used to transmit electronic or wire communications.

SECTION 5. 995.50 (7) of the statutes is amended to read:

99550 (7) No action for invasion of privacy may be maintained under this
section if the claim is based on an act which is permissible under ss. 196.63 or 968.27

to 968-37 968.373.
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SECTION 6. Initial applicability.
. : T T TN,
(1) This act first applies to e{‘recelpt of’ {locatm information/on the effective
date of this subsection.
(END)
[N 3
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obtained under this section regarding the location of a communications device

Insert 4-20
(¢c) Information regarding the location of a communications device that is
obtained under this section may be disclosed to other investigative or law

enforcement officers.

Insert 5-4
(b) A person who discloses the location of a communications device under sub.
v

(8) (b) is immune from civil liability for the acts or omissions in making the disclosure
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in accordance with sub. (8) (b).
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regarding the location of a communications device obtained
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AN ACT to amend 134.43 (3), 968.27 (10) and 995.50 (7); and fo create 968.373
and 968.375 (4) (c) of the statutes; relating to: prohibition on tracking the

location of a cellular telephone by law enforcement without a warrant.

Analysis by the Legislative Reference Bureau

Current law limits certain interceptions of communications and the use of pen
register or trap and trace devices. This bill prohibits, with certain exceptions, law
enforcement officers from tracking the location of a cellular telephone or other
wireless communications device without first obtaining from a court a warrant
authorizing the action. This bill also creates a process by which a law enforcement
officer may apply to a court for such a warrant.

For further information see the state and local fiscal estimate, which will be
printed as an appendix to this bill.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 134.43 (3) of the statutes is amended to read:
134.43 (3) Any person who is the victim of an intrusion of privacy under this
section is entitled to relief under s. 995.50 (1) and (4) unless the act is permissible

under ss. 968.27 to 968:37 968.373.
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SECTION 2. 968.27 (10) of the statutes is amended to read:
968.27 (10) “Investigative or law enforcement officer” means any officer of this
state or political subdivision thereof, who is empowered by the laws of this state to

conduct investigations of or to make arrests for offenses-enumerated-in-ss-968-28-te

968.37 violations of the laws that he or she is employed to enforce, and any attorney
authorized by law to prosecute or participate in the prosecution of those offenses.

SECTION 3. 968.373 of the statutes is created to read:

968.373 Warrant to track a communications device. (1) DEFINITION. In
this section, “communications device” includes any wireless or mobile device that
transmits wire or electronic communications.

(2) PROHIBITION. Except as provided in sub. (8), no investigative or law
enforcement officer may identify or track the location of a communications device
without first obtaining a warrant under sub. (4).

(3) APPLICATION FOR WARRANT. Upon the request of a district attorney or the
attorney general, an investigative or law enforcement officer may apply to a judge
for a warrant to authorize a person to identify or track the location of a
communications device. The application shall be under oath or affirmation, may be
in writing or oral, and may be based upon personal knowledge or information and
belief. In the application, the investigative or law enforcement officer shall do all of
the following:

(a) Identify the communications device.

(b) Identify, if known, the owners or possessors of the communications device.

(c) Identify, if known, the person who is the subject of the investigation.

(d) Provide a statement of the criminal offense to which the information likely

to be obtained relates.
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(e) Provide a statement that sets forth facts and circumstances that provide
probable cause to believe the criminal activity has been, is, or will be in progress and
that identifying or tracking the communications device will yield information
relevant to an ongoing criminal investigation.

(4) WARRANT. A judge shall issue a warrant authorizing a person to identify or
track the location of a communications device if the judge finds that the application
satisfies the requirements under sub. (3). A warrant issued under this subsection
may not authorize the action for a period that exceeds 60 days. A judge may extend
the authorized period upon the request of the attorney general or a district attorney
if the request satisfies the requirements under sub. (3). Each extension may not
exceed 60 days but there is no limit on the number of extensions a judge may grant.

(4m) SECRECY. A warrant under sub. (4) shall be issued with all practicable
secrecy and the request, application, or other information upon which the warrant
is based may not be filed with the clerk or made public until the warrant has been
executed and returned to the court. The judge may issue an order sealing the
application, request, or other information upon which the warrant is based. The
judge may issue an order prohibiting any person who has been ordered by the judge
to provide assistance to the applicant from disclosing the existence of the warrant or
of the investigation to any other person unless ordered by a judge.

(5) ASSISTANCE. Upon the request of the attorney general, a district attorney,
or a law enforcement agency authorized by a warrant issued under sub. (4) to track
or identify the location of a communications device, the court shall order a provider
of electronic communication service or other person to provide to an investigative or
law enforcement officer information, facilities, and technical assistance to identify

or track the location of the communications device. A person who is ordered under
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SECTION 3
this subsection to provide assistance shall be compensated for the reasonable
expenses incurred.

(6) CONFIDENTIALITY OF INFORMATION. (a) Information obtained under this
section regarding the location of a communications device is not subject to the right
of inspection and copying under s. 19.35 (1).

(b) The attorney general, a law enforcement agency, or a district attorney that
obtains under this section information regarding the location of a communications
device, or evidence derived from the information, shall destroy any information or
evidence derived from it if the trial court reaches final disposition for all charges in
connection with the investigation that was the subject of the warrant under sub. 4)
and no person was adjudged guilty of a crime in connection with the investigation.

(¢c) Information regarding the location of a communications device that is
obtained under this section may be disclosed to other investigative or law
enforcement officers.

(6m) RETURN. A warrant issued under sub. (4) shall be returned, including in
the form of a summary description of the information received, to the court not later
than 5 days after the records or information described in the warrant are received
by the attorney general, district attorney, or law enforcement agency, whichever is
designated in the warrant.

(7) DEFENSE AND IMMUNITY. () A person on whom a warrant issued under sub.
(4) is served is immune from civil liability for acts or omissions in providing records
or information, facilities, or assistance in accordance with the terms of the warrant.

(b) A person who discloses the location of a communications device under sub.
(8) (b) is immune from civil liability for the acts or omissions in making the disclosure

in accordance with sub. (8) (b).
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(¢) No cause of action may arise against any provider of electronic
communication service, or its officers, employees, or agents or other persons specified
in the court order under sub. (5), for providing information, facilities, or assistance
in accordance with the terms of a court order under sub. (5).

(7m) TECHNICAL IRREGULARITIES. Evidence disclosed under a warrant issued
under sub. (4) may not be suppressed because of technical irregularities or errors not
affecting the substantial rights of the defendant.

(8) ExcEPTION. (a) The prohibition in sub. (2) does not apply to an investigative
or law enforcement officer who identifies or tracks the location of a communications
device if any of the following applies:

1. The customer or subscriber provides consent for the action.

2. An emergency involving danger of death or serious physical injury to any
person exists and identifying or tracking the location of the communications device
is relevant to preventing the death or injury or to mitigating the injury.

(b) A provider of electronic communication service may disclose the location of
a communications device without a warrant if any of the following applies:

1. The customer or subscriber provides consent for the particular disclosure.

2. The provider of electronic communication service believes in good faith that
an emergency involving the danger of death or serious physical injury to any person
exists and that disclosure of the location is relevant to preventing the death or injury
or to mitigating the injury.

(8m) JURISDICTION. For purposes of this section, a person is considered to be
doing business in this state and is subject to service and execution of process from
this state, if the person makes a contract with or engages in a terms of service

agreement with any other person, whether or not the other person is a resident of this
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SECTION 3
state, and any part of the performance of the contract or provision of service takes
place within this state on any occasion.

(9) SEIZURE. Any device used in violation of sub. (2) may be seized as contraband
by any law enforcement officer and forfeited to this state in an action under s.
973.075.

SECTION 4. 968.375 (4) (c) of the statutes is created to read:

968.375 (4) (¢) A record or information that identifies the location of a device
used to transmit electronic or wire communications.

SECTION 5. 995.50 (7) of the statutes is amended to read:

995.50 (7) No action for invasion of privacy may be maintained under this
section if the claim is based on an act which is permissible under ss. 196.63 or 968.27
to 968-37 968.373.

SECTION 6. Initial applicability.

(1) This act first applies to information regarding the location of a
communications device obtained on the effective date of this subsection.

(END)
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