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Chapter Ins 25
PRIVACY OF CONSUMER FINANCIAL AND HEAL TH INFORMATION

Subchapter| — General Provisions Subchapter|V — Exceptions to Limits on Disclosue of Financial Informa-

Ins 25.01  Authority. tion

Ins 25.02  Purpose and scope. Ins 25.50  Exceptionto opt out requirements for disclosafenonpublic personal
Ins 25.03  Rule of construction. financialinformation for service providers and joint marketing.

Ins 25.04  Definitions. Ins 25.55  Exceptionsto notice andpt out requirements for disclosure of non
Subchapter Il — Privacy and Opt-Out Notices for Financial Information ?rgtr)]!;gt?éignal financial information for processing and servicing

Ins 25.10 Initial privacy notice to consumers required. Ins 25.60
Ins 25.13  Annual privacy notice to customers required. ’
Ins 25.15  Information to be included in privacy notices.

Otherexceptions to notice and opt out requirements for disclosure of
nonpublic personal financial information.

Ins 25.17  Form of opt out notice to consumers and opt out methods. Subchapter V — Rules for Health Information
Ins 25.20  Revised privacy notices. Ins 25.70  When authorization required for disclosure of nonpulpiersonal
Ins 25.25  Delivery. healthinformation.

Ins 25.73  Authorizations.

ISubé:gaS%ter I:_I.—.tLimitz_onlDisclostfjres of I:)ilr)ancial Infolr;_natior) inf ion & Ins 25.75  Authorization request delivery

ns 25. :]rghzfgl?atg;:t&?grsaaier;onpu ic personal financial information to),5 55’77 Relationship to federal rules. _

Ins 25.35  Limits on re-disclosure anteuse of nonpublic personal financial Ins 25.80  Insurers and agents compliance with s. 610.70, Stats.
information. Subchapter VI — Additional Provisions

Ins25.40  Limits on sharing account number information for marketing purins 25.90  Nondiscrimination.
poses. Ins 25.95  Effective date.
Subchapter| — General Provisions notenacted laws or regulations tinag¢et the requirements ofl€

V of the Gramm-Leach-Bliley Act (PL 102-106) is in com
Ins 25.01 Authority. This chapteis promulgated pursuant pliance with Title V of the Gramm-Leach-Bliley Act in such
to the authority granted by ss. 601.41 (3), 610.70, 628.34 (12), antlderstate.
633.17,Stats. History: Cr. Register June, 2001, No. 546, eff. 7-1-01.

History: Cr. Register June, 2001, No. 546, eff. 7-1-01. . i .
Ins 25.03 Rule of construction.  The examples in this

Ins 25.02 Purpose and scope. (1) Purposes. This chapterand thesample clauses in Appendix A of this chapter are
chaptergoverns the treatment of nonpublic personal health-infarot exclusive. Compliance withn example or use of a sample
mationand nonpublic personal financial information about-indiclause to the extent applicable, constitutes compliance with this
vidualsby all licensees of thefide of the commissioner of insur chapter .
ance except to the exterthat a licensee is excepted from a History: Cr. Register June, 2001, No. 546, eff. 7-1-01.
provisionof this chapter This chapter does all of the following: 5 finiti d'in this ch lesgh

(a) It requires a licensee to provide notice to individuals ab086r|1?esxtr5e'03irengterétrl\c/)vri]:é' As used in this chaptainlessthe
s privacy policies and practices. (1) “Af'(fqiliate” means aﬁy company that controls, is controlled

b) It describes the conditions undehnich a licensee may dis . " '
clo(se)nonpublic persondiealth information and nonpublig per by or is under common control with another company

sonalfinancial information about individuals tofiéiites andnon (2) (a) “Clear and conspicuous” means that a notice is reason
affiliated third parties. ably understandable and designed to call attention to the nature

(c) It provides methods for individuals prevent a licensee andsignificance _Of the information in the n_otlt_:e. u
from disclosing that information. (b) The following are examples tife application of “clear and

(2) CompLIANCE. This chapter applies to: conspicuous:”

(a) Nonpublicpersonal financial information about individu L. Relz)alsongblytun(cjielr)?ta_?qtaé)le. AI\I Ilﬁﬁse;e”mal_(es_ Its notice
alswhoobtain or are beneficiaries of products or services p{imégasona wnderstandablé [T 1t does all of the following:
ily for personal, family or househofalirposes from licensees, @& Presents the informatian the notice in clearconcise sen
aboutindividualswho are beneficiaries under group health plari§ncesparagraphs, and sections.
andclaimants under workers’ compensation policies, and aboub. Usesshort explanatory sentences or bullet lists whenever
individualswho are third—party claimants against products or sepossible.
vicesobtained fobusiness, commercial or agricultupalrposes.  c. Uses definite, concrete, everyday words and active voice
This chapter does not apply to information about companies whenevemossible.
about individuals who obtain products or services for businessg. Avoids multiple negatives.

commercialor agricultural purposes; and o e. Avoids legal and highly technical business terminology
(b) All nonpublic personal healthformation about individu  wheneverpossible.

alswho obtain or are beneficiaries of products or services pfimars  ayids explanations that ai@precise and readily subject to

ily for personal, family or househofaurposes from ”(:enseesldiﬁerentinterpretations.

aboutindividualswho are beneficiaries under group health plans? ‘Designed to call attention.” Acensee designs its notice to
I

andclaimants under workers’ compensation policies, and abo ; S : C
individualswho are third—party claimants against products or sg‘i%}fl t?]téel?éfr?steoetzg ensatalflr%fat?]cé ?:)?Igl\t:/(i;r?;'ce of the information in

vicesobtained for business, commercial or agricultpraposes, . . . .
exceptto the extent the information is subject to s. 51.30, 146.812- Uses a plain-language heading to call attention to the notice.
to 146.84 or 610.70, Stats. b. Uses typeface and type sizes that are easy to read.

(3) EXTRA-TERRITORIAL APPLICATION. A licensee domiciled in €. Provides wide mgins and ample line spacing.
this state that is in compliance with this chapter in a state that had. Uses boldface or italics for key words.
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e. In a form that combines the licengerbtice with other infer  a. A participant or a beneficiary of an employee benefit plan that
mation,uses distinctive type sizstyle, and graphic devices, suchthelicenseeadministers or sponsors or for which the licensee acts
asshading or sidebars. asa trustee, insurer or fiduciary

3. ‘Notices on web sites.” If a licensee provides a natica b. Covered under group or blanket insurance policy or group
web page, the licensee designs its notice to call attention to trgnuity contract issued by the licensee.
natureand significance of the information in it if the licensee usesc. A claimant under a workers’ compensation policy
textor visual cues to encourage scrolling down the page if neces, 5 The individuals describedsnbd. 1. a. to c. are consumers

saryto view the entire notice and ensures that other elementsgn, |icensee if the licensee does not meet all the conditions of
the web site, such as text, graphics, hyperlinks or sound, do gghq.1.

distractattention from the notice, and the licensee does any of t 8

following: . describedn subd. 1. a. to c., be deentede customers for pur
a. Places the notice on a screen that consumers frequepi¥esof this chapter

accesssuch as a page on which transactions are conducted. 3. Anindividual isnot a licenseg’consumer solely because he

b. Places a link on screen that consumers frequently accesgy she is a beneficiary of a trust for which the licensee is a trustee.
suchas a pagen which transactions are conducted, that CONNECts;  An individual is not a licenseetonsumer solely because he
directly to the notice and is labeled appropriately to convey tlg)(; she has designated the licensee as trustee for a trust.

importance nature and relevance of the notice. N . ) S
3) “Collect’ btain inf . hat th 5. Anindividual who is a consumer of another financial institu
(3) “Collect” means to obtain information that thieensee qp js not a licenses’consumer solely because the licensee is act

organizesor can retrieve by the name of an individual or by identjnq 55 agent foror provides processing or other servicesttat
fying numbey symbol or other identifying particular assigned t@nancial institution.

theindividual, irrespective of the source of the underlying infor

mation. . h
vidual who is a consumer

4) “Commissioner’means the commissioner of insurance. p ; " ; ;
(4) (7) “Consumenmeporting agency” hathe same meaning as in

(5) “Company” means a corporatiotimited liability com  section603(f) of the federal Fair Credit Reporting Act (15 USC
pany,business trust, general or limited partnership, associatiasg1a(f)).

soleproprietorship or similar ganization.

. In no event shall the individuals, solely by virafehe status

(d) “Consumer” includes the legal representative of an indi

(8) “Control” means any of the following:

_(6) () “Consumer” means an individual ak.)OUt whom a (@) Ownership, control or power to vote 25 % or more of the
licenseehas nonqullc per.sonal mformat_lon, Wh‘_)' outstandingshares of any class of voting security of¢chenpany

1. Seeks to obtain, obtains or has obtained an insupgadact directly or indirectly or acting through one anore other persons.
or service from a licensee thatto be used primarily for personal, (b) Control in any manner over the election of a majority of the

family or household purposes; _ _ directors, trustees or general partners, or individuals exercising
2. Is a claimant under a workers’ compensation policy;  similar functions, of the company or by an agreement establishing
3. Isinsured under a group health plan; or anattorney in fact for a reciprocal as defined by s. 600.03 (41),

4. 1s a third-party claimant under an insurance product er seftats- o o _
vice obtained for business, commercial or agricultural purposes,.(c) The power to exercise, directly or indirectiycontrolling
(b) The following are examples of consumers: influenceover the management or policies of the company
1. An individual who provides nonpublic personal information (9%1. Cq;:on}_er means a consumer who f@sustomer reta
to a licensee in connection with obtaining or seeking to obtalif"Shipwi “a Icensee. . - -
financial, investment or economic advisory services relating to an (10) () “Customer relationship” means a continuirege:
insuranceproduct orservice is a consumer regardless of wheth&Pnship between a consumer and a licensee under which the
thelicensee establishes an ongoing advisory relationship.  licenseeprovides one or more insurance products or services to
2. An applicant fotinsurance prior to the inception of insuranc neconsumer that are tae used primarily for personal, family or

X ! ; ouseholdpurposes.
coverages a licenses’ consumer durp ) . .
s - ) , . . (b) The following are examples relating to customer relation
3. Anindividual is a licenseg’consumer if all of the following

conditionsexist: ship:.
o . - - . 1. A consumer has a continuing relationship with a licensee if
a. The individual is a beneficiary of a life insurance pollcyény of the following conditions exist:
underwrittenby the licensee, a claimant under an insurance policy Th . t poli .h der of an i d
issuedby the licensee, a named insured or an annuitant under € consumer IS a current policyholder of an insurance pro

insurance policy or an annuity respectively issued by the Uctissued by or through the licensee.

licenseepr a mortgagor of a mortgage covered under a mortgagf- The consumer obtains financial, investment or economic
insurancepolicy. advisoryservices relating to @nsurance product or service from

b. The licensee discloses nonpublic personal financial inform@ellcensee for a fee. . ) o
tion about the individual to a norféifited third party other than _ 2- A consumer does nbtwvea continuing relationship with a

aspermitted under ss. Ins 25.50, 25.55, and 25.60. licenseeunder any of the following conditions:
(c) The following are examples of individuals who arecust a. The consumer applies for insurance but does not purchase the
sumers: insurance.

1. Provided that the licensee provides the initial notice under s0- The licensee sells the consumer airline travel insurance in an
Ins 25.10 to the plan sponsgroup or blanket insurance policy 'Solatedtransaction.
h0|der’group annuity contract—holder workers’ Compensation c. The consumer is no Ionger a current policyholder of an-insur
policyholder and that the licensee does not disclose to afiienafance product or no longer obtains insurance services with or
atedthird party nonpublic personal financial informatiabout throughthe licensee.
suchan individual othethan as permitted under ss. Ins 25.50, d. The consumer is a beneficiary or claimant under a policy and
25.55,and 25.60, an individual is not the consumer of the licenseas submitted a claim under that policshoosing a settlement
solely because the individual is any of the following: optioninvolving an ongoing relationship with the licensee.

RegisterMarch 2002 No. 555


http://docs.legis.wisconsin.gov/code/admin_code

File inserted into Admin. Code 4-1-2002. May not be current beginning 1 month after insert date. For current adm. code see:

http://docs.legis.wisconsin.gov/code/admin_code
296-7 COMMISSIONEROF INSURANCE Ins 25.04

e. The consumer is a beneficiary or a claimant under a policy (&) The pastpresent or future physical, mental or behavioral
andhas submitted claim under that policghoosing a lump sum health or condition of an individual.

settlemenbption. (b) The provision of health care to an individual.
f. The customes policy is lapsed, expiredy otherwise inac () Payment for the provision of health care to an individual.

tive or dormant under the licenssdjusiness practices, atite (16) (a) “Insurance product or service” means any product or

licenseehas not communicated withe customer about the rela g ryicethat is ofered by a licensee pursuant to the insurance laws
tionship for a period of twelve consecutiveonths, other than ¢ ihis state.

annual privacy notices, material required by law or regulation, L . .
P Y 9 y 9 (b) Insurance service includes a license®/aluation, broker

communicationat the directiorof a state or federal authorir ageor distribution of information that the licensealects in con

promotionalmaterials. " ) e
. . . . hectionwith a request oan application from a consumer for an
g. The consumer is an insured or an annuitant under an iN$HEuranceproduct or service.

ancepolicy or annuityrespectivelybut is not the policyholder or (17) (a) “Licensee” means all insurers, intermediartaad

ownerof the insurance policy or annuity arty administrators andther persons licensed or required to be

h. The consumes last known address according to the Iieen§c nsed,or authorizedr required to be authorized, or registered
ee'srecords is deemed invalid. An address of record is deemgdequired to be registered under chs. 600 to 655, Stats.

invalid if mail sent to that address by the licensee besn (b) A licensee isot subject to the notice and opt out require
returnedby the postal authorities as undeliverable and if sub entsfor nonpublic personal financial information set forth in
gquentattempts byhe licensee to obtain a current valid address f behs! to IV if the li . | t th

the consumer have been unsuccessful. chsito 1V 1T the ficensee IS an émployee, agent or other reépre

. L o _sentativeof another licensegthe principal”) and all of the fel
(12) (a) “Financial institution” means any institution the busi lowing conditions exist:

nessof which is engaging in activitighat are financial in nature " ; . : .
or incidental to such financialctivities as described in Section 1. The principal otherwise complies with, and provides the

4(k) of the Bank Holding Companpct of 1956 (12 USC noticesrequired bythe provisions of this chapter

1843(k)) 2. The licensee does not disclose any nonpublic personal finan
: e . ._cial information to any persaother than the principal or itsfiif

(b) Financial institution does not include any of the followingZ;~cin a manner perr)rlﬂ?ted by this chapterp P

1. Any person or entity with respect to any financial activity that (c) 1. Subject to subd. Ficensee” also includes an unautho

is subject to the jurisdiction of the Commodity Futureading ..o {insurer thacce i i
- : pts business placed through a licensed sur
Commissionunder theCommodity Exchange Act (7 USCEL | ,qjines broker or agent in this state, but onlyegard to place
Sezq).Th Federal Aaticultural Mort c i t_tr)r)entsplaced pursuant to s. 618.41, Stats..
- 'he rederal Agricultural Mortgage Corporation or any entity 5 - a syrplus lines broker or agent or surplus lines insurer shall
chargedand operating under the Farm Credit AcL871 (12 USC  hq qeemed to be in compliance with the notice and opt out require

2001et seq). . _ mentsfor nonpublic personal financial information set forth in
3. Institutions chartered by Congress specificdlgngage in  subchs| to IV provided all of the following occur:
securitizationssecondary market sales, includsales of servic 5 The prokeragent or insurer does not disclose nonpublie per
ing rights, or similar transactions related to a transaction of-a c@na(financial information of a consumer or a customer to nonaf
sumeras long as the institutions do not sell or transfer nonpublifiate third parties for any purpose, including joint servicing or
personalnformation to a nonéfiated third party marketingunder s. Ins 25.50, except as permitted by s. Ins 25.55
(12) (a) “Financial product or service” means any product ajr 25.60.
service that a financial holding company coafitr by engaging  p, The brokeragent or insurer delivers a notice to toasumer

in an activity that is financiah nature or incidental to such atthe time a customer relationshipeistablished on which the fol
financial activity under Section 4(lof the Bank Holding Com lowing is printed in 16-point type:

panyAct of 1956 (12 USC 1843(K)). PRIVACY NOTICE

(b) Financial service includes a financial institut®evalua
tion or brokerage of information that the financial institutomdh NEITHER THE U.S. BROKERS THA HANDLED

lectsin connection with a request or an application from a con THIS INSURANCE NOR THE INSURERS THR

sumerfor a financial product or service. HAVE UNDERWRITTEN THIS INSURANCEWILL
p y . DISCLOSENONPUBLIC PERSONAL FINANCIAL
(13) “Health care” means any of the following: INFORMATION CONCERNING THE BUYERTO

(a) Preventive, diagnostic, therapeutic, rehabilitative, mainte NONAFFILIATES OF THEBROKERS OR INSUR
nanceor palliative care, services, procedures, tests or counseling ERSEXCEPT AS PERMITTED BY LAV.

thatinvolves any of the following: _ N (18) (a) “Nonafiliated third party” means any person except
1. It relates tahe physical, mental or behavioral condition ofny of the following:

anzlntljlw;jual. A function of the huri 1. Alicensee afiliate.
- It afiects the structure or function of the huntaidy orany 2 A person employed jointly by licensee and any company
partof the humarbody including the banking of blood, sperm,ihat is not the licenses’afiliate. Under these circumstances
organsor any other tissue. “nonaffiliated third party” does include the other company that
(b) Prescribing, dispensing or furnishingaio individual drugs jointly employs the person.
or biologicals, or medical devices or health care equipraedt (b) “Nonafiliated third party” includesny company that is an
supplies. affiliate solely by virtue of the direct or indirect ownership or-con
(14) “Health careprovider” means a physician or other healtlrol of the company by the licensee or itfliate in conducting
carepractitioner licensed, accredited or certified to perform speeherchantbanking or investment banking activitie§ the type
fied health services consistent with state lava healtttarefacil-  describedn Sectiord(k)(4)(H) or insurance company investment
ity. activitiesof the type described in Section 4(k)(4)(l) of the federal
(15) “Health information” means any information or dataBankHolding Company Act (12 USC 1843(k)(4)(H) and (1)).
exceptage or gendemhether oral or recorded in any foon (19) “Nonpublic personal information” means nonpublic-per
medium,created by or derived from a health care provideher sonalfinancial information and nonpubljgersonal health infer
consumetthat relates to any of the following: mation.
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(20) (a) “Nqnpublic personal financial information” means a. Health information.
all of the following: b. A list of names and addressesabtomers of an entity that
1. Personally identifiable financial information. is not a financial institution.
2. Any list, description oother grouping of consumers, and c. Information that does not identifyconsumeisuch as aggre
publicly available information pertaining to them, that is derivedate information or blind data that does not contain personal iden
usingany personally identifiablgnancial information that is not tifiers such as account numbers, names or addresses.

publicly available. (23) (a) “Publicly available information” means any informa
(b) Nonpublic personal financial information does not includéon that a licensee has a reasonable basis to believe is lawfully
any of the following: madeavailable to the general public from any of the following:
1. Health information. 1. Federal, state or local government records.
2. Publicly available information, except as included on a list2. Wdely distributed media.
describedn par (a) 2. 3. Disclosures tthe general public that are required to be made

3. Any list, description oother grouping of consumers, andby federal, state or local law
publicly available information pertaining to them, that is derived (p) A licensee has a reasonable basis to believe that informa
without using any personally identifiable financial informationion is lawfully made available to the general public if ihensee
thatis not publicly available. hastaken steps to determine all of the following:

_ (¢) 1. Nonpublic personal financial information includes any 1. That the information is of the type that is available taytire
list of individuals’ names and street addresses that is derivecs{i| puplic.

whole or in partusing personally identifiable financial informa 2 Whether an individual can direct that the information not be

tion that is no.t publicly avallat?le,.such as'_ account numbers. made available to the general public and, if so, that the licansee’
2. Nonpublic persondinancial information does not include consumethas not done so.

any list of individuals’ names and addresses that contains only oy e following are examples of publicly available informa
publicly available information, is not derivéad whole or in part tion

usingpersonally identifiable financial information that is pot> ’ Publicly available information in government records
licly available, and is not disclosed in a manner that indicates that: Yy g

anyof the individuals on the list is a consumer of a financiak-instficludesinformation in governmeneal estate records and secu
tution. rity interest filings.

(21) “Nonpublic personal health information” means any of 2 Publicly available information from widely distributed
the following health information: mediaincludes information from a telephone book, a television or

. . . - P . adio program, a newspaper or a web site that is availatiteto
suéae)cz??tlwtg :ggg:mgﬂgg that identifies an individual who is th eneralpublic on an unrestricted basis. A web site is not restricted
/ ) merely because an Internet service provider or a site operator

(b) Health information with respect which there is a reason yaquiresa fee or @assword, so long as access is available to the
able basis to believe that the information could be used to idengf¥neralpublic.

anindividual. . . . . o ., 3. a Alicensee has a reasonable basis to believe that mortgage
(22) (a) “Personally identifiable financial information” information is lawfully made available to the general public if the
meansany of the following information: licenseehas determined that the information is of the type
1. Information a consumer provides to a licensee to obtain @gludedon the public record in the jurisdiction where the mort
insuranceproduct or service from the licensee. gage would be recorded.

2. Information about @onsumer resulting from a transaction b. A licensee has a reasonable basis to believe that an individu
involving an insurance product or service between a licensee aitd telephone numbes lawfully made available to the general
aconsumer publicif the licensee has located the telephone number in the tele

3. Information the licensee otherwise obtains abaaresumer phonebook or theconsumer has informed the licensee that the
in connection with providing an insurance product or service telephonenumber is not unlisted.

thatconsumer History: Cr. Register June, 2001, No. 546, eff. 7-1-01.
b) The following are examples of personally identifiable . .
ﬁna(_n)cia| information:g P P y Subchapter Il — Privacy and Opt—Out Notices for
1. Personally identifiable financial information includes any of Financial Information

the following: | 2510 Initial . .
a. Information a consumer provides to a licensee on an appli?g Sﬁe d ) (1) INr:'TtI';\"‘L NF(’)”T\I’ggﬁE n&iﬁfm;fﬁ Xol?cseunns]ggsshall
tion to obtain an insurance product or service. q : Q .

b bal inf ) d hi providea clear and conspicuounstice that accurately reflects its
. Account balance information and payment history privacy policies and practicesegarding nonpublic personal
c. The fact that an individual @ has been one of the licensee’financialinformation to all of the following:

customersor has obtained an insurance product or service from (a) Customer.An individual who becomes the licenseeus

the licensee. _ . _ tomer,notlater than when the licensee establishes a customer rela
d. Any information about the licensseconsumer if it is dis  tionship,except as provided in sub. (5).

closedin a manner that indicates that the individual is or has been(b) Consumer.A consumerbefore thdicensee discloses any
the licensees consumer _ _ nonpublicpersonal financial information about the consumer to

e. Any information that a consumer provides to a licensee gy nonafiliated third party if the licensee makes a disclosure
thatthe licensee or its agent otherwise obtains in connection Wiftherthan as authorized by ss. Ins 25.55 and 25.60.

collectingon a loan or servicing a loan. . (2) WHEN INITIAL NOTICE TO A CONSUMERIS NOT REQUIRED. A
f.. Any information the licensee collects through an interngitenseeis not required to provide an initial notice to a consumer

information-collectinglevice from a web server undersub (1) (b) if any of the following conditions apply:
g. Information from a consumer report. () Thelicensee does not disclose any nonpublic personal
2. Personally identifiable financial information doest financial information about the consumer to any néfiafed
includeany of the following: third party other than as authorized by ss. Ins 25.55 and 2&n60,
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thelicensee does not have a customer relationsfitpthe con  ingto s. Ins 25.25. If the licensee uses a short-form inicte

sumer. for non—-customers according to s. Ins 25.15 (4), the licensee may
(b) An afiliated licensee has provided a notice, as long as tHeliverits privacy notice according to s. Ins 25.15 (4) (c).

notice clearly identifies all licensees to whdime notice applies  History: Cr. Register June, 2001, No. 546, eff. 7-1-01.

andis accurate with respect to the licensee and the other institu

tions.

(3) WHEN THE LICENSEE ESTABLISHESA CUSTOMERRELATION-

Ins 25.13 Annual privacy notice to customers

required. (1) ANNUAL NOTICE. (a) General rule. A licensee
. lihall provide a clear and conspicuous notice to customers that
. ) - . ccuratelyreflects its privacy policies angtactices with regard
ship at the time the licensee and the consumer enter into & €0NYJonpublic personal financial information dess than annually
ing relationship. o S during the continuation of the customer relationship. Annually
~ (b) Examples of establishing customezlationship. A  meansatleast once in any period of twelve consecutive months
licenseeestablishes a customer relationship whenctiiesumer  during which that relationship existsA licensee may define the
doesany of the following: twelve consecutive—month period, biltte licensee shall apply it

1. Becomes a policyholder of a licensee that is an insurer wherthe customer on a consistent basis.
the insurer delivers an insurance policy or contract to the con (b) Example. A licensee provides a notice annuiliy defines
sumer,or in the case of a licensee that is an intermediary whote twelve consecutive—-month period as a calendar year and pro
not acting asagent for an insurer licensee, obtains insuranggdesthe annual notice to the customer once in each calendar year
throughthat licensee. A licensetoes not establish a customefollowing the calendar year in which the licensee providedhthe
relationshipdue to issuance of a binder of coverage uh# tjal notice. For example, if a customer opens an account on any

policy is issued, if the licensee allows the consumer to requesly of year 1, the licensee shall provide an annual notice to that
delivery of the initial notice required under sub. (1) (a) #mel customerby December 31 of year 2.

licenseedelivers the initial notice within a reasonable tiafter (2) TERMINATED CUSTOMER. (2) Termination of customeeta-

thelicensee receives such arequest. _ tionship. A licensee is not required provide an annual notice to
2. Agrees to obtain financial, economic or investment advisogformer customerA former customer is an individual with whom
servicesrelating to insurance products or services for a fee froglicensee no longer has a continuing relationship.

the licensee. o ) (b) Examples. The following are examples of the termination
(4) ExisTING cusTOMERS. When arexisting customer obtains of a customer relationship:

anew insurance product or servitem a licensee that is to be 1 A jicensee no longer has a continuing relationship with an

Il?sed prima(il¥ forhpe_rs_o_nial, family or_householc}l( purp_(zses, thRdividual if the individual no longer is a current policyholder of
icenseesatisfies the initial notice requirements of sdhifany  aninsurance produar no longer obtains insurance services with
of the following conditions are met: or through the licensee.

(&) The licensee may provide a revised policy notice, under sy - a jicensee no longer has a continuing relationship with an
Ins 25.20, thatcovers the customiarnew insurance product oringividual if the individuals policy is lapsed, expired or otherwise
service. _ _ _ inactive or dormant under the licensedjusiness practices, and

(b) If the initial, revised or annual notice that the licensee magfe licensee has not communicated with the customer about the
recentlyprovided to that customer was accurate with respect to fegationshipfor a period of twelve consecutive months, other than
new insurance product or service, the licensee does not neegotgrovide annual privacy notices, material required by law er reg
providea new privacy notice under sub. (1). ulation, or promotional materials.

(5) EXCEPTIONSTO ALLOW SUBSEQUENTDELIVERY OF NOTICE. 3. For the purposes of this chaptatdicensee no longer has a
(a) A licensee may provide the initial notice required by sub. (&bntinuingrelationship with an individual if the individuallast
(a) within a reasonable time aftére licensee establishes a-cusknown address according tihe licenses’ records is deemed

tomerrelationship if any of the following conditions exist: invalid. An address of record is deemed invalid if mail sent to that
1. Establishing the customer relationship is not at the custoaddresdy the licensee has been returned by the postal authorities
er’s election. as undeliverable and if subsequent attempts by the licensee to

2. Providing notice not later than when the licensee establisi¥aina current valid address for the individual have heesue
a customer relationship would substantially delay the custsmegessful.
transactiorand the customer agrees to receive the natiadater 4. A licensee no longer has a continuing relationship witha cus

time. tomerin the case of providing real estate settlement services, at the
(b) The following are examples of when exceptions may dme the customer completes execution of all documents related
may not apply: to the real estate closing, payment for those services has been

received,or the licensee has completed all of its responsibilities
electionif a licensee acquires or is assigned a custanpeticy with respect to the settlement, including filing documents on the

from another financial institution or residual market mechanisR'Plic record, whichever is later

and the customer does not have a choice aboutiteesees (3) DeLivery. When dlicensee is required by this section to
acquisitionor assignment. deliver an annual privacy noticehe licensee shall deliver it

2. Providing notice not later than when a licensee established8§0rdingto s. Ins 25.25.
customerrelationship would substantialiyelay the customisr ﬁsmry' Cr. Register June, 2001, No. 546, eff. 7-1-01.
transactionwhen the licensee and the individual agree over the |45 25 15 |nformation to be included in privacy
telephoneto enter into a customer relationship involvir®mpt  notices. (1) GeneraLRULE. The initial, annual and revised pri
delivery of the insurance product or service. _ vacy notices that dicensee provides under ss. Ins 25.10, 25.13,
3. Providing notice not later than when a licensee establishegri25.20 shall include all dhe following items of information,
customerrelationship would not substantially delay the customin addition to any other information the licensee wishes te pro
er's transaction when the relationship is initiated in persaheat vide, that applies tthe licensee and to the consumers to whom the
licensee'soffice or through other means lhich the customer |icenseesends its privacy notice:
may view the notice, such as on a web site. (a) The categories of nonpublic personal financial information
(6) Deuivery. When a licensee is required to deliver an initighat the licensee collects.
privacy notice by thissection, the licensee shall deliver it aceord Note: See sample clause A-1 in Appendix A

1. Establishing @ustomer relationship is not at the customer
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(b) The categories of nonpublic personal financial informationb. Transaction information, such as information about balances,
thatthe licensee discloses. paymenthistory and parties to the transaction.

Note: See sample clauses A-2 and A-3 in Appendix A _ _ c. Information from consumer reports, such as a conssmer
(c) The categories of fiifates and nondiliated third parties creditworthinessand credit history

to which the licensediscloses nonpublic personal financial iRfor 5 A jicensee does not adequately categorize the information
_mfatlon,c_)ther tgan tholse games tc:jv;hom the licensee discloggst it discloses if the licensee uses only general terms, such as
informationunder ss. Ins 25.55 and 25.60. transactiorinformation about the consumer

Note: See sample dlauses A-2, A~3 and A4 in Appendix A 3. If a licensee reserves the right to disclose all ohtmpublic
Th tegori f nonpubli rsonal financial information ™" - o . h
(d) The categories of nonpublic personal financial informatio rsonalfinancial information about consumers that it collects,

aboutthe licenses' former customers that the licensee disclos . : . i
andthe categories of filfates and nondifiated third parties to elicensee may simply state that fact without describing the cate
rgoriesor exampleof nonpublic personal financial information

whom the licenseeliscloses nonpublic personal financial info . .
mation about the licenseg’former customers, other thémose thatthe licensee discloses.

partiesto whom the licensee discloses information under ss. Ins(€) Categories of affiliates and nonaffiliated ttipartiesto
25 55and 25.60. whomthe licensee disclosed.. A licensee satisfies the require

Note: See sample clauses A2 and A-3 in Appendix A ment to categorize theféifites and nondiliated third parties to

(e) If a licensee discloses nonpublic personal financial infoy/hich the licensee discloses nonpublic personal finamofat-
mationto a nondiliated third party under s. Ins 25.50 (and ngnationabout consumers if the licensee identifies the types of busi
otherexception in ss. Ins 25.55 and 25.60 applies to that disc$SSesn which they engage.
sure), a separate description of the categories of information thé. Typesof businesses may be described by general terms only
licenseediscloses and the categorigfsthird parties with whom if the licensee uses at least one example, and additional examples
thelicensee has contracted. asare reasonably appropriate, to illustrate the significant lines of

Note: See sample clauses A-5 in Appendix A business.For example, a licensee mase the term financial prod

() An explanation of the consumsrright under s. Ins 25.30 Uctsor services if it includes appropriaggamples of significant
(1) to opt out of the disclosure of nonpublic personal financilnes of businesses, such as life insuertomobile insurercon
informationto nonafiliated third parties, including the methodssumer banking or securities brokerage.
by which the consumer may exercise that right at that time. 3. Alicensee also may categorize thfdiafes and nondiliated

Note: See sample clauses A-6 in Appendix A third parties to which it discloses nonpublic persdinsncial

(g) Any disclosures that the licensemkes under Section informationabout consumers using more detailed categories than
603(d)(2)(A)(iii) of the federal Fair Credit Reporting Act (15 USQhosedescribed in this paragraph.
1681a(d)(2)(A)(iii)) (that is, notices regarding tlability to opt (d) Disclosuresunder exception for servicequiders and joint
out of disclosures of information amondibétes). marketers. If a licensee disclosasonpublic personal financial

(h) The licenses policies and practices with respect to-proinformationunder the exceptioim s. Ins 25.50 to a norfdiated
tecting the confidentiality and security of nonpublersonal third party to market products or services that iexsf alone or
financialinformation. jointly with another financial institution, the licensee satisfies the

Note: See sample clauses A-7 in Appendix A disclosurerequirement of sub. (1) (e) if it does all of the following:

(i) Any disclosure that the licensee makes under sub. (2). 1. Lists the categories of nonpublic personal financial inferma

(2) DESCRIPTION OF PARTIES SUBJECT TO EXCEPTIONS. If a tion it discloses, using theame categories and examples the
licenseediscloses nonpublic personal financial informatis licenseeused to meet the requirements of sub. (1) (b) , as applica
authorizedunder ss. Ins 25.55 and 25.60, the licensee is rde.
requiredto list those exceptions in the initial or annpelacy 2. States whether the third party is any of the following:
noticesrequired by ss. Ins 25.10 and 25.13. When descrtbig 5. A service provider that performs marketing services on the
categoriesf parties to whom disclosure is made, the licensee|jgensee’shehalf or orbehalf of the licensee and another financial
requiredto state only that inakes disclosures to othefilidted  institution.
or nonafiliated third parties, as applicable, as permitted b_y law b. A financial institution with whom the licensee has a joint

. (3) ExawpLes. (a) Categories of nonpublic personal finan marketingagreement.
cial information that the licensee collecta.licensee satisfies the (e) Simplified noticesJf a licensee does not disclose, and does

requiremento categorize the nonpublersonal financial infer t wish to reserve the right to disclose, nonpublic personalfinan

mationit collects if the licensee categorizes it according to all : ; -
the following sources of the information: @ﬁl information about customers or former customersfiléasgs

or nonafiliated third parties except as authorized under ss. Ins

1. Information from the consumer 25.55and 25.60, the licensee may simgtgte that fact, in addi

2. Information abouthe consumés transactions with the tion to the information it shall provide under sub. (1) (a), (h), and
licenseeor its afiliates. (i) and (2).

3. Information abouthe consumes transactions with norfaf (f) Confidentiality and securityA licensee describes its poli
iatedthird parties. ciesand practices with respect to protecting the confidentiality

4. Information from a consumer reporting agency andsecurity of nonpublic personal financial informatibit does

(b) Categories of nonpublic personal financial information & f the following: , ,
licenseediscloses.1. A licensesatisfies the requirement to cate 1. Describes in general terms who is authorized to hagess
gorizenonpublic personal financial information it discloses if th&o the information.
licensee categorizes the information according to soum@®, 2. States whether the licensee has security practices and proce
describedn par (a), as applicable, and provideseaist one exam duresin place to ensure the confidentiality of the informaiion
ple, and additional examples as are reasonably approptgateaccordancavith the licenses'policy The licensee is not required
illustratethe typesf information in each categorigzxamples may to describe technical information about the safeguards that it uses.
includeany of the following: (4) SHORT-FORM INITIAL NOTICE WITH OPT-OUT NOTICE FOR

a. Information from the consumeéncluding application infor NoN-cusTOMERS. (a) A licensee may satisfy the initial notice
mation, such as assets and income and identifyifigrmation, requirementsn ss. Ins 25.10 (1) (b) and 25.17 {8) a consumer
suchas name, address and social security number who is not a customer by providing a short—form initial notice at
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thesametime as the licensee delivers an opt out notice as required. Designates check-fdfoxes in a prominent position on the

ins. Ins 25.17. relevantforms with the opt out notice.
(b) A short-forminitial notice shall comply with all of the fol ~ b. Includes a reply form together with the opt out notice.

lowing: _ c. Provides an electronic means to opt out, such as a form that

1. It shall be clear and conspicuous. canbe sent via electronic mail or a process at the licensesh

2. It shall state that the licenssggrivacy notice is available site,if the consumer agrees to the electronic delivery of informa
uponrequest. tion.

3. It shall explain aeasonableneans by which the consumer d. Provides a toll-freéelephone number that consumers may
may obtain that notice. call to opt out.

(c) The licensee shall deliver its short—form initial notice 3. A licensee does not provide a reasonable means of opting out
accordingto s. Ins25.25. The licensee is not required to deliveif any of the following exist:

its privacy notice with its short—form initial notice. The licensee 5 The only means afpting out is for the consumer to write his

instead mayimply provide the consumer a reasonable means §p her own letter to exercise that opt out right.

obtain its privacy notice. If a consumer who receives the Hcensb Th | f opi t described i i b

ees short—form notice requests the licensgeivacy notice, the g Ortlhy me.?nf o t‘.’p ing (t)” scrr|1 e kl’gﬁagy n?hlcte tﬁ”

licenseeshall deliver its privacy notice according to s. 2825, S€QUeENto the initial notice IS to usa check—dr box that the
. . . . licenseeprovided with the initial notice but did not include with

(d) Examples of obtaining privaayotice. The licensee pro ;
. . ) the subsequent notice.
videsa reasonable means by which a consumer may obtain a

cop _ .
of its privacy notice if the licensee does any of the following: 2 Alicensee may require each consumer to opt out through a

1. Provides a toll-free telephone number that the consumer r@gﬁ]cgrlcmeans, as long dbat means is reasonable for that-con

call to request the notice. 2) S Al
2. For a consumer who conducts business in person at thé ) SAME FORMAS INITIAL NOTICE PERMITTED. A licensee may

licensee’soffice, maintains copies of thetice on hand that the providet.he opt out noticg Fo.gether. with or on the same V\{ritten.or
Iicenseeprovidés to the consumer immediately upon request electronic form as the initial notice the licensee provides in

. L . accordancavith s. Ins 25.10.
(5) FuTuRE DISCLOSURES. The licenses' notice may include 3) |
anyof the foIIowing: ( ) NITIAL NOTICEREQUIREDWHEN OPTOUT NOTICEDELIVERED

(a) Categories of nonpublic personal financial information th%ﬁBSEQUENﬂO INITIAL NOTICE. If alicensee provides the opt out

h ’ ; . ticelater than required for the initial notice in accordaniéa
::huirlécriﬂ/s;gégss%wes the right to disclose irthze, but does not s.Ins 25.10, the licensee shall also include a copy of the initial

B . ) ) ) noticewith the optout notice in writing qrif the consumer agrees,

(b) Categories of @ifiates or nondiliated third parties to electronically.
whomthe licensee reserves the right in the future to disclose, but4 JOINT RELATIONSHIPS. (2 If tWo Or more consumers iointl
to whom the licensee does not currently disclose, nonpublic pe[)( .) . - (@) . 1ers Jointly

f P ; Obtain an insurance product or service from a licensee, the

sonalfinancial information. " ; - ) ;

6) SAMPLE cLAUSES. Sample clauses illustrating somettod Ilcense_emay prowde_a smglept_out notice. The IlcensgeC)pt

(. ) 2= P : - gs out notice shall explain how the licensee will treat an optizat
noticecontent required by this section are included in Append%n by a joint consumens explained in pafe)
A of this chapter '

History: Cr. Register June, 2001, No. 546, eff. 7-1-01. (b) Any of the joint consumers may exerc_ise the right to opt
out. The licensee may do either of the following:
Ins 25.17 Form of opt out notice to consumers and 1. Treat an opt out direction by a joint consumer as applying to

opt out methods. (1) Form. (a) Form of opt out noticelf a  all of the associated joint consumers.
licenseds required to provide an opt out notice under s. Ins 25.3®. Permiteach joint consumer to opt out separatelyject to
(1), it shall provide a clear and conspicuous noticeach of its  par (c).
consumershat accurately explairtie right to opt out under that ™ . "¢ 5 jicensee permits each joint consumer to opt out-sepa
section. The ngtlce shallllnclude all of the f°”°‘”‘”9- ) rately,the licensee shall permit one of the jainhsumers to opt

1. That the licensee discloses or reserves the rigiistdose ot on behalf of all of the joint consumers.
nonpublicpersonal financial informatioabout its consumer to a (d) A licensee may not require all joiconsumerso opt out

nonaffiliatedthird party beforeit implements any opt out direction
2. That the consumer has the right to opt out of that dlsclosure.(e) Example. If John and Mary are both namgdlicyholders

3. Areasonable means by which the consumer may exéteise,, 5 homeownes insurance policy issued by a licensee thed

optout right. licenseesendspolicy statements to Jolnaddress, the licensee

(b) Examples.1. A licensee provides notice that the consumeiay do any of the following, buit shall explain in its opt out
can opt out of the disclosure of nonpulgérsonal financial infer  noticewhich opt out policy the licensee will follow:

mationto a nondfliated third party in complianceith this see 1. Send a single opt out notice to Jehaxidress, but the licensee

tion if the .Ilicensee does all of t,he following: i ) shallaccept an opt out direction from either John or Mary
a. ldentifies all of the categories of nonpublic personal financia

I - . .
informationthat it discloses or reserves the right to disclose, apcﬁ'h Treatt_ an or;t Olljft tdhlrelgtloby eltr&er John or dMJar% as atpplylpgth
all of the categories of norféifated third parties to which the othe entre policy 1T the ficénsee does o and Jonn opts out, the

licenseediscloses the information, as descrilred. Ins 25.15 (3) llcenseemay not require Mary to opt out as well before imple

(b) and (c), and states that the consumer can opt out of the disgpgntlngJohns opt out dlr.ectlon. _

sureof that information. 3. If the licensee permits John and Mary to makiegéht opt
b. Identifies theinsurance products or services that the- cout directions, the licensee shall do all of the following:

sumerobtains from the licensee, either singly or jointtywhich a. It shall permit John and Mary to opt out for each other

the opt out direction would apply b. If both opt outthe licensee shall permit both of them to notify
2. Alicensee provides a reasonable means to exercise an opitdata single response, such as on a form or througlkephone
right if it does any of the following: call.
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c. If John opts out and Mary does rtbe licensee may only dis 1. Hand-delivers a printed copy of the notice to the consumer
closenonpublic personal financial information about Masut 2. Mails a printed copy of the notice to the lasbwnaddress
notabout John and not about John and Mary jaintly of the consumer separatety in a policy billing or other written

(5) TiME TO comPLY WITH OPTOUT. A licensee shall comply communication.
with a consumes opt out direction as soon as reasonabiyti 3. For a consumer who conducts transactions electronically

cableafter the licensee receives it. poststhe notice on the electronic site amdjuires the consumer
(6) CONTINUING RIGHT TO OPTOUT. A consumer may exercise to acknowledge receipt of the notice as a necessary step to-obtain
theright to opt out at any time. ing a particular insurance product or service.

(7) DURATION OF THE CONSUMER'SOPT OUT DIRECTION. (&) A 4. For an isolated transaction with a consunseich as the
consumer’'direction to opbut under this section isfetive until licensee providing an insurance quotesetling the consumer
the consumer revokes it in writing,df the consumer agreesdec  travel insurance, posts the notice and requthesconsumer to
tronically. acknowledgeeceipt of the notice as a necessary step to obtaining

(b) When a customer relationshgrminates, the customgr the particular insurance product or service.
opt out direction continues to apply to the nonpublic personal (b) Examples of umasonable expectation of actumdtice. A
financialinformation that the licensee collectgdring or related licenseemay not, howevemreasonably expect that a consumer
to that relationship. If the individual subsequently establishesaéll receive actual notice of its privacy policies and practices if it
new customer relationship with the licensee, the opt out directidioesany of the following:
thatapplied to the former relationship does not apply to the newl. Only posts a sign in itsfife or generally publishes adver
relationship. tisements of its privacy policies and practices.

(8) DEeLvERY. When a licensee is required to deliver an opt out2, Sends the notice via electronic rtaila consumer who does
noticeby this section, the licensee shall deliver it according tonot obtain an insurance product or service from the licensee elec
Ins 25.25. ' tronically.

History: Cr. Register June, 2001, No. 546, eff. 7-01-01. (3) ANNUAL NOTICESONLY. A licensee may reasonaleypect

Ins 25.20 Revised privacy notices. (1) GENERALRULE. thata customer will receive actual notice of the licersaehual

Except as otherwise authorized in this chaptdicensee shatior, Privacy notice if it does any of the following: _
directly or through an diliate, disclose any nonpublic personal (&) The customer uses the licensaeeb site to access insur
financial information about a consumer to a nditiafed third anceproducts and services electronically and agrees to receive
party other than as described in théial notice that the licensee hoticesat the web site and the licensee posts its current privacy
providedto that consumer underlas 25.10, unless all of the fol hoticecontinuously in alear and conspicuous manner on the web
lowing have occurred: site.

(a) The licensee has provided to the consumer a clear and con(b) The customer has requested that the licensee réfoain
spicuousrevised notice that accurately describes its policies apgndingany information regarding treistomer relationship, the

practices. licenseemaintains a record of the request and the liceaseg’
(b) The licensee has provided to the consumer a new opt ®wt prltvacy notice remains available to the customer upon
notice. request.

(c) The licensee has given the consumer a reasooppietu (4) ORAL DESCRIPTION OF NOTICE INSUFFICIENT. A licensee
nity, before the licensee discloses the information tmdmeafili- ~ May not provide anynotice required by this chapter solely by
atedthird party to opt out of the disclosure. orally explaining the notice, either in person or over the telephone.

(d) The consumer does not opt out. (5) RETENTION OR ACCESSIBILITY OF NOTICESFOR CUSTOMERS.

(2) ExampLES. (3) Except as otherwise permitted by ss Ir% For customers only licensee shall provide the initial notice

25.50,25.55, and 25.60, a licensee shall provide a revised not
beforeit does any of the following:

uiredby s.Ins 25.10 (1) (a), the annual notice required by s. Ins
-13(1), and the revised notice required by s. Ins 25.20 so that
. . i the customer can retain them or obtain them later in writing or
1. Discloses a new category of nonpublic personal financiqs cystomer agrees, electronically
|nform§t|onto any nona[.ﬂlated third .party. . . (b) Examples ofetention or accessibilityA licensee provides

2. Discloses nonpublic personal financial information f®®& 5 privacy notice to the customer so that the customer can ietain
categoryof nonafiliated third party o . or obtain it later if the licensee does any of the following:

3. Discloses nonpublic personal financial information about &  Hand-delivers a printed copy of the notice to the customer

former customer to aonafiliated third party if that former cus : . .
tomerhas not had the opportunity to exercise any opt out ri th ygg:tgrﬁgpted copy of the notice to the last known address

regardingthat disclosure. . . . . .
9 o 3. Makes its current privacy notice available on a web site or a

noét;))utﬁ\icr%\g?segng?tfli%%rlli i;hoftorr‘:}?aut'iger? tI(]; g‘iéfveggﬁgfgt'zglosﬁﬁk to another yveb site fo_r tlistomer who obtains an insuranc_:e
third party that the licensee adequately described in its prg){r(t)ﬁgc\:l\tlcérbsseitrglceelectron|caIIy and agrees to receive the notice

notice.
(6) JOINT NOTICE WITH OTHER FINANCIAL INSTITUTIONS. A

orivatynofice by thisection. the licanses shall deliver t aceorgitenseemay provide a oint notice from the licensee and one or
’ moreof its afiliates or othefinancial institutions, as identified in

'naiig)r?; Ig;s se‘r’g‘i‘:‘ti’huney 2001, No. 546, eff, 7-1-01. the notice, as long as the noticedscurate with respect to the
licenseeand the other institutions. A licensee also may provide

Ins 25.25 Delivery. (1) How To PROVIDE NOTICES. A  anotice on behalf of another financial institution.

licenseeshall provide any notices thiiis chapter requires so that  (7) JOINT RELATIONSHIPS. If two or more consumers jointly

each consumer can reasonably be expected to receive actiafain an insurance product or service from a licensee, the

noticein writing or, if the consumer agrees, electronically licenseemay satisfy the initial, annual and revised notice reguire
(2) ExampLEs. (a) Examples of@asonable expectation of mentsof ss. Ins 25.10 (1), 25.13 (1), and 25.20 (1), respectively

actualnotice. A licensee may reasonably expect that a consuni®¢ providing one notice to those consumers jointly

will receive actuatotice of its privacy policies and practices if the (8) MULTIPLE INSURANCE PRODUCTSOR SERVICES. If a con

licenseedoes any of the following: sumeror two or moreconsumers jointly seek to obtain or obtain
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multiple insurance products or services from a licensee offitts afUNDEREXCEPTION. (&) Information the licenseeceives under an
iates,the licensee may satisfy the initial, annual and revised notigeception. If a licensee receives nonpublic personal financial
requirement®f ss. Ins 25.10 (1), 25.13 (1), and 25.20 (1), respeaformation from a nonéfiated financial institution under an
tively, for the licensee anitk afiliates by providing one notice to exceptionin s. Ins 25.55 or 25.60, the licensee may use or disclose

thoseconsumers. thatinformation only under the following conditions:
History: Cr. Register June, 2001, No. 546, eff. 7-1-01. 1. The licensee may disclose the information to tfikeaés of
L . . . the financial institution from which the licensee received the
Subchapter il — Limits on Disclosur es of Financial  jrformation.
Information

2. The licensee may disclose the information to filieaés, but
thelicensees afiliates may in turn, disclose and use the informa
tion only to the extent that the licensee may disclose and use the
information.

3. The licensee may discloaed use the information pursuant
an exception in s. Ins 25.9% 25.60, in the ordinary course of
businesgo carry out the activity covered by the exception under
which the licensee received the information.

(b) Example. If a licensee receives information from a nenaf
ated financial institutionfor claims settlement purposes, the
) : . licenseemay disclose the information for fraud prevention, or in
2. The licensee has provided to the consumepout notice  eqnonsao a properly authorized subpoena. The licensee may not
asrequired in s. Ins 25.17. disclosethat information to ahird party for marketing purposes
3. The licensee has given the consumer a reasonable 6pp@jfse that information for its own marketing purposes.
nity, before it discloses the information to the ndiliafed third (2) REDISCLOSURE OUTSIDE EXCEPTION. (@) Information a

party to opt out of the disclosure. licenseereceivesoutside of an exceptionf a licensee receives
4. The consumer does not opt out. o nonpublic personal financial information from monafiliated
(b) Opt out definition. Opt out means a direction by the €onfinancialinstitution other than under an exception in s. Ins 25.55
sumer that the licensee not disclose nonpublic perfimaaicial or 25.60, the licensee may not disclose the information except to
information about that consumer to a ndil&ted third party  any of the following:
otherthan as permitted by ss. Ins 25.50, 25.55, and 25.60. 1. To the filiates of the financial institution from which the
(c) Examples ofeasonable opportunity to opt ou licensee licenseereceived the information.
providesa consumer with a reasonable opportunity to opt out if it To its afiliates, but its diliates may in turn, disclose the
doesany of the following: informationonly to the extent that the licensee may disctbse
1. ‘By mail." The licensee mails theotices required in paf@)  information.
to the consumer and allows the consumer to opt out by mailing 8 1o any otheperson, if the disclosure would be lawful if made

form, calling a toll-free telephone number or any other reasonalieectly to that person by tHiinancial institution from which the
meanswithin thirty days from the date the licensee mailed thgenseereceived the information.

notices. _ , _ (b) Example. If a licensee obtainsaustomer list from a nonaf

2. ‘By electronic means.” A custompurchases an insurancefjjiated financial institution outside of the exceptions in s. Ins
serviceor product from a licensee and agrees to receive the notiggsssor 25.60 it may do any of the following:
requiredin par (a) electronicallyand the licensee allows the €us 1. The licensee may use that list for its own purposes
tomerto opt out by any reasonable means within 30 days after thﬁ. The licensee may disclose that list to another ritiasdd

ﬁﬁ]tcettig?]tm: ;:rl;ﬂgggagﬁcknowledges receipt of the notices i Cc{nird party only if the financial institution from which thieensee
) purchasedhe list couldhave lawfully disclosed the list to that

3. ‘Isolated transaction with consumefor an isolated transac {4 harty That is, the licensee may disclose the list in accord

tion such as providing the consumer with an insurance quote g o with the privacy policy of the financial institution from
licenseeprovides the consumer with a reasonable opportimity, hich the licensee received the list, as limibscthe opt out direc

optout if the licensee provides the notices required in(p#at 4o of each consumarhose nonpublic personal financial infor

the time of the transaction and requests that the consumer decigiey; e Jicensee intends to disclose, and the licensee may dis
asa necessary part dfe transaction, whether to opt out beforg|oqehe Jist in accordance with an exception in s. Ins 25.55 or

completingthe transaction. 25.60,such as to the licensseittorneys or accountants.

(2) APPLICATIONOFOPTOUTTOALL CONSFa'\;EF,{ASAI"\(I:ZQ;gZ?;aII (3) INFORMATION A LICENSEEDISCLOSESUNDER AN EXCEPTION.
PUBLIC PERSONALFINANCIAL INFORMATION. ICens If a licensee discloses nonpublic personal financial information
comply with this section, regardiess of whether the licensee ajqlnfiliated third party undean exception in s. Ins 25.55 or
the consumer have established a customer relationship. 25.60, the third party may nadisclose or use that information

(b) Unless a licensee complies with this sectihalicensee exceptunder any of the following circumstances:

may not, except as permitted in $8s 25.50, 25.55, and 25.60, - 4) The third party may discloske information to the licens
directly or through any diliate, disclose any nonpublic personale(?’saﬁiliates.

financial information about a consumer that the licensee has co b) The third N discl the inf tion to ifdiaf
lected, regardless of whether the licensee collected it before or (P) The third party may disclose the information to ifdiaf
afterreceiving the direction to opt out from the consumer ates,but its afiliates may in turn, disclose and use the information
. only to the extent that the third party may disclose and use the
(3) ParTIAL OPTOUT. A licensee may allow a consumer 0 formation
selectcertain nonpublipersonal financial information or certain - . . .
puble (c) The third party may disclose and dke information pur

Cv?gﬁg;i?tggttggg parties with respect tahich the consumer suantto an exception in s. Ins 25.55 or 25.60 in the ordinary course

Ins 25.30 Limits on disclosure of nonpublic per -
sonal financial information to nonaffiliated third parties.
(1) Process.(a) Conditions for disclos@. Except as otherwise
authorizedn this chaptera licensee may not, directly or througl}
any affiliate, disclose any nonpublic personal finandrdbrma 0
tion about a consumer to a nofilédted third party unless all of
thefollowing have occurred:

1. The licensebdasprovided to the consumer an initial noticef.l.
asrequired under s. Ins 25.10. i

History: Cr. Register June, 2001, No. 546, eff, 7-1-01. of business to carry out the activity covered by the exception
underwhich it received the information.
Ins 25.35 Limits on re—disclosure and reuse of non - (4) INFORMATION A LICENSEEDISCLOSESOUTSIDE OF AN EXCEP-

public personal financial information. (1) RebiscLosurReE TION. If a licensee discloses nonpublic personal financial informa
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tion to a nondfliated third party other than under an exception ior 25.60 in the ordinary course of business to cautythat joint

s.Ins 25.55 or 25.60, the third party may distlose the informa marketing.

tion except under any of the following circumstances: (2) SERVICE MAY INCLUDE JOINT MARKETING. The services a
(@) To the licenses’ afiliates. nonaffiliatedthird party performs for a licensee under sub. (1)
(b) To the third party afiliates, but the third partg'afiliates, mayinclude marketing of thicensees own products or services

in turn, may disclose the information only to the extenttirel O marketing of financial products or servicetecéd pursuant to

party can disclose the information. joint agreements betweehe licensee and one or more financial
(c) To any other person, if the disclosure would be lawfilgf NSttutions. ,
licenseemade it directly to that person. (3_) DEFINITION OF "JOINT AGREEMENT”. For purposes ahis
History: Cr. Register June, 2001, No. 546, eff. 7-1-01. section,“joint agreement” means a written contract pursuant to
which a licensee and one or more financial institutions jointly
Ins 25.40 Limits on sharing account number infor -  offer, endorse or sponsor a financial product or service.

mation for marketing purposes. (1) GENERAL PROHIBITION History: Cr. Register June, 2001, No. 546, eff. 7-1-01.
ON DISCLOSURE OF ACCOUNT NUMBERS. A licensee shall not, . . .
directly or through an 4ifiate, disclose, other than to a consumer_ NS 25:55 Exceptions to notice and  opt out require -
reportingagencya policy number or similar formf access num Ments for disclosure of nonpublic personal financial
beror access code for a consufsegolicy or transaction accountinformation for processing and servicing transactions.

to any nondiliated third party for use in telemarketing, direct) EXCEPTIONSFORPROCESSINGIRANSACTIONSAT A CONSUMER'S
mail marketing or other marketing through electramiail to the REQUEST. The requirements for initial notice in s. Ins 25.10 (1) (b),
consumer. theopt out in ss. Ins 25.17 and 25.30, and service provatets

. o joint marketing in s. Ins 25.50 do not apply if the licensee discloses
di (2|) EXCEPT;iONSh Smugsecrtloirr]ni(ll)r (fjorerrsl n;)t apply 'Lanl:gersﬁhonpublicpersonal financial information as necessargftect,
S¢ ose%a pto cy uf the? "5' llar form of access nuUMbEr Ofy yministeror enforce a transaction that a consumer requests or
accesxode to any ot the tollowing: authorizespr in connection with any of the following:

(‘i)e;l._o t?e I{(r:]enls,ee sgglce provufljer ?glely |n_0£der tolgen‘orm (a) Servicing or processing @msurance product or service that
marketingfor the license own productsr services, as 10ng as , ¢oncimer requests or authorizes.

the service provider is not authorized to directly initiate gear (b) Maintaining or servicing the consurfeaccount with a

to the account. . ¢ ) > .
b) To a li ho i d lelv in ord ¢ licenseepr with another entity as part afprivate label credit card
ma(rk)etir? zfiolrctir:asl‘ia(?e\;lvsgel’sosvr?roroudclfcrt:%regelrr]vi(():rés,er to perforfiogramor other extension of credit on behalf of such entity
g P ) (c) A proposed oactual securitization, secondary market sale

(c) To a participant iran afinity or similar program where the (jc|yding sales of servicing rights) or similar transaction related
participantsin the program are identified to the customer when thg 4 transaction of the consumer

customerenters into the program. ) _ (d) Reinsurance or stop loss or excess loss insurance,-includ
(3) ExawpLes. (a) Policy number A policy numberor simi g "hyt not limited to, for the purpose of placing, replacing or

lar form of access number access code, does not include a NuMnaiing a claim under reinsurance or stop—loss or excess loss
beror code in an encrypted form, as long as the licensee doesiRgtrance.

providethe recipient with aneans to decode the number or code. 2) PROCESSINGTRANSACTION. “Necessary to &ct, adminis

. (b) Palicy or transaction account-or the purposes of this sec ter or enforce a transaction” means thatdteglosure is any of the
tion, a policy or transaction account is an accauther than a_ following:

depositaccount or credit card account. A policy or transaction (a) Required, or i®ne of the lawful or appropriate methods,
accountdoes not include an account to which third pad&mot , entorce the licenseztights or the rights of other persons

initiate chages. : , : . L

o . engagedn carryingout the financial transaction or providing the
History: Cr. Register June, 2001, No. 546, eff. 7-1-01. )
sty gister June productor service.

SubchapterV — Exceptions to Limits on Disclosue (b) Required, or is a usual, appropriate or acceptable method
of Financial Information to accomplish any of the following:
1. To carry out the transaction or the product or service business
Ins 25.50 Exception to opt out requirements for dis -  ©f which the transaction & part, and record, service or maintain
closure of nonpublic personal financial information for the consume's accounin the ordinary course of providing the

service providers and joint marketing. (1) Services. (a) Insuranceproduct or service.

Generalrule. The opt out requirements in ss. Ins 25.17 and 25.3®. To administer or service benefits or claims relating to the
do not apply when a licensee provides nonpublic personal-findransactioror the producor service business of which it is a part.
cial information to a nonéifiated third party to perform services 3. To provide a confirmation, statement or other record of the
for the licensee or functions on the licensédxghalf, if the licensee transactionpr information on the status or value of the insurance
complieswith all of the following: productor service to the consumer or the consusn@gent or bro

1. It provides the initial notice in accordance with s. Ins 25.18er.

2. ltenters into a contractual agreemsith the third party that 4. To accrue or recognize incentives or bonuses assouiitted
prohibitsthe third party from disclosing mising the information thetransaction that are provided by a licensearyrother party
otherthan to carry out the purposes for which the licensee dis5. To underwrite insurance at taensumeis request or for any
closedthe information, including use under an exceptios. Ins  of thefollowing purposes as they relate to a constsriasurance:
25.550r 25.60 in the ordinary course of business to carry out tha@sgcount administration, reporting, investigating preventing
purposes. fraud or material misrepresentatioprocessing premium pay

(b) Example. If a licensee discloses nonpublic personal finafinents, processing insurance claims, administering insurance
cial information under this section to a financial institutigith ~ benefitsincluding utilization reviewactivities, participating in
which the licensee performs joint marketing, the licersseeis ~ researctprojects, workers compensation premium audits, work
tractualagreement with thanstitution meets the requirements ofers’ compensation first reports of injunworkers’ compensation
par. (b) if it prohibits the institution from disclosing or using thdossruns or as otherwise required or specifically permitted by fed
nonpublicpersonal financial information except as necessary &l or state law
carryout the joint marketing or under arception in s. Ins 25.55 6. In connection with any of the following:
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a. The authorization, settlement, billing, processing, clearing, (2) EXAMPLE OF REVOCATION OF CONSENT. A consumer may
transferring,reconciling or collection of amounts cbgead, deb revokeconsent by subsequently exercising the right to opt out of
ited or otherwise paid using a debit, credit or other payment cafdture disclosures of nonpublic persofiahncial information as
checkor account numbeor by other payment means. permittedunder s. Ins 25.17 (6).

b. The transfer of receivables, accounts or interests therein. (3) ReceiversHIP. This chapter does not apply to a receiver for

c. The audit of debit, credit or other payment information. an insurer subject to a delinquency proceeding unde645,
History: Cr. Register June, 2001, No. 546, eff. 7-1-01. Stats.
History: Cr. Register June, 2001, No. 546, eff. 7-1-01; cattion in (1)

Ins 25.60 Other exceptions to notice and opt out (intro.) made under's. 13.93 (2m) (b) 7., Stats.

requirements for disclosure of nonpublic personal .

financial information. (1) EXCEPTIONSTO OPT OUT REQUIRE SubchapterV — Rules for Health Information

MENTS. The requirements for initial notide consumers in s. Ins

25.10(1) (b), the opt out in ss. Ins 25.17 and 25.30, and servicelns 25.70 When authorization required for disclo -

providers and joint marketing in s. Ins 25.50 do not apply whaanre of nonpublic personal health information. 1) A

a licensee discloses nonpublic personal financial informatidicenseeshall not disclose nonpublic personal health information

underany of the following circumstances: abouta consumeor customer unless an authorization is obtained
(a) With theconsent or at the direction of the consurpes-  from the consumer or customer whose nonpublic personal health

videdthat the consumer has not revoked the consent or directiiormationis sought tde disclosed or unless disclosure of the
(b) 1. © protect the confidentiality or security of a licensee’"€@lth information is permitted under ss. 51.30, or 146.81 to

recordspertainingto the consumeservice, product or transac 146-84,Stats., or otherwise authorized by law

tion. (2) .Not.hingin this sgction shall prohibit, restrict or require an
2. To protect against or preveattual or potential fraud or authorlzatlonfor the disclosure of nonpublic persomfbalth.
unauthorizedransactions. information by a licensee for the performance of the following

L . . insuranceunctionsby or on behalf of the licensee: claims admin
susrﬁe[:rgirsri?glsr%? ilrr]lsﬂmggnal risk control o resolving con istration; claims adjustment and management; detection, inves
P q ' L ) tigation or reporting of actual or potential fraud, misrepresenta
4. To persons holding a legal or beneficial interest relating to then or criminal activity; underwriting;policy placement or

consumer. S _ ~ issuanceloss controlyate-making and guaranty fund functions;
5. To persons actini a fiduciary or representative capacity onreinsuranceand excess loss insurance; risk management; case
behalfof the consumer managementdisease management; quality assurance; quality

(c) To provide informatiorto insurance rate advisorygani- improvement; performance evaluation; provider credentialing
zations,guaranty funds or agencies, agencies that are ratingegification; utilization review; peer review activities; actuarial,
licensee persons that are assessing the liceasmehpliance with scientific, medical or public policyesearch; grievance prece
industrystandards, and the licenseattorneys, accountants anddures; internal administration of compliance, managerial, and
auditors. information systems; policyholder service functions; auditing;

(d) To theextent specifically permitted or required under othdPorting;databassecurity; administration of consumer disputes
provisionsof law andin accordance with the federal Right te@ndinquiries; external accreditation standards; the replacement of
Financial Privacy Actof 1978 (12 USC 3401 et seq.), to law9roup peneflplan or workers compensation ppllcy or program;
enforcementagencies (including the Federal Reserve Boar§Orkers'compensation pren’numudlts; workers’ compensation
Office of the Comptroller of the Currendyederal Deposit Insur fifst reportsof injury; workers’ compensation loss runs; activities
anceCorporation, Ofce of Thrift Supervision, National Credit in connection with a sale, nuan, transfer or exchange of all or
Union Administration, the Securities and Exchange Commissiopartof a business or operating unit; any activity that permits dis
the Secretary of the rEasury with respect t&1 U.S.C. Chapter closurewithout authorization pursuatd the federal Health Insur
53, Subchapter Il (Recordmd Reports on Monetary Instrumentgnce Portability and Accountability Act privacy rules proraul
and Transactions) and 12 U.S.C. Chapter 21 (Finaréalord ~ gatedby the U.S. Department of Health and Human Services;
keeping) a staténsurance authorifyand the Federaldde Com disclosurethat isrequired, or is one of the lawful or appropriate
mission),self-regulatory aganizations or for an investigation onmethodsto enforce the licensesights or the rights of other per
amatter related to public safety sonsengaged in carryingut a transaction or providing a product

(e) 1. ™ a consumer-reporting agency in accordance with tﬂﬁqservi.ce that a consumer requests or authorizes; aratavify
federalFair Credit Reporting Act (15 USC 1681 et seq.). otherwisepermitted by lawrequiredpursuant to governmental

2 Discl f ; ted b reportingauthority or to comply with legaprocess. Additional
repo rtilsg:;gr:?:ymm a consumer report reported by a ConsUMghs,, ancefunctions may be added with the approval of the-com

] ) missionerto the extent thegre necessary for appropriate perfor

(f) Inconnection with a proposed or actual saleg@etrans  manceof insurance functions and are fair and reasonable to the
fer or exchange of all or a portion of a business or operating Upiferestof consumers. A licensee may apply for approval of, and
if the disclosure of nonpubllc personal financial information COhe Commissionermay approve additional Speciﬁc insurance

cernssolely consumers of the business or unit. functionsthat are subject tthis subsection if the commissioner
(9) 1. To comply withfederal, state or local laws, rules andinds inclusion is fairand reasonable to the interests of consumers.
otherapplicable legal requirements. History: Cr. Register June, 2001, No. 546, eff. 7-1-01.

2. To comply with a properly authorized civil, criminal or regu o ) o
latory investigation, osubpoena or summons by federal, state or Ins 25.73 Authorizations. (1) A valid authorizatiorto
local authorities. disclosenonpublic personal health information pursuanthie
3. To respond to judicial process or government regulatofbchapteshall be in written or electronic form and shall contain
authoritieshaving jurisdiction over a licensee for examinatiorgl! of the following:
complianceor other purposes as authorized by.law (@) The identity of the consumer or customer who isstigect
(h) For purposes related to the replacement of a group bengfithe nonpublic personal health information.
plan,a group health plan, a group welfare plan or a workers: com (b) A general description of the types nonpublic personal
pensatiorpolicy. healthinformation to be disclosed.
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(c) General descriptions of the partiesntbom the licensee includeworkers’ compensation or commercial property and-casu
discloses nonpublic personal health information, the purposeatty policies.
the disclosure and how the information will be used. (3) Nothingin this chapter or s. 610.70, Stats., restricts disclo

(d) The signature of the consumercoistomer who is the sub sureof nonpublic personal health information permitted under s.
ject of the nonpublic personal health informatimrthe individual 102.13,Stats.
whoiis legally empowered to grant authority and the date signedistory: Cr. Register June, 2001, No. 546, eff. 7-1-01.

(e) Notice of the length of time for which the authorization is . o
valid and that the consumer or customer may revoke the authori SubchapterVI — Additional Pr ovisions
zationat any time and the procedure for making a revocation. o )

(2) An authorization for the purposes of this subchapter shall InS 25.90 Nondiscrimination. (1) A licensee shall not
specifya length of time for which the authorization shall remaifnfairly discriminate against any consumer or customer because
valid, which in no event shall be for more than the period Ioet,hatconsumer or customer h.as opyed_ out from the disclosure of his
mitted if the authorization were subject$0610.70 (2) (b), Stats., OF her nonpublic personal financial information pursuant to the
or twenty—four months, whichever is longer provisionsof this chapter o _

(3) A consumer or customer who is the subject of nonpublic (2) A licensee shall not unfairly discriminasgjainst a con
personalhealth information may revoke an authorization-proSUmeror customer because that consumer or customer has not
vided pursuant to this subchapter at any time, subject to the rigefgntedauthorization for the disclosure of his or her nonpublic
of an individual who acted in reliance tire authorization prior Personalhealthinformation pursuant to the provisions of this
to notice of the revocation. chapter. . _ . .

(4) A licensee shall retain the authorization or a copy thereof (3) Failureto provide an insurance product or service based on
in the record of the individual who is the subject of nonpublie pesualand customary insurance underwritipgctices and stan
sonalhealth information. dardsis not unfair discrimination under this section, even if such

History: Cr. Register June, 2001, No. 546, eff. 7-1-01. failure is the result of a consumer or customeefusal to autho

o ) rize the disclosure of his or her nonpublic personal information.
Ins 25.75 Authorization request delivery . A request  History: Cr. Register June, 2001, No. 546, eff. 7-1-01.

for authorization and an authorization form may be delivered to

aconsumer or a customer as part of an opt—out notice pursuant téns 25.95 Effective date . (1) AppLicaBiLITY. Enforce

s.Ins 25.25, provided that the request and the authoriziion ment undersection 505 of the Gramm-Leach-Bliley Act (PL

areclear and conspicuous. An authorization form is not requird®2-106)is efective only on and after thefettive date of this

to be delivered to the consumer or customer or included in amye.

other noticesunless the licensee intends to disclose protected (2) PHasein. (a) Phased in noticesquirement for consumers

healthinformation pursuant to s. Ins 25.70 (1). whoare the licenses’customers on the compliance daBegin
History: Cr. Register June, 2001, No. 546, eff. 7-1-01. ning on the first day of the fourth month commencing after the
Ins 25.77 Relationship to federal rules.  Irrespective of after publicationof this rule and by not later than June 30, 2002

whethera licensee is subject to the federal Health Insurance Po@é'i%ni)egoﬁglrlng:gu%% Z?elmtlalngggcgﬂsﬁ r;%?gl(';?ldth[)eyfi?étlns
bility and Accountability Act privacyule as promulgated by the %>~ ee o

U.S. Department of Health and Human Services, if a IicensgllélyOf the fourth month commencing after the after publication of
complieswith all requirements of that rule, regardless of wheth is rule. ) . L .

it currently applies to the licensee, the licensee shall not be subject) Example. A licensee provides an initial notice to consum

to the provisions of this subchapter erswho are its customers on the first aeyhe fourth month com
History: Cr. Register June, 2001, No. 546, eff. 7-1-0L. mencingafter the after publication of this rule, if, by that date, the
licensee has established a system for providing an initial notice to
Ins 25.80 Insurers and agents compliance with s. all new customers and if by June 30, 2002 the licensee has mailed

610.70, Stats. (1) An insurer that is subject to s. 610.70, Statsthe initial notice to all the licensegexisting customers.

or an intermediary acting solely as an agent of an insurer subjec(3) ONE YEAR GRANDEATHERING OF SERVICE AGREEMENTS.

to s. 610.70, Stats., with respect to health information is nghgi| July 1, 2002, a contract that a licensee has entered into with
requiredto comply with this subchapteAn insurer is responsible g ponafiliated third party to perform services for the licensee or
for the acts or omissions of its agents that constitute violationsighctionson the licensesbehalf satisfies the provisions of s. Ins
s.610.70, Stats. . 25.50(1) (a) 2., even if the contragbes not include a requirement

~ (2) Forthe purposes of s. 610.70 (1) (d), Stats., “insurance thigatthe third party maintain the confidentialisy nonpublic per

is primarily for personal, family dnousehold purposes” includessonalfinancial information, as long dlse licensee entered into the
groupor individual health insurance policies and personal-autagreemenon or before July 1, 2000.

mobile, homeowners, disability and life policiedt does not  History: Cr. Register June, 2001, No. 546, eff. 7-1-01.
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