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Good afternoon Senator Grothman and members of the Senate Committee on Judiciary and Labor.  Thank you 
for this opportunity to testify on Senate Bill 223.  My name is Dan Rossmiller and I am the Government 
Relations Director for the Wisconsin Association of School Boards. 

Digital electronic technology is evolving rapidly and becoming ever more present in our private lives, our work 
lives and in education.  As a result, it is becoming harder to define appropriate boundaries separating 
information that one would wish to keep truly private from information that may be accessible to others.   

As you debate these issues, we have a number of concerns about where and how Senate Bill 223 draws certain 
of these boundaries with respect to our state’s public K-12 schools, where the protection of minor children is of 
paramount concern.    

Public schools are both “employers” and “educational institutions” under this bill.   

Generally speaking, we believe Senate Bill 223 makes sense as applied to applicants for employment and 
students applying/enrolling to a school.   

Our primary concern, and the reason for my appearance here today, is that the bill, as introduced, could hamper 
schools’ ability to investigate certain types of student misconduct (such as cyberbullying) and employee 
misconduct (such as inappropriate relationships between school staff and students).     

The problematic provisions in our view are found at page 7 of the bill, lines 1 through 6.  These provisions 
would make it a violation for an educational institution to “request a student or prospective student to grant 
access to, allow observation of, or disclose information that allows access to or observation of the personal 
Internet account of the student or prospective student.”  Each violation by a school official could result in a 
$1,000 forfeiture.  



Currently, the first thing school officials often do as part of their investigation—when  misconduct such as 
cyberbullying is alleged—is to request the student’s consent to view the allegedly offensive or abusive content, 
and such consent is often given by the victim of the behavior, and it is sometimes given by the alleged 
bully/aggressor.  

We are concerned that a parent could, for example, come to school officials asking that they look into 
cyberbullying or other alleged student misconduct that is occurring at school and harming their child but that 
also involves personal devices and personal Internet accounts.  Under the bill as currently drafted, school officials 
would not only be prohibited from looking at the Internet account in which the abusive or offensive material 
was contained, they could not even ask to see the account.   

And as we read the bill, school officials, could not even request the victim of the cyberbullying in this example 
to consent to allow access to the content that constitutes the bullying if it is located on a private site because 
merely making such a request would be prohibited. 

We see little reason to prohibit school officials from asking alleged victims for access to content from their 
account in order to attempt to right the wrong done to them. We believe that at a minimum, consent should be 
a valid basis for asking for and obtaining content—provided that the consent isn’t being requested from the 
student who may be disciplined, suspended or expelled as a result. And even in this context, we see little reason 
to prohibit school officials from allowing students accused of misconduct to give consent in order to clear their 
name.  

The WASB is not looking to give school officials blanket permission to access student’s social media or email 
accounts or for any authority to conduct searches of personal devices or accounts that are not supported by 
individualized and reasonable suspicion of misconduct.  Further, WASB agrees that neither employers nor 
schools should be permitted to require any individual to allow access to his/her private accounts so that the 
employer or school can go an intrusive “fishing expedition” within those accounts.  

We do ask committee members to recognize that an entire body of law already exists surrounding the extent to 
which a public entity may seek to “search” a public school student or public employee or their personal property  
That body of law, which has generally served the interests of school safety well, while protecting students’ and 
employees’ privacy rights, holds that the search of a student’s personal electronic device without consent or a 
reasonable basis for a suspected violation of law or school rules violates the student’s constitutional rights. 

The bill, however, appears to provide no exception for school officials to obtain consent or to obtain access to 
content in cases where school officials have reasonable cause to believe that a violation of school policy or law 
has occurred.  Academic cheating, cyberbullying, coordinated school violence, and “sexting” are all instances 
where the prohibition in this bill could be significant.  Ironically, the prohibitions in the bill could also hurt the 
interests of students when it comes to defending against potentially false allegations of violations of school rules. 

Finally, to the extent the bill would limit the ability of schools to passively or actively monitor certain Internet-
based activities that involve the use of district-owned technology resources, it could also hamper a school 
district’s efforts to comply with federal laws surrounding Internet safety which expressly require schools to 
monitor such activities. 

If the bill were passed in its present form, we believe it could have several unintended consequences, including 
that it:  



• could result in school officials making significant decisions regarding student and employee conduct 
without access to the “best evidence” available—the information contained in the personal Internet 
accounts.  (If so, this will increase school’s reliance on circumstantial evidence and witness testimony 
instead of the “best evidence” available.);   

• may increase the incentive for school officials to involve other agencies with broader investigative 
powers (such as law enforcement or social service agencies); 

• could cause schools to backtrack on the extent to which they permit students to possess and use “smart 
phones” and other personal electronic devices while at school. (Many school districts have been trending 
toward policy positions that generally allow possession of such devices and that focus on teaching 
safe/responsible use, but those policies were adopted with the backdrop of consent-based access, the 
“reasonable suspicion” standard, and the possibility of school discipline based on the information that is 
found in connection with the school’s investigation of alleged misconduct.)  

In summary, while the bill sensibly attempts to curb and prevent certain abuses of personal privacy, the WASB 
is advocating for a more incremental and nuanced approach to regulation that:  

• better differentiates among the interests of applicants, current employees, and current students;  

• gives additional consideration to the unique responsibilities of public schools and school officials; and  

• accounts for the developed body of law that already places relevant restrictions on public entities.  

In closing, we also want to point out what to our reading appears to be a discrepancy in the bill. It isn’t clear 
from our reading whether or how this bill applies to text messages, pictures, videos, etc., stored as files on a 
device that isn’t password protected and is not an Internet account.   

It appears that so long as students run their content through an Internet-based account, they have more 
protection from a search than students who use “standard” text/file storage on a device.  We’re not sure this was 
intended. 

______________ 

Thank you for this opportunity to speak before you.  We would be happy to work with you to address the 
concerns we raised in this testimony, and I would be happy to answer any questions you may have. 
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