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Identity Theft Tax Force: Notice of Unauthorized Use : WLC: 0107/1
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DD:ksm;tlu - 01/10/2003

aroloodt 75 LRE- 15851
AN ACT to create 895.507 of the statutes; relating to: . . .

The people of the state of Wisconsin, represented in senate and assembly, do enact as
follows:

CoMMENT: The provisions in this draft were previously included in
WLC: 0012/3. The changes made to the previous version, based on the
December 11, 2002 meeting, are summarized in the comment at the end
of the draft.

SecTION 1. 895.507 of the statutes is created to read:

895.507 Notice of unauthorized use of personal information. (1) DeFINITIONS. In

this section:

(a) “Entity” means a person other than an individual that in thé ordiﬁary course of
business maintains peréonal information.

(b) “Personal information” means:

1. For an individual, the individual’s first name or first initial and last name in
combination with any of the ‘following, when either the name or the information combined
with the name is not encrypted:

a. Tﬁe individual’s social security number.

b. The unique identifying driver number assigned to the individual by the department
of transportation under s. 343.17 (3) (a) 4. ‘.

c. An account number, credit or debit card number, in combination with any required

-security code, access code, or password that permits access to the individual’s financial -

account.
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2. For a person other than an individual, the person’s name in combination with any of
the following, when either the name or the information combined with the name is not
encrypted:

a. An account number, credit or debit card number, in combination with any required
security céde, access code, or password that permits access to the person’s financial account.

b. The person’s federal employer identification number. |

(2) REQUIRED NOTICE. An entity that knows of the [unauthorized use or unauthorized

attermnpted use] frrfag@Bghuse] of personal information that was obtained while in the custody

of the entity shall make a reasonable attempt to notify each person who is the subject of the
information. The notification shall indicate that the entity is aware of the [unauthorized use

or unauthorized attempted use] [wamfiizRas] of personal information belonging to the

individual that was obtained from the entity while in the custody of the entity. Notice may be
given in any manner reasonably calculated to reach each individual entitled to notice. The
notification process shall begin no later than 5 business days after the [unauthorized use or

Ease | was discovered.

unauthorized attempted use] [tk
(3) ErrecT ON CIvIL cLAIMS. Compliance with this section is not an affirmative defense
to a claim in a civil action or proceeding. Failure to comply with this section does not
constitute negligence per Sé [or a breach of any duty as a matter of law].
(4) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. Subsection (2) does not apply d1_1r’in£§'
gyﬁﬂ/oc_l\a law enforcement agency requests the entity not to aﬁempt the notice othe’rwise

required. 1A WM'{"?

CoMMENT: Revises the provision in the previous draft by:

1. Narrowing the definition of “personal information”. In the previous
draft, the definition was linked to the definition of “personal identifying
information” in the identity theft statute. The definition in this draft is

/\UM '/ﬁ 'jbll‘bé' F v //7’1/7/ 7
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derived from California law requiring notice of breach of data security.
See California civil code s. 1798.29 (e) and a parallel provision in s.
1798.82 (e).

2. Replacing previous notice provisions by:
(a) Requiring that a “reasonable attempt to notify” be made.

(b) Requiring that notice be given “in any manner reasonably calculated
to reach each individual entitled to notice”.

(c) Requiring that the notification process begin not later than 5 business
days after the use was discovered.

3. Expanding sub. (3) to apply to civil claims generally. The bracketed
language, not previously considered by the task force, is intended to
make the 2nd sentence parallel to the revised first sentence, which
previously only applied to claims of negligence.

4. Adding sub. (4).
(END)



State of Wisconsin

2003 - 2004 LEGISLATURE LRBa0461/1
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"
ASSEMBLY AMENDMENT ,
TO 2003 ASSEMBLY BILL (LRB-1585/1)

1 At the locations indicated, amend the bill as follows:
2 \ SECTION mé0587 of the statutes is created to read:
3 895.507 Notice of unauthorized use of personal information. (1)
4 DEFINITIONS. In this section:
s P | / |
5 (8) :Entity” means a persor})\other than an individuag\that in the ordinary
6 course of business maintains personal information.
7 (m:rsonal information” mean%:,\ Omwl ,/6 o /g"u“‘;"“j
8 1. For an individual, the éndivjdual’s first name"of@rﬁial and last name
9 in combination with any of th'; fg(;i“l‘:v;:ng when either the name or the information
10 combined with the name is not encrypted:
11 a. The individual’s social security number.
12 b. The unique identifying driver number assigned to the indiﬁdual by the |
13 department of transportation under s. 343.17 (3) (a) 4.
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o
c. An account number/(:{edit or debit card number, in combination with any
required security code, access code, or password that permits access to the
individual’s MCcount.
2. For a person ot};far t&agz an individual, the person’s name in combination with
e

any of the following‘ when either the name or the information combined with the

name is not encrypted:

[ i
a. An account numbergéxglit or debit card number, in combination with any

required security code, access code, or password that permits access to the person’s
&4 lh [

ffangal account.
b. The person’s federal eniployer identification number.
l
(2) REQUIRED NOTICEJ ,&1 entity 1%t knows of the funauthorized use or

unauthorized attempted use}) faBlawkdl Ghe¥ of personal information that was

feom while mamtamed by e embify, i+
obtained whilejnAheusindy of the entlty shall make a reasonable attempt to notify
notiee

each person who is the subject of the 1nformat10n The agtifigatiemn shall indicate that

the entity is aware of t};;%unauthorlzed use or unauthorized attempted use

r‘e,\a,h palson +a L/*jmd ta€eron abo

‘ /@%ﬁlﬂ/@d of personal information Kefeﬂglpg to the Wl{that @s obtalned

mamfam c,l b
from the entity while ir@}gegu@méy;gfthe entity. Notice may be given in any manner

pPersor Exceqpt oo pf‘ou:&.a-«lm sub. (‘/)

reasonably calculated to reach each irglividgal entitled to notice. 4Phe notification

process shall begin no later than 5 business days after thet\‘unauthorized use or

unauthorized attempted use{(@aﬁﬁﬂﬂsﬁ] wgs digcogereds) eatify learns of f

(3) EFFECT ON ﬂ{VIL CLAIMS. Compliance with this section is not ax{ affipative
defense to a claim in a civil action or proceeding. Failure to comply with this section

does not constitute negligence ,@ r a breach of any duty as a matter of law].

By e
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(4) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. Sﬁbsﬁtﬁoﬂ,@%ﬁa@mﬁapphr

asks prvids. a

,dfu/hg/hy/pm@d)@t law enforcement agency Wﬁw entity not to aftgmpt they
et 15 unden  $ub. ('1) ﬁe,\ @,,7 PO ol 7}‘/»‘4) e Ha’t‘}%«.cwﬁ»\

notice otherw1se requlre(}/
tetnelan
(END) pro e agrand
swb, (5) shall begin
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2003-2004 DRAFTING INSERT LRBa0461/1ins
FROM THE MGD........
LEGISLATIVE REFERENCE BUREAU
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. Page 1, line 9: after “information,” insert “notice regarding unauthorized

use of personal information,”.

[/2. Page 7, line 11: after that line insert:
INSERT 1/4 " y
(a) “Depository account” has the meaning given in s. 815.18 (2) (e).



‘Emery, Lynn

From: Emery, Lynn

Sent: Wednesday, April 23, 2003 10:08 AM
To: Rep.Staskunas

Subject: LRBa0461/1 (attached as requested)

03a0461/1

Lynn Emery

Program Assistant
Legislative Reference Bureau
608-266-3561

lynn.emery @legis.state.wi.us



'Dsida, Michael

From: Ramirez, Adrienne

Sent: Wednesday, April 30, 2003 10:36 AM

To: Dsida, Michael

Subject: FW: Fax received (2p) from:'414 224 0323' on 1D:2823615

12A6D000.tif

Mike- : ,
Tony would like you to re-draft LRB-a0461. He would like to replace sections 1 and 2 on
page 2 with the language on the second page of the attached fax. I will be sending the
stripes back to your office. Unfortunately, like so many amendments, time is of the
essence, since the bill is scheduled for a noon exec tomorrow.

Please call if you have any questions.

Thank'you;

Adrienne
Office of Rep. Staskunas
6-0620
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895.507 Notice of un!authorized use of personal identifying information. (1) Definitions, In
. this section: i
|

(a} "Entity” means a glverson other than an individual that in the ordinary course of business
maintains personal identifying information,

(b) "Personal identifying information" has the meaning given in s. 943.201(1)(b), however,
“personal identifying information” does not include publicly available information.

(c) "Publicly available information” means any information that an entity has a reasonable basis
to believe is lawfully made available to the general public from: '
(1) Federal, state or local government records;
(2) Widely distributed media; or
(3) Disclosures to the general public that are required to be made by federal, state ot local

law.

(2) REQUIRED NOﬁCE. An entity that knows of the upauthorized use of unencrypted personal
identifying information, other than discovering such unauthorized use by the individual
themselves, that was otm.med while in the custody of the entity shall make reasonable éfforts to
notify the individuals who are the subject of the information. The notification shall indicate that
the entity knows of the unauthorized use of personal identifying information. Notice shall be
given in a manner and}n'me frame that is reasonable taking into consideration the number of
notices to be given and methods of communication available to the entity. In'no circumstances
shall the natice be issued more than 30 days after the entity knew the unauthorized use of the
personal identifying information, .
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‘Dsida, Michael

From: Ramirez, Adrienne

Sent: Wednesday, April 30, 2003 11:09 AM

To: Dsida, Michael

Subject: RE: Fax received (2p) from:'414 224 0323' on ID:2823615

Tony said that would be fine.

————— Original Message-----

From: Dsida, Michael

Sent: Wednesday, April 30, 2003 11:07 AM

To: Ramirez, Adrienne

Subject: RE: Fax received (2p) from:'414 224 0323' on ID:2823615

"Widely distributed media" does not work well. "Information" can be widely distributed,
but "media" cannot. It is the method of distribution.

Here's what I propose as an alternative:
"Information that is made widely available to the public through any media."

————— Original Message-----—

From: Ramirez, Adrienne

Sent: Wednesday, April 30, 2003 10:36 AM

To: Dsida, Michael

Subject: FW: Fax received (2p) from:'414 224 0323' on ID:2823615

Mike-

Tony would like you to re-draft LRB-a0461. He would like to replace sections 1 and 2 on
page 2 with the language on the second page of the attached fax. I will be sending the
stripes back to your office. Unfortunately, like so many amendments, time is of the
essence, since the bill is scheduled for a noon exec tomorrow.

Please call if you have any questions.

Thank you,

Adrienne
Office of Rep. Staskunas
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State of Wisconsin

2003 - 2004 LEGISLATURE LRBaoml@’// -
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ASSEMBLY AMENDMENT ,
TO 2003 ASSEMBLY BILL (LRB-1585/1)

At the locations indicated, amend the bill as follows:

1
2 v1. Page 1, line 9: after “information,” insert “notice regarding unauthorized
3 use of personal information,”. |
4 ‘/ 2. Page 7, line 11: after that line insert;
5 “SECTION 10m. 895.507 of the statutes is created to read:
—’é”/——{d 05.507 "Notice—of unauthorized~use of personal-information. (1
7 DEFINITIONS. In thi_sr section: -
8 (a) “Depositery account” has the meaning givm
9 (b) “Entity” means a person, other thian an individual, that in the ordinary
10 course of business maintains perSonal infermation.
11 (c) “Perfo/nil information” means any of the foltowing:

o
et
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3 information combined with the name is not encrypted:

4 a. The individual’s social security number.

5 b. The unique identifying driver number assigned to the individual by the

6 department of transportation under s. 343.17 (3) (

7 c. An account number or credit or debit ¢&#rd number, in combination with any
8 required security code, access code, op’password that permits access to the
9 individual’s depository account. ‘

10 2. For a person other than ah individual, the person’s name in combination with

11 any of the following informafion, when either the name or the information combined

12 with the name is not ederypted:

13 . number or credit or debit card number, in combination with any

14 required secyfity code, access code, or password that permits access to the person’s

15 deposito

16 h

on’s fe emp rdenti fon

()
17 (2) REQUIRED NOTICE. If an entity knows

unencry phe &

18 )A‘lﬁ@rized\attexﬁiﬁedﬂme Ofﬁ)ersonal nformatio

r Jo poSsessson { e/C'QOf('”S
19 entity while H)Zafrﬂteﬁxﬁ%dzby the entltf it shall mdke #reasonable aftpenpt to notify

authorized use g

at was obtained from the

T aVAl duod
20 each perfen who is the subject of the personal/information. The notice shall indicate
knows v t/
21 that the entity iste@gwfre of the unauthorized use authorized attermpted“ide of
n\d\wdwj NS -1].'2)* \

22

personaljinformation relating to thq]wwdﬂmwgfmma&oms

23

24
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proyidedn sub. (4);the notificatipaprocess shal

after the ‘erfity learnk of-tHie unauthorizéd use or t

uorize pt ddse.
(3) EFFECT ON CIVIL CLAIMS. Compliance with this section is not a defense to a
claim in a civil action or proceeding. Failure to comply with this section does not
constitute negligence or a breach of any duty as a matter of law.
(4) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. If a law enforcement/agency
asks an entity not to provide a notice that is otherwise required under sub. (2)‘ for any

period of time, the notification process required under sub. (2),,‘shall begin rdYatbr
ot v

Wm@%@ﬁg}\me end of that time period.”.

(END)
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INSERT 1/5 |/

895.507 Notice of unauthorized use of personal identifying
information. (1) DEFINITIONS. In this section:

(a) “Entity” means a person, other than an individual, that in the ordinary
course of business maintains personal identifying information.

(b) “Personal identifying information” has the meaning given in s. 943.201 (1)
(b) but does nbt include publicly available information.

(c) “Publicly available information” means any information that an entity
reasonably believes is one of the following:

1. Information that is lawfully made widely available through any media.

2. Information that is lawfully made available to the general public from

federal, state, or local government records or disclosures to the general public that

are required to be made by federal, state, or local law. +o 5ub. ( ‘A ,

biec¢
INSERT 2/22 .— )37

(b) 1. The entity shall provide the notice under par. (a) in a manner an(}‘within
a time that is reasonable;)/taking into consideration the number of notices, it must

: the . . . T+M+ ‘
provide and{methods of communication available to the entity.
2. Notwithstanding subd. 1., the entity shall provide any notice required under

par. (a) within 30 days after the entity learns of the unauthorized use of the personal
or, £ sob. ("() ,.,’afllés‘) Wit 30 &470

4 7“1 ) ~od s ecified by o | aw
. . s oo 4 e M pere wéfraw Z_gmu‘ vndin
(¢) Notwithstanding pars. (a) and (b), an entity is not required to provide notice

identifying information,

to an individual of the unauthorized use of personal identifying information relating

to that individual if the entity learns of the unauthorized use from that individual.

subsed

oNn

¢



