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2009 WISCONSIN ACT 349

AN ACT to amend 911.01 (4) (c), 968.27 (intro.), 968.27 (17) and 968.30 (10);tawndeate 968.27 (14g) and

968.3750f the statuteg;elating to: subpoenas and warrants requiring providers of electronic communications ser
vicesor of remote computing services to provide customer information or disclose contents of wire or electronic com

munications.
The people of the state of Wisconsin, represented in public by means of an electronic communications sys
senate and assembly, do enact as follows: tem.

SecTION 4. 968.27 (17) of the statutes is amentied
read:

968.27(17) “Wire communication’means any aural
transfermade in whole or in part through the use of facili
tiesfor thetransmission of communications by the aid of

SecTioN 1. 911.01 (4) (c) of the statutes, aseated
by 2009 Wisconsin Act 28is amended to read:
911.01(4) (c) Miscellaneous proceedings. Proceed
ingsfor extradition or rendition; sentencing, granting or
revokingprobation, modification of a sentence under s. " . . :
302.1135,adjustment of a bifurcated sentence under s. wire, gable, microwaver other_ like connec.tlon petwegn
973.195(1r), release to extended supervision urgler the point of origin and the point of reception, including

302.113(2) (b) or 304.06 (1) or dischge under s. 973.01 the use of the connectian any switching station, fur
(4m). issuance of subpoenas or warrants under s.nishedoroperated by any person-engaged-as-a-public util

968.375, arrest warrants, criminal summonsesd & in providing or operatinghe facilities for the trans
searchwarrant; hearings under s. 980.09 (2); proceedings™ission of intrastate, interstate or  foreign
unders. 971.14 (1) (c); proceedings with respect te pre COmmunications.“Wire communication” includes the
trial release under ch. 969 except where habeas corpus i§l€ctronicstorage of any such aural transtast-does-not
utilized with respect to release on bail as otherwise  iRcludethe radio-portion-of-a-cordless-telephone-commu

providedin ch. 969. meanemhat—is—tpansmned—bemeen—the—eereued&
SECTION 2. 968.27 (intro.) of thetatutes is amended ~Phonehandset-and-the-base-unit

to read: SecTioN 5. 968.30 (10) of the statutes is amentied
968.27 Definitions. (intro.) In ss968.28 t0-968.37  read:

968.375 968.30(10) Nothing in ss. 968.28 t0-968.988.375
SecTioN 3. 968.27 (149) of the statutescreated to ~ shallbe construed to allow the interception of aviye,

read: electronic,or oral communication between an attorney

968.27(14g) “Remote computing service” means anda client.
computerstorage or processing that is provided to the  SecTion 6. 968.375 of the statutes is created to read:

* Section 991.1, WisconsIN STaTuTES 200708 : BEctive date of acts. “Every act and every portion of an act enacted by the legislatu
the governotrs partial veto which does not expressly prescribe the time when it tatssbill take ééct on the day after its date of publicati
asdesignated” by the secretary of state [the date of publication may not be more than 10 working days after the date of enactment].
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968.375 Subpoenas and warrants for ecords or
communications of customers of an elecnic com
munication serviceor remote computing service po-
vider.

(2) LrispicTiON. For purposes of this section, a{per
sonis consideredo be doing business in this state and is
subjectto service and execution of process from this
stateif the person makes a contradgth or engages in a
terms of service agreement with any other person,
whetheror not the other personasresident of this state,
and any part of the performance of the contract or provi
sionof service takes place within this state on any-occa
sion.

(3) SuBPOENA. (@) Upon the request of the attorney
generalbor a district attorney and upon a showing of prob
ablecause, a judge may issue a subpoena requipeg a
sonwho provides electronic communication service or
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providedfor servinga summons under s. 801.(5) ot

if delivery can reasonably be provédy, United States
mail, delivery service, telephone facsimile, or electronic
transmission.

(7) Time FORSERVICE. A subpoena or warrant issued
underthis section shall be served not more thatags
afterthe date of issuance.

(9) MorTioN TO QuUASH. The person on whom a sub
poenaor warrant issued under this section is served may
file a motion to quash the subpoenavairrant with the
thejudge who issued the subpoena or warrant. If the per
sonfiles the motion withinthe time for production of
recordsor information, the judge shall hear and decide
the motion within 8 days after the motion is filed.

(10) LAaw ENFORCEMENT PRESENCENOT REQUIRED.

The presence oh law enforcement fi€er is not required
for service or execution of a subpoena or warrant issued

remotecomputing service to disclose within a reasonable underthis section.

time that is established in the subpoena a record or other

informationpertaining to a subscriber or customer of the
service,including any of the following relating to the
subscribeor customer:

1. Name.

2. Address.

3. Local and long distance telephone connection

recordsor records of session times and durations.

(11) ReTurN. A subpoena owarrant issued under
this section shall be returned to the court not later §han
daysafter the records or information described insthie
poenaor warrant are received by the attorney general,
district attorney or law enforcement agenayhichever
is designated in the subpoena or warrant.

(12) SEcrEcy. A subpoena or warrant issued under
this section shall be issued with all practicable secrecy

4. Length of service, including start date, and types andthe requestzomplaint, didavit, or testimony upon

of service utilized.

5. Telephone or instrument number or other-sub
scriber number or identityincluding anytemporarily
assignedhetwork address.

6. Means and source of paymdat the electronic
communicationservice or remote computing service,
includingany credit card or bank account number

whichit is based may not be filed with the clerk or made
public until the subpoena or warrant has been executed
andreturned to the court. The judge may issue an order
sealingthe subpoena or warrant and the request,- com
plaint, affidavit, or testimony upon which it is based. The
judgemay issue an order prohibiting the person on whom
the subpoenaor warrant is served from disclosing the

(b) A subpoena under this subsection may not requireexistenceof thesubpoena or warrant to the customer or

disclosureof the contents of communications.
(4) WaRrRANT. Upon therequest of the attorney gen

eralor a district attorney and upon a showing of probable

subscribeunless the judge subsequently authorizes such
disclosure.
(13) ImmuniTY. A person on whom a subpoena or

causea judge may issue a warrant requiring a person whowarrantissued under this section is servednisnune

provides electronic communication service or remote
computingservice to disclose within a reasonable time
thatis established in the warrant any of the following:

(a) The content of a wire or electronic communica
tion that is in electronic storage in an electraroenmu
nicationssystem omheld or maintained by a provider of
remotecomputing service.

(b) A record or information described under sub. (3)
(a).

(5) BASIS, APPLICATION FOR, AND ISSUANCE OF SUB-
POENAORWARRANT. Section 968.12 (2) and (3) appltes
thebasis and application faand issuance of, a subpoena
undersub. (3) ora warrant under sub. (4) as it applies to
the basis and application foand issuance of, a search
warrantunder s. 968.12.

(6) MANNER OF SERVICE. A subpoena or warrant
issuedunder this section madye served in the manner

from civil liability for acts or omissions in providing
recordsor information, facilities, or assistance in aecor
dance with the terms of the subpoena or warrant.

(14) TeCHNICAL IRREGULARITIES. Evidence disclosed
undera subpoena or warrant issued under this section
shallnot be suppressed becao$¢echnical irregularities
or errors not décting the substantial rights of the defen
dant.

(15) DISCLOSUREWITHOUT SUBPOENAORWARRANT. A
providerof electronic communication or remote comput
ing service may disclose records or information
describedunder sub. (3) (a) of a customer or subscriber
or the content of communications of a customer or sub
scriberdescribedunder sub. (4) without a subpoena or
warrantif any of the following applies:

(a) The customer or subscriber provides consent for
the particular disclosure.
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(b) The provider of electronic communication or physicalinjury to any person exists and that disclosure of
remotecomputing service believes in good faith that an theinformation is required tprevent the death or injury
emergencyinvolving the danger of death @erious or to mitigate the injury




